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SECTION C-1, GENERAL INFORMATION
C-1.   Introduction

C-1.1.   Background Information

This Section C, including the Statement of Objectives (SOO) and the Performance Work Statement (PWS), describes the performance requirements for supporting the Information Technology (IT) infrastructure of the United States Department of Agriculture Forest Service (hereafter referred to as “USDA FS,” “FS,” “the Forest Service,” or “the Agency”).  This section, C-1, provides general information necessary to understand the requirements.  Section C-2 describes the project concept and scope.  Sections C-3 contains the Statement of Objectives and Definitions of Success for the project.  C-4 provides assumptions concerning the concept of the services to be provided, and the technical and management constraints and considerations that will affect the development of potential solutions.  Section C-5 presents the Operational Requirements for the Initial Implementation Phase and Section C-6 contains appendices providing further clarification or detail impacting this work.  Technical Exhibits (TEs) and Technical Library Exhibits (TLEs) are referenced throughout this document and support the PWS in greater detail.  The PWS, including TEs, will be available in softcopy format at www.fedbizopps.gov.  Copies of the TLEs and the majority of the guidance and regulations listed in Section C-6.5 and referenced in section C-5 will be available for review at Rosslyn Plaza East, 1621 North Kent St., 7th Floor, Arlington, VA 22209.  

Throughout this document, the term “Contracting Officer” is used for clarity and readability and refers to the Contracting Officer and all designated Contracting Officer Representatives (COR) when acting within the scope of their written delegations unless the context makes it clear that it refers specifically to the Contracting Officer only.  For the purposes of this document, the term “Service Provider” applies to all employees and sub-contractor employees performing work under this contract.  Unless otherwise explicitly stated, the order in which any listed, numbered, or bulleted items appear in this document, including its TEs or TLEs, should not be construed as implying any precedence, priority, or ranking, unless so stated.

C-1.2.   USDA Forest Service Environment

Established in 1905, the Forest Service is an agency of the U.S. Department of Agriculture.  The Forest Service manages public lands in national forests and grasslands, known collectively as the National Forest System (NFS), in 44 States, Puerto Rico, and the Virgin Islands.  It currently has a workforce of approximately 31,500 full-time, 1,100 term, and 13,500 part-time employees distributed among nine NFS Regions (“Regions”), seven Research and Development Stations (“Stations”), Northeastern Area State and Private Forestry, the International Institute of Tropical Forestry, and the national headquarters in Washington, D.C. (the Washington Office (WO)).  Regions are organizationally subdivided into Forests and Districts; Stations are subdivided into Laboratories and Research Work Units.  Under contract to the Department of Labor, the Agency currently provides service to 19 Job Corps centers located throughout the nation.  Additional information regarding the organization of the Forest Service is available on the Agency’s website at www.fs.fed.us/im/directives/dughtml/fsm1000.html.

NFS lands comprise 8.5 percent of the total land area in the United States.  The natural resources on these lands are some of the Nation’s greatest assets and have major economic, environmental, and social significance to all Americans.  The Forest Service carries out its mission of "Caring for the Land and Serving People" through five main activities:

· Protection and management of natural resources on National Forest System lands;

· Research on all aspects of forest and range management and forest resource utilization;

· Community assistance and cooperation with State and local governments, tribes, forest industries, and private landowners to help protect and manage non-Federal forest and associated range and watershed lands to improve conditions in rural areas;

· Achieving and supporting an effective workforce that reflects the full range of diversity of the American people; and

· International assistance in formulating policy and coordinating U.S. support for the protection and sound management of the world’s forest resources.

The following principles guide the Forest Service’s implementation of information technology:

· The evolution of information technology jobs resulting from the implementation of technology will support Forest Service business needs and will insure fair and equitable treatment of employees;

· The management and use of information technology resources will adequately address accountability as it relates to security, privacy and operations;  

· End users will be informed, supported, and trained as information technology and processes evolve;  

· As information technology initiatives evolve, they will be used to provide more reliable, cost effective, and consistent information technology service where feasible; and

· The Forest Service will perform adequate analysis of staffing alternatives to insure cost savings and efficiency for information technology initiatives.

A major responsibility of the Forest Service is the control and management of wildland fire.  In addition, the Forest Service is a major contributor in All-Risk Incident support.  The National Interagency Fire Center (NIFC) is a combined multi-agency Federal response organization that is heavily supported by the Forest Service with both funds and personnel.  The Forest Service and NIFC plan, prepare, and support All-Risk Incidents with both highly trained communications and computer personnel and specialized communications and computer equipment.

C-1.3.   Current Operational Information Technology Environment

The work shall be performed in or for more than 900 Forest Service office locations as shown in TE-01 (Locations Requiring IT Support) and approximately 900 remote field/wildland non-office sites, including unstaffed locations such as mountain tops.  These approximately 1,800 locations range from densely populated urban areas to sparsely populated rural or wilderness sites.  End-user populations at the office sites span a range from large (hundreds of individuals at headquarters, regional or station offices) to very small (fewer than 10 individuals in small district offices, research labs, or remote work centers).  TE-02 (Other Supported Agencies and Organizations) lists the cooperating agencies and organizations that may be represented at some of these locations.  The IT component of the Agency’s Enterprise Architecture consists of 33,000+ desktop PCs and 5,000+ laptops supported by over 1,200 Unix®-based (AIX®) and other servers, and associated data and voice networks, as well as an extensive radio infrastructure comprised of tens of thousands of portable (handheld) and mobile radios and associated base stations, repeaters, and other equipment.  Desktop and laptop computers connect to the Agency’s corporate AIX-based Distributed Computing Environment/Distributed File System (DCE/DFS) environment through a server operating system component named Fast Connect for AIX, which enables Microsoft® Windows® clients to access AIX file systems and printers using the Server Message Block (SMB) networking protocol.  The Agency also has deployed significant numbers of handheld computers including, but not limited to, Windows CE® (Pocket PC) and Palm®-based systems, in both office and field/outdoor ruggedized configurations, and uses both wireless (e.g., radio, satellite) and wired facilities to support remote sensing and telemetry applications.

The Forest Service has implemented several components of the Tivoli® Enterprise Management system.  In addition to providing Enterprise-wide operational capability (server and desktop monitoring, control, and troubleshooting facilities), the Tivoli software suite supports the Agency’s IT Asset Management and Configuration Management programs.

All Agency desktop and laptop computers are issued with a pre-installed standard software image consisting of the operating system and system utilities, as well as various Commercial Off-The-Shelf (COTS) applications. The standard image is revised several times a year and is thoroughly tested for forward and backward compatibility prior to implementation. The Forest Service’s standardized end-user computing environment is built with equipment purchased using Agency-wide Blanket Purchase Agreements (BPAs).

Some of the COTS software packages installed as part of the standard image include ERDAS® Remote Sensing Software, ESRI® Geographic Information Systems software, Lotus Notes®/Domino® mail and collaboration software, Microsoft Office® Software, Oracle® software, Web browsers, and may include other software depending on requirements.  The Forest Service has essentially completed its conversion from Microsoft Windows 95® to Microsoft Windows 2000® on all its desktops and laptops and will begin a gradual conversion to the Microsoft Windows XP® operating system in the near future.

The Forest Service has over 7,000 networked output devices (printers, plotters, and digitizers) located across the Agency. Over 6,000 of these devices are laser printers connected to the network. The Agency deploys its networked output devices only after performing extensive testing in its integration lab.

To comply with the requirements of the Americans with Disabilities Act (also known as Section 508), the Agency procures a variety of software and hardware devices (“adaptive aids”). The hardware devices include Braille printers, speech synthesizers, video magnifiers, and other equipment. The adaptive technology software packages currently in use include recent or current versions of ZoomText® Xtra Level 2, Dragon NaturallySpeaking® Professional Software, OpenBook, MAGic, Jaws® for Windows, etc.

Reliable and extensive radio communications capability is essential for the health and safety of our employees and the public.  The importance of the Agency’s radio and telecommunications infrastructure to the safety of its employees, cooperators, and visitors to Agency-managed lands cannot be overstated.  In addition to providing day-to-day administrative communications capability, Agency radio systems support Law Enforcement operations and provide emergency support in the event of fire, flood, earthquake, other disaster, and search and rescue operations. They also support public and employee communications for medical emergencies. Agency radio coverage extends over most National Forest Systems land and consists of over 50,000 radios and backbone systems of base stations and repeaters located throughout the forests and grasslands and on hundreds of mountain tops.  The backbone systems contain a mix of both analog and digital microwave systems, UHF to VHF cross band links, spread spectrum point-to-point T1 radios, and both UHF and VHF base stations. Base station radios are located at Forest, District, work center and other remote offices, and support the operation of both mobiles and portable radios.  Many of the Forests have Dispatch Centers that control the local Forest systems and may control other radio systems required for communicating with Aircraft or conducting emergency operations. Many of these Dispatch centers are interagency in nature and are interconnected with other federal, state, and local Agencies. The majority of the existing equipment is analog radio.  The Agency is currently completing a narrow-band conversion of all radios that will be completed by January 1, 2005. Future radio projects include implementation of the Association of Public-Safety Officials (APCO) Project 25 (digital radio conversion). The Agency plans to implement Radio Control over Internet Protocol (RCoIP) to replace existing analog microwave systems and analog control links.

In order to operate, all radios require a Radio Frequency Authorization (RFA) from the National Telecommunications and Information Agency (NTIA).  All RFAs are required to be reviewed for accuracy and need every five years.  Frequency reviews are complex and require both technical and operational knowledge of Agency radio systems as well as NTIA Radio Frequency Management regulations and procedures.

The Agency owns, operates or contracts for a variety of telephone systems located in most its offices, some of which are shared with other agencies.  Agency telephone systems range from very complex Extended Private Branch Exchanges (EPBX) with multiple T1 trunks and hundreds of extensions, to simple key systems with single telephone lines. Some remote telephone systems are connected to the Public Switched Telephone Network (PSTN) though Agency radio and microwave equipment. The Agency is beginning to implement Voice (Telephone) over Internet Protocol (VoIP).
See RFP Section J for the listing of Technical Exhibits that expand upon the descriptions above.

SECTION C-2, PROJECT CONCEPT AND SCOPE

C-2.    Project Concept and Scope

C-2.1.   Concept

Throughout the life of this procurement, the Service Provider shall seek ways to incorporate innovative and emerging technologies that, in the most economic and efficient manner and considering return on investment objectives, improve both IT system performance and (more importantly) support and improve the Agency’s mission performance.  A major intent of this Statement of Objectives is to create a partnership between the Agency and the Service Provider.  The Agency intends to structure the procurement in a manner that ensures that the Service Provider’s goals and objectives are in alignment with those of the Agency.  Superior performance on the Service Provider’s part will directly and indirectly link to superior Agency mission accomplishment through the economic and efficient use of information technology.  Within the context of the Agency/Service Provider partnership, the Agency does not use the terms “partner” and “partnership” as legal terms.  The Agency/Service Provider partnership will reflect the attributes of an open, cooperative, and customer-oriented professional relationship.  In addition to meeting program objectives, the Service Provider is encouraged to:

a)
Consistently take steps to understand the Agency’s crucial business issues and opportunities;

b)
Share the risks and responsibilities of joint implementations and initiatives;

c)
Ensure its products and services deliver tangible and meaningful business benefits;

d)
Work collaboratively with other Service Providers, government agencies, and business partners to ensure project success; 

e)
Resolve the complexities and difficulties that are characteristic of implementing, integrating, maintaining, and securing mission-critical IT systems and solutions; and

f)
Periodically measure and forecast capacity and systems growth in sync with the Agency capital planning requirements and constraints.

In performance-based acquisitions, performance metrics and service level agreements are used extensively to monitor the Service Provider’s performance.  The Agency and the Service Provider will baseline and monitor progress using negotiated performance metrics, service level agreements, and quality assurance surveillance plans.

The IT Infrastructure Project transition strategy envisions the following phases:

· Phase-In Period:  Transfer from current organization to Service Provider.

· Initial Implementation Phase:  Service Provider performs functions at a level no less than stated in Section C-5 of the solicitation during first contract year.  In addition, the Service Provider refines and gains final approval for innovative solution(s) for the improvement of mission performance.

· Innovation Phase:  Service Provider implements its Agency-approved plan.

C-2.2.   Phase-In Period

The Agency will continue to perform contract requirements during the period between the contract award date and completion of the Phase–In Period.  The period between contract award and end of first performance period will constitute the Phase-In Period, which shall be ninety (90) calendar days.  During this period, the Service Provider’s management personnel may observe incumbent personnel in operation.  The Agency will provide the Service Provider office space and phone access as available.  Upon completion of the Phase-In Period, the Service Provider shall assume full operating accountability and responsibility.  The Phase-In Plan of the successful Service Provider shall be a separate CLIN and incorporated into and become part of the contract. The Phase-In Plan shall designate details to minimize disruptions and start-up requirements and shall consider recruiting, hiring, training, security limitations, and any other special considerations to reflect the requirements of the ninety day Phase-In Period.

C-2.3.   Initial Implementation Phase

This PWS describes work the Agency requires to be performed to support its current IT infrastructure (Initial Implementation Phase) while transitioning into a more optimal phase that maximizes the potential of IT to improve Agency mission performance (Innovation Phase).  These services are delineated in detail in Section C-5 of this document.  Section C-5 should not constrain the Service Provider’s innovation in developing new and more cost-effective approaches to satisfying the requirements set forth in this document.  Innovations proposed by the Service Provider or during contract performance, including changes to IT architecture and functionality and associated disruption (if any) to the conduct of Agency business, (1) shall consider how to reduce cost while improving service or functionality and (2) shall be approved by the Agency prior to commencement of implementation.

The Service Provider shall provide all personnel, management, supervision, equipment, tools, supplies, materials, transportation, and any other items and services necessary to perform the functions in this PWS, except those that are made available by the Government (see Section C-6.3, Government Furnished Property and Services).  The Service Provider shall provide these services in accordance with the terms, conditions, and specifications of this contract and shall assume total responsibility for requirements stated herein at the termination of a Phase-In Period.  Services provided under this contract shall be performed at all organization levels within the Agency.

Some of the functions described in this document are currently accomplished with a mix of Government and private sector personnel.  The workload associated with contracted professional services is included in this PWS (except for workload associated with vendor installation, maintenance, and repair of equipment and software, and workload performed by the EUSC Service Provider), and is included in the workload to be assumed by the Service Provider. 

C-2.4.   Innovation Phase

This phase includes Service Provider implementation of Agency-approved innovations.  During the remainder of the contract, the Service Provider shall work with the Agency in a relationship that, though contractual, emphasizes partnership, flexibility and adaptability.  Further, given the rapid pace of change in the information technology and telecommunications marketplace, it is impossible to anticipate how individual Agency requirements – and, indeed, how the marketplace – will evolve over the life of the contract.  This procurement is intended to accommodate advances in technology that will allow the Agency to continue to improve its mission performance.  See Section C-6.1 for a description of current FS IT initiatives.

SECTION C-3, STATEMENT OF OBJECTIVES

C-3.   Statement of Objectives

C-3.1.   Overview

This Statement of Objectives (SOO) identifies the Agency’s information technology infrastructure support program’s major goals and overarching performance objectives.  In addition to supporting the Agency’s information processing, IT security, radio and related information technology requirements, the services procured must also assist the Agency to further its broader goal of improving its overall mission performance.  

It is well understood that meeting the information technology requirements of a highly dynamic, widely dispersed organization represents an enormous task.  The Forest Service faces many challenges, not the least of which is to maintain its IT and telecommunication infrastructure support and services while incorporating innovation into the Agency’s business processes.  As such, the Agency requires a world-class Service Provider to provide a comprehensive, enterprise-wide information technology infrastructure support solution to assist in meeting its responsibilities under Federal legislation and executive orders.  

A key underpinning of this effort is the understanding that Service Provider information technology and telecommunication services are not the total solution being acquired.  The focus of this competition is to identify a Service Provider who can provide an innovative solution to enhance the performance of the organization, rather than providing just computers and related services.

Under the Agency’s IT infrastructure support competition, it is understood that the IT services being delivered are enablers and do not represent the totality of what the Agency is acquiring through this effort.  Rather than focus entirely on infrastructure support, the Service Provider should also bring a mission focus that not only provides a highly effective, secure and reliable IT infrastructure, but also continuously identifies methods for applying IT to improve the overall Agency mission performance.  The Service Provider should provide the expertise to identify, implement, and manage the most effective and efficient application and use of IT to meet the Agency’s mission.

C-3.2.   Project Objectives

Table 1 describes the IT Infrastructure Project Objectives: those objectives the Agency intends to achieve over the course of the project.   Each Project Objective has associated Definition(s) of Success which are listed in the second column of Table 1.  These Definitions of Success describe how the Agency will determine if the Project Objectives are being achieved during the life of the project.  The third column lists sample Performance Measurements which will be used to determine how well Project Objectives are being met.  These will be further developed and defined in a partnership effort between the Agency and the Service Provider during the initial phases of the project.

Table 1:  IT Infrastructure Project Objectives

	
	Project Objectives
	Definitions of Success
	Sample Performance Measurements

	1
	Through the IT Infrastructure, support the Agency’s ability to protect employee safety and provide incident support (e.g., conduct outdoor operations safely, as well as fight wildland fires, respond to disasters, and conduct search and rescue missions).


	Agency communications and incident support Infrastructure (radio, other communications, and computer systems, pre-incident logistics) that meets safety and incident support requirements
	· Radio & other communications systems

· Availability: % of time that radio communications are operational and meeting the requirements of TE 21

· Timeliness: % of service restorations accomplished in accordance with the requirements of TE 21. 

	2
	Improve the Agency’s mission performance by enhancing its ability to analyze data and extract information that enables executives, managers, and other employees to more effectively execute the Agency’s missions.
	· Internal system controls promote greater accountability and improved financial management posture

· Mission areas use IT Infrastructure enhancements to improve performance and effectiveness of business processes

· Effective training program for end users
	· Improved financial and investment performance

· Zero (0) material weaknesses in audit opinions related to IT Infrastructure issues

· # of audit findings (not material weaknesses) related to IT Infrastructure issues

· Total Cost of Ownership (TCO) of IT Infrastructure

· Agency mission improvements

· % of mission improvements (cost, time, quality) attributable to IT solutions

· % planned IT benefits projected vs. materialized

· Training effectiveness

· % Customer satisfaction with IT training 

· % users covered by training to use new IT solutions

· % users requiring retraining after initial training

	3
	Maintain and improve current Agency-wide IT Infrastructure as we further standardize and integrate Information Technology and management processes.


	Timely and accurate Service Provider Infrastructure support resulting in reliable, secure, and interoperable Infrastructure operations meeting negotiated Service Levels
	· Negotiated Service Levels.

· First year:  Degree to which performance meets or exceed standards identified in Section C-5 Specific Tasks. 

· Out-years:  As negotiated

· Examples: 

· Timeliness:  % of work completed within applicable timeframe

· Reliability:  % of time the Infrastructure (network, computing devices) is operational and capable of sustaining normal business operations

· Accuracy:  % of work accomplished successfully on first try



	4
	Satisfy critical and routine, internal and external, requirements for availability, reliability, and integrity of systems and data.
	· Provision of accurate and timely information and data in response to

· Critical requirements

· Routine, repetitive requirements

· Ad hoc requests

· Improved customer service; each SLA met or exceeded 95% per month
	· Customer satisfaction survey

· % of customers satisfied with time-to-respond

· % of customers satisfied with problem resolution

· Service Level Agreements

· % of service level agreements met

	5
	Ensure that the IT Infrastructure:

· Maximizes feasible use of COTS/GOTS;

· Economically and efficiently leverages IT investments over an acquisition’s life cycle;

· Conforms to and accommodates changes in Federal laws, regulations, standards, and the Agency’s management mandates;

· Meets applicable security and privacy regulations, architecture standards, interoperability requirements, and reporting requirements.
	· Compliance with OMB Circular A-130, “Management of Federal Information Resources”

· Compliance with Departmental and Agency regulations pertaining to management of IRM resources
	· Project performance

· % of projects on time, on budget

· % of projects meeting functionality requirements

· % of projects using Circular A-130 compliant methodology for systems analysis and design

· Agency Standards compliance

· # of variations per year from standards detected by reviews and audits

· % of systems using enterprise architecture

· % of IT staff trained in Agency standards

	6
	Implement, refine, and streamline key IRM/IT/IR processes utilizing government and industry best practices and resources to develop innovative solutions that cost-effectively improve performance.
	· Responsive IT Infrastructure capable of deploying resources (computing and storage capacity, communications capability and bandwidth) as needed, where needed

· Improved performance, reliability, and security of delivered services
· Contractual relationship is a professional and business oriented partnership which demonstrates flexibility and adaptability

· IT workforce is competent to advise mission areas on application of new technologies
	· Length of time to place IT resources where needed

· Improved performance/application processing capacity/throughput (shown through system/network performance statistics)

· Uninterrupted delivery of IT Infrastructure services through any transition IAW then-in-force SLAs

· Improved security (stats showing year-to-year lower vulnerability and actual damage)

· % of contract changes that result in business improvements

· % of IT staff trained in use of new technologies and techniques

· % of customer satisfaction with Service Provider consultations on application of new technology


SECTION C-4, ASSUMPTIONS, CONSTRAINTS, AND CONSIDERATIONS
C-4.   Assumptions, Constraints, and Considerations

C-4.1.   General Information

This section describes assumptions made by the Agency’s PWS team concerning the concept of the services to be provided and the technical and management constraints and considerations that will affect the development of potential solutions.  These items relate directly to the IT Infrastructure Project Objectives listed in Section C-3.

C-4.1.1.   Assumptions

The following assumptions are provided for the IT Infrastructure Project and this solicitation:

· Unless otherwise explicitly stated, the order in which any listed, numbered, or bulleted items appear in this document, including its TEs or TLEs, does not imply any precedence, priority, or ranking, unless otherwise stated.

· Workload data contained in the Technical Exhibits and summarized in Section C-5 are not derived from historical measurements, but are based on the best technical estimates provided by the personnel currently performing the work.

· Inventory and other enumerated or listed data contained in the Technical Exhibits and Technical Library Exhibits, while reflective of the status as of mid-summer 2003, are not represented to be either complete or error-free.  Where a unit’s data are known to be incomplete or were unavailable in time to be incorporated in an exhibit, the exhibit has been so annotated.  In such cases, Service Providers should assume that the unit’s requirements are similar to those of units of similar size and type (region, forest, district, research station, lab, project) in adjacent or nearby areas.
· Information and data presented in Technical Exhibits are intended to describe the “as-is” environment, and not to define requirements in addition to those in this Section C.

C-4.1.2.   Considerations and Constraints

The following sections describe considerations and constraints in the following areas:  (1) Personnel Solution, (2) Technical Solution, (3) Management Solution, (4) Performance Evaluation Solution, and (5) Other.  The intent is to provide the information needed to understand the factors that influence how the Agency does business in its IT environment.  The desired outcome is that the Service Provider optimizes its solution to support the Agency in meeting its Project Objectives.
C-4.2.   Personnel Solution

For the purposes of this document, the term “Service Provider” applies to all employees and sub-contractor employees performing work under this contract.  The Service Provider shall provide a workforce possessing the skills, knowledge and training to perform the requirements to the standards set forth in this Section C.  Service Provider employees shall have the ability to communicate proficiently, orally and in writing, in the English language.  The Service Provider at Forest Service installations in Puerto Rico shall have the ability to communicate proficiently, orally and in writing, in the Spanish language as well as English.

C-4.2.1.   Key Personnel 

The Service Provider shall provide résumés of Project Manager(s), alternate(s), and key personnel.  These individuals shall be responsible for contract performance and be readily accessible to the Contracting Officer during normal operating hours (as described in Section C-4.6.1).  Critical response times requiring Project Manager and key personnel actions are addressed throughout this Section C, where appropriate.  During normal operating hours, the project Manager(s) or alternate shall return all calls from the Contracting Officer within twenty minutes unless otherwise specified herein or by the Contracting Officer.  The Project Manager(s) or alternate(s) shall be available to meet with the Contracting Officer at specified locations to discuss problem areas during normal operating hours within thirty minutes or as specified by Contracting Officer.  Outside of normal operating hours, the Project Manager(s) or alternate shall provide direct assistance within one hour, or as specified by the Contracting Officer.

The Service Provider shall furnish to the Contracting Officer a copy of the Service Provider’s organizational chart as proposed for the performance of this effort at least thirty calendar days prior to the contract start date.  The organizational chart shall include names, addresses and telephone numbers (to include pager and mobile numbers) of the project manager(s), supervisory personnel, and key management personnel that serve as key Service Provider contacts with the Agency to resolve problems and emergency situations. The Service Provider shall insure that the chart remains current at all times and shall notify the Contracting Officer immediately, in writing, whenever changes at any organizational level are made.  The Service Provider shall provide emergency telephone numbers and addresses for contacting key personnel outside of normal duty hours.

The following are considered key personnel:  

· Project Manager(s)

· Leads for all major areas identified in Sections C-5.1 through C-5.10 inclusive.
C-4.2.2.   Technical Qualifications, Knowledge, Skills, and Certifications

C-4.2.2.1.   Qualifications

The Service Provider shall provide experienced and qualified personnel to perform the work identified in this solicitation.  Not all skills and knowledge are required at all locations.  The degree and amount of expertise required at each location varies.  Some Service Provider personnel must have certain Licenses and Certifications to perform the work addressed in this Section C.  Required experience levels, training, qualifications, licenses, or certifications must be obtained prior to commencement of performance under this contract.  The Service Provider shall make training records available to the Contracting Officer upon request.  Required experience levels, training, qualifications, licenses and certifications include, but are not limited to:

· Service Provider personnel performing Domino functions shall have a minimum of one- year experience administering a Domino server running under AIX, as well as at least one year of experience in AIX system administration.  The Lead Enterprise Domino system administrator shall have a minimum of two years of experience administering a multi-location, multi-server distributed Domino environment running under AIX, as well as at least one year of experience in AIX system administration.

· Service Provider personnel performing AIX system administration shall have a minimum of one year of experience administering AIX systems including DCE/DFS.  

· Service Provider personnel performing network management, including Cisco administration/management functions, must have at least two years experience in managing WANs, and CANs, MANs or LANs as well as two years experience in administering Cisco routers and network devices. 

· Service Provider personnel performing DBMS administration /management functions must have at least one year of experience in administering Oracle databases and planning for their support.  The Lead Enterprise Oracle system administrator shall have a minimum of two years of experience administering a multi-location distributed Oracle environment (multiple instances on multiple servers); including demonstrated ability in Oracle database performance tuning and advising highly experienced Oracle application developers as well as novice users.  At least one year of the required Oracle experience must be in the AIX environment, for both lead and non-lead positions.

· Service Provider personnel performing Tivoli administration/management functions must have at least one year of experience in administering Tivoli systems and management of Tivoli infrastructure modules including but not limited to Inventory, Remote Control, Distributed Monitoring, Software Distribution, and remote monitors.  The Lead Enterprise Tivoli system administrator shall have a minimum of two years of experience administering a multi-location Tivoli environment. 

· Any Service Provider personnel supporting an incident after it has been designated an All-Risk Incident shall have an appropriate agency Red-card certification.

· Service Provider personnel performing radio support functions involving equipment mounted on towers or other exterior structures shall meet Tower Climbing requirements as outlined in Section C-5.4.5.6. 

· The Service Provider shall be certified and trained as required by the manufacturer in order to support and maintain those PBX systems listed in TE-03 (List of PBX Systems).

· Service Provider personnel performing radio and radio system service and repair functions shall be factory-trained in the service and repair of the type of equipment involved and have a minimum of one year of experience in these areas.  Lead radio and radio system service and repair personnel shall have a minimum of two years of relevant experience.
· Service Provider personnel performing radio system administration/management functions must have at least one year of experience in administering and managing radio systems in addition to the above experience requirements for performing radio and radio system service and repair.
· Service Provider personnel performing desktop support functions must have at least one year of experience in troubleshooting, configuring and resolving problems with desktop and laptop computers. 
· Service Provider personnel performing ISSPM functions must have at least one year of technical experience in ensuring organizational compliance with information security program regulations. 
C-4.2.2.2.   Knowledge, Skills

The Service Provider shall insure its personnel have the skills and any necessary training to be able to perform the requirements of this Section C.  To accomplish this work, Service Provider personnel shall be equipped with skills in and knowledge of the following listed hardware, software, environments, and tool suites, including current releases and such future releases as are implemented within the Forest Service environment:

· Microsoft® Windows 95®, Windows 2000®, and Windows XP® client and server operating systems and architectures

· Unix® (AIX®) operating system and architecture including but not limited to system utilities and scripting tools such as Sed, Awk, and Grep

· Linux (as part of AIX version 5 or other implementations)

· IBM RS/6000® (pSeries®) server hardware and architecture

· IBM S/390® (zSeries®) server hardware and architecture, including zOS® (OS/390®), JES (JES2, JES3), and TN3270 (limited to skills needed to effect automatic or programmed data transfer operations between USDA systems running zOS or OS/390 and Forest Service AIX systems)

· Oracle® 8i/9i DBMS maintenance and management, including Oracle 9iAS

· Network Management knowledge and understanding to include minimally the following:

· Network security with regard to packet filtering, IP spoofing, prevention of hacker attacks, bastion hosts, firewalls, packet analysis, encryption, and virtual private networks (VPNs)

· Heterogeneous distributed client/server environment

· A background with wide area networks (WANs), Metropolitan Area Networks (MANs), Campus Area Networks (CANs) and local area networks (LANs)

· Network Component Managers (i.e., CiscoWorks®, SynOptics (Bay) Optivity®, 3COM Transcend®)

· IBM Netview®, RMON, SNMPv1 and SNMPv2

· WAN technologies (Frame Relay, ATM, ISDN, FDDI)

· OSPF, Voice over IP, Radio Control over IP, Video over IP configurations on enterprise network equipment

· Tivoli® Enterprise Management Software components, including

· Framework

· Inventory

· Software Distribution

· Storage Manager

· Remote Control

· Performance Management and Monitoring (including threshold)

· Knowledgebase Management

· Gateway Management

· Database Management

· Perl Scripting

· Prolog

· CONNECT:Direct( and associated source code (i.e., Fortran and C)

· Seagate Crystal Reports® Writer

· Microsoft Office®  Professional (Word, Excel, PowerPoint, Access)

· Oracle Developer, Oracle Designer Suite®, and SQL Developer

· Apache Web Server

· Web Development Tools and Technologies, including but not limited to

· XML, HTML, PHP, CGI, Java, Javascript, JSP, SSL, CSS

· Microsoft Front Page®
· Macromedia Dreamweaver®
· Websphere®
· Project Configuration Management System®
· Lotus Notes® (client) and Domino® (server) Electronic Mail and Groupware Software, including

· Sametime®
· Quickplace®
· ESRI® Geographic Information Systems software products (installation and tuning skills)

· ArcSDE®
· ArcGIS®
· ArcIMS®
· ArcView®
· ArcInfo®
· ERDAS® Remote Sensing Software (installation and tuning skills)

· Communication, messaging, and electronic mail protocols, such as

· Transmission Control Protocol/Internet Protocol (TCP/IP)

· Distributed Computing Environment/Distributed File Systems (DCE/DFS)

· Fast Connect 

· File Transfer Protocol (FTP)

· Dynamic Host Control Protocol (DHCP)

· Domain Name Services (DNS)

· Simple Mail Transfer Protocol (SMTP)

· Asynchronous (Async) Dial-up Peer-to-Peer Protocol (PPP) and Peer-to-Peer Protocol over Ethernet (PPPoE)

· Multipurpose Internet Mail Extensions (MIME)

· Post Office Protocol (POP3)

· Lightweight Directory Access Protocol (LDAP)

· Internet Messaging Access Protocol (IMAP4)

· Public Key Infrastructure (PKI) and other encryption implementations

· Telecommunications systems (including theory, design and operational characteristics)

· Electronics

· Test equipment

· Design techniques, theory and standards

· Telephony

· Knowledge of equipment from manufacturers including but not limited to Mitel, Nortel, and Lucent 

· Radio and Microwave (analog and digital)

· Signal propagation and terrain analysis

· Frequency management and interference analysis

· Knowledge of equipment from manufacturers including but not limited to Relm, Daniels, Vertex Standard, Racal, Motorola, Alcatel, EF Johnson, Datron, Midland, and IDA
· Data Networks

· Satellite communications

· Any Agency-approved software products listed in TE-10 (List of Supported Equipment and Software).

Government- and Forest Service-unique training, such as orientation and technical or other related training necessary to fulfill evolving or new requirements of the Forest Service that are not specified in this document, may be reimbursed by the Government to the extent that such training is initially required by Service Provider personnel to meet a newly imposed requirement.  Once such initial training has been provided at Government expense, any additional training required by Service Provider personnel normal turnover, or as refresher training to support new versions of software or hardware products that form part of the then-current Agency configuration(s), shall be the responsibility of the Service Provider.  Employee turnover shall not relieve the Service Provider from the requirement to provide personnel who are qualified to perform their assigned tasks.
Travel, training, and per diem requirements to be charged to this contract in order to meet the Service Provider’s responsibility to provide employees with skills and training necessary to perform the requirements of this solicitation require written approval by the Contracting Officer.  Unless otherwise directed by the Contracting Officer, such approval shall be requested and obtained at least 20 business days prior to commencement of travel.

C-4.2.2.3.   Certifications

TE-40 (Certifications) is a list of current certifications existing in the Agency.  The list represents the types of certifications the Service Provider must maintain, but does not necessarily indicate where the certified individual must be located.

C-4.2.3.   Physical Requirements

Work performed for this Section C involves a broad range of light to heavy physical demands, depending on the service that is being provided.  Many functions described in this Section C, particularly those relating to server, desktop, data and voice networks, and IT security, are primarily sedentary, allowing the employee to sit in order to do most of the work.  However, and particularly for functions related to radio and other telecommunications support, there will be some regular and recurring walking, standing, climbing, lifting, carrying, stooping, and bending, both in the normal office environment and when visiting forest areas, including high altitudes and extreme temperatures.  The performance of some functions requires those Service Provider personnel to be able to lift and carry items weighing up to 40 pounds unassisted.  The weight limit may be increased for a particular job.

Most of the functions described in this Section C involve everyday risks and discomforts normally associated with an office environment and require normal safety precautions typical of such places as offices, meeting and training rooms, libraries, and residences or commercial vehicles, (e.g., use of safe work practices with office equipment, avoidance of trips and falls, observance of fire regulations and traffic signals).  Office areas are usually climate-controlled and adequately lighted and ventilated.  Many of the functions described in this Section C, particularly those relating to radio support, require outdoor work and incur a greater degree of risk and discomfort than work performed in an office setting.  There is a slight to moderate risk of personal injury due to vehicular accident, electrical shock, or improper handling of property or materials during loading or unloading.  When visiting forest and wildland areas, personnel may be exposed to either very low (sub-zero Fahrenheit) or very high (over 100 degrees Fahrenheit) temperatures or other adverse weather conditions, and there is a slight to moderate risk of encountering falling limbs or trees, other terrain-related hazards, or exposure to dangerous or poisonous plants, reptiles, insects, or other animals.  Service Provider personnel shall work in confined spaces such as attics and crawl spaces under floors and buildings, and also above ground on ladders, towers up to 400 feet in height, and in high altitude locations (in excess of 12,000 feet).  Service Provider personnel shall also occasionally operate other equipment and machinery including, but not limited to, generators, welders, saws, and drills.  When performing work related to cabling and telephone maintenance or other work involving proximity to batteries, Service Provider personnel may be exposed to potentially explosive gases and acids.  Service Provider personnel supporting radio operations shall be physically capable of hiking up steep terrain in excess of 10,000 feet elevation while carrying up to 40 pounds of equipment.  They shall also be capable of traveling to and from communications sites, which may be in remote wilderness areas, such as mountain tops, using snowshoes, skis, chairlifts, snowmobiles, snow cats, horseback, or helicopter.
When responding to an All-Risk Incident and in some cases as a part of normal job requirements, Service Provider personnel shall be prepared to accept unusual conditions.  Service Provider personnel shall work in adverse conditions such as, but not limited to, smoke, rain, snow, high elevations, high wind, extreme heat, and rough terrain.  Depending upon local conditions, performance of duties described in the PWS may require Service Provider personnel to travel in hazardous conditions such as dirt roads usable only by four-wheel-drive vehicles, dirt trails, helicopters, walking in various types of terrain and elevations while carrying heavy loads up to 40 pounds unassisted, and climbing on communication towers.

Work performed in response to All-Risk Incidents is addressed in Section C-5.10, All-Risk Incident Support.

C-4.3.   Technical Solution

The Agency expects the Service Provider to propose a Technical Solution facilitating the accomplishment of the Agency’s land stewardship mission including emergency and incident management.

The Technical Solution should address the following aspects:

· System Architecture Concept.  How the Technical Solution’s system architecture concept meets the Project’s Objectives, uses COTS, is interoperable with FS systems, is compliant with industry standards, is scaleable, and provides the interfaces needed to exchange data with external entities and to communicate within a cooperative environment.


· Information Management.  How the Technical Solution enhances the ability of users to manage and access information in ways that improve the effectiveness of their performance.

· Security, Reliability, Availability, Integrity of Systems.  How the Technical Solution maintains or improves the ability of the Government to provide IT facilities that are:  resistant to failure; available to users when and where needed; and prevent (and if necessary recover from) either inadvertent, malicious, or otherwise unauthorized access to, alteration, or destruction of system components, including facilities, programs, data, or other business-related information stored in its IT systems.
· Scalability.  How the Technical Solution provides the flexibility to scale infrastructure facilities as mandated changes are identified, data volume increases, number of users varies, or as opportunities to achieve economies present themselves.

· Safety.  How the Technical Solution maintains or improves the safety of individuals engaged in incident support as well as everyday operations.

· Continuity of Operations.  How the Technical Solution addresses data security and operational capability to ensure continuity of operations.

· Communications.  How the Technical Solution maintains or improves the ability of the Government and its cooperators to communicate in ways that promote safety, effectiveness, and interoperability during daily and incident operations.

C-4.4.   Management Solution

C-4.4.1.   Project Management

The Agency will conduct a regular series of integrated reviews (such as weekly, monthly, or quarterly) that provide management with the information it needs to make timely and accurate decisions.  The contractor will be expected to participate in these project reviews.  Examples in this area would include such reviews as regular in-progress status reviews, Earned Value (EV) status reporting, design reviews, Quality Assurance Surveillance Plan (QASP) reviews, or any other reviews that the contractor's solution recommends.
In accordance with OMB Circular A-11, an Earned Value Management System or similar system shall be used as a tool for evaluating cost, schedule, and performance as the project progresses through implementation.  The contractor shall establish thresholds for cost and schedule variance that activate plans for corrective action and risk mitigation activity to resolve any identified problems.  Detailed schedules showing a critical path from the beginning of the contract through completed implementation shall be used for tracking project progress and status.
C-4.4.2.   Change Management

Service Providers shall include a comprehensive plan for Change Management that addresses cultural transformations, training needs, and communications necessary to implement changes to the IT Infrastructure.

C-4.4.3.   Risk Management

The Service Provider shall describe its Risk Management plan that includes formal processes for identifying, assessing, and evaluating techniques to be used to mitigate risk.  The Service Provider shall describe its management approach for migrating from the ‘as-is’ operating environment described in C-5 to the innovative solution(s).
C-4.4.4.   Subcontract Management

The Service Provider shall be responsible for its teaming and subcontracting arrangements, outlining qualifications of teaming partners and subcontractors, their project responsibilities, lines of authority, assignment and reporting procedures.
C-4.4.5.   Management Plans and Procedures

The following describes the planning requirements, which will be included in proposals and maintained, reviewed, and revised as appropriate during the term of the contract.

C-4.4.5.1.   Phase-In Plan

The Agency will support current IT Infrastructure operations after the contract award date until the Service Provider assumes responsibility based upon its Phase-In Plan.  The period between contract award and end of first performance period will constitute the Phase-In Period, which shall be ninety (90) calendar days.  During this period, the Service Provider may observe incumbent personnel in operation.  The Agency will provide the Service Provider office space and phone access as available.  Upon completion of the Phase-In Period, the Service Provider shall assume full operating accountability and responsibility.  The Phase-In Plan shall be a separate CLIN and incorporated into and become part of the PWS.  The Phase-In Plan shall designate details to minimize disruptions and start-up requirements and shall consider recruiting, hiring, training, security limitations, and any other special considerations during the initial ninety day Phase-In Period.

C-4.4.5.2.   Transition Plan

The Service Provider’s Transition Plan shall accommodate the following constraints and considerations:

· The Initial Implementation Phase for contract transition from current “As-Is” organization to Service Provider performance during the Base Year (Year 1) for performance of C-5 functions.

· Year 2 Transition from C-5 functions to the Service Provider’s innovative solution starting in Option Year 1 (Year 2) through Option Year 4 (Year 5) including revision of performance measures, plans, and procedures. (Innovative Phase)
· Ensuring the transition will be a seamless transfer of responsibilities and functions with uninterrupted service.

· Identifying the best way for the Agency to implement a solution based on its experience with other similar projects.
C-4.4.5.3.   Project Management Plan

The Service Provider’s Project Management Plan shall contribute to the success of the project and include the following types of information:
· PM Organization

· Key Personnel

· Skills Matrix

· Escalation/Governance Processes

· Configuration Management (hardware, software and documentation; Change Control Process)

· Baseline Management (functional, allocated, as well as requirements traceability)

· Earned Value Management or similar system

· Critical Path Method Scheduling

· In-progress Reviews (e.g., Cost and Schedule Status)

C-4.4.5.4.   Subcontract Management Plan

The Service Provider’s Subcontract Management Plan shall contribute to the success of the project and include the following types of information:
· The proposed teaming partners and subcontractors, their qualifications, program responsibilities, and percentage of total program responsibilities for each;

· Proposed approaches, processes and responsibilities for teaming partner(s);

· Subcontractor management defining the lines of authority, assignment and reporting procedures;

· Subcontracting policies and practices; and
· Service Provider's Subcontracting Plan prepared in accordance with FAR Part 19.
C-4.4.5.5.   Phase-Out Plan

The Service Provider shall develop a Phase-Out Plan that will bring about a smooth and orderly transfer of responsibility to a successor Service Provider.  The plan shall describe how the Service Provider shall approach such issues as inventories, data and information transfer (includes SOPs, manuals), and any other actions required for continuity of operations.  The plan shall also address retaining the required staffing, including key personnel, necessary to complete the contract term without impacting service through expiration of the contract.  During the Phase-Out Period, the Service Provider shall allow successor Service Provider personnel to observe the Service Provider’s performance methods prior to the commencement of work by the successor Service Provider.  The Service Provider shall submit its Phase-Out Plan with the Technical Proposal in accordance with the instructions in Section L.

C-4.4.5.6.   Quality Control/Customer Satisfaction Plan

The Service Provider shall provide a QC/CSP that addresses methods for meeting performance standards, complying with applicable regulations, and achieving overall project objectives, including customer satisfaction goals.  The plan shall also include a description of the Service Provider’s inspection system to include specifics as to areas to be inspected on both a scheduled and unscheduled basis, frequency of inspections, the title and organizational placement of the inspectors and other information as required.  The plan shall include a description of the inspection system to cover services listed in this Section C and a description of the methods to be used for identifying and preventing defects in the quality of services performed. The Service Provider QC/CSP shall include, but not be limited to, the following:

· Contract requirements (that will be inspected)

· Primary Method of Surveillance

· Quantity of Work

· Level of Surveillance

· Sample Size

· Sampling Procedures

· Evaluation Procedures

· References

· Estimated work hours for Specified Sampling Requirements

· Analysis of Results

· Suggested Action

· Attachments

The Service Provider shall submit the QC/CSP as part of the Service Provider’s management proposal.  The QC/CSP shall be updated at least annually and be submitted to the Contracting Officer for approval prior to implementation.

C-4.5.   Performance Evaluation Solution

The performance-based contract shall use a Quality Assurance Surveillance Plan (QASP) with performance goals, acceptable quality levels, and incentives to evaluate performance and ensure quality for this project.  The negotiated QASP shall become part of the contract and will contain elements of the Government-developed QASP and the Service Provider’s proposed QASP.

Each Service Provider is required as part of its proposal to identify performance indicators, indices, metrics, and/or incentives and show how these measures will impact proposed costs.  These measures shall be identified in the Service Provider's proposed QASP.  The Service Provider's proposed QASP shall relate to the Agency’s stated objectives in Section C-3.2 and identify the Performance Standards and Acceptable Levels of Performance that provide incentives for the Service Provider to meet or exceed the Agency's objectives.

The Service Provider shall propose a QASP consisting of the following information:

· A description of the review/audit process, its documentation, methods of internal review, identification of staff position(s) performing the reviews, and the frequency of the reviews.

· A description of the approach and procedures for communicating with the Agency, handling corrective actions, and identifying and implementing potential improvements to the program services.

· A process for project tracking in terms of the deliverables identified in the solicitation.
· A description of the performance requirements for each phase of the project and/or labor category.

· A description of the Project Objective for each Performance Standard.

· A description of the quantifiable Acceptable Level of Performance for each Performance Standard associated with an Agency project objective.

· A description of the method of surveillance including who will perform the surveillance, the frequency, and the process for accomplishing the surveillance.

· A description of the incentive metrics, granularity, scoring range and weighting factors that are proposed to evaluate performance.

C-4.6.   Other Assumptions, Considerations, and Constraints

C-4.6.1.   Operating Hours

The functions to be performed under this PWS are dictated by the operational requirements of the systems and customers that are being supported.  Normal hours of operation represent the minimum standard for system and customer support.  Actual hours of operation may increase considerably for non-emergency, IT-related functions that are performed in response to, or are necessitated by, system failures, malfunctions, unforeseen delays or problems; the need to minimize disruption to end-users caused by routine system administration or maintenance operations; or increased customer workload causing unacceptable production backlogs.  The Service Provider shall provide IT support services during the normal business hours of each supported location as shown in TE-01 (Locations Requiring IT Support).  From time to time, emergency conditions require the Service Provider to be available 7 days a week, 24 hours a day to provide direct assistance to emergency (incident) requests, responding within one hour of notification by the Contracting Officer.  These emergency conditions include, but are not limited to, local and national Preparedness Levels 4 and 5 (as defined in Section C-6.2), and threats to health, safety, life and property.  During All-Risk Incident Support, the Service Provider may suddenly and unexpectedly have to provide support.  See Section C-5.10 for specifics regarding Incident Reporting.

C-4.6.2.   Meetings and Briefings

C-4.6.2.1.   Performance Evaluation Meetings

The Service Provider’s Project Manager(s) and the Contracting Officer shall meet as determined by the Contracting Officer during the Phase-In Period, daily during the first two months of the Initial Implementation Phase, weekly for the next 6 months, and monthly thereafter.  Any additional meetings will be determined as necessary by the Contracting Officer.  Following each meeting, the Service Provider shall prepare meeting minutes to be reviewed and approved by the Contracting Officer.

The Service Provider shall provide to the Contracting Officer a summary of work accomplished during the previous month by the third working day of the each month.  The reports shall include, but not be limited to, accomplishments, materials purchased, summary of work plan for the next reporting period, and any other pertinent information. The Service Provider shall document and report exceptions to the performance standards in force at the time, to include proposed corrective measures.

C-4.6.2.2.   Executive Reviews

The Service Provider shall conduct monthly executive reviews for the first 6 months of the contract performance period and every quarter thereafter with the Forest Service representatives, and on the dates, times and at the locations specified by the Contracting Officer.  The Contracting Officer will notify the Service Provider of the date, time and location of each executive review within 14 calendar days prior to the review.  The Contracting Officer will present the Service Provider with a proposed meeting agenda for the executive review within seven calendar days prior to the meeting.  The meeting, at a minimum, will consist of a presentation of accumulated measurements on service performance, customer satisfaction, and process improvements.  The presentation shall also cover all exceptions to any performance standard in force at the time and steps taken to correct or mitigate any performance deficiencies.  Additionally, these quarterly reviews will be the opportunity to formally introduce requirements for technology upgrades or cost saving initiatives.

Service Provider personnel who are required to provide the technical and administrative status and project updates requested in the meeting agenda shall be present.  Attendance by the Project Manager(s) is mandatory.  In addition, depending on subject matter to be discussed or presented, an appropriate level and number of the Service Provider’s corporate level personnel shall attend.  This quarterly review and periodic quality inspections will be the critical indicators for evaluating Service Provider performance.

C-4.6.2.3.   Attendance at Government Meetings, Conferences, and Briefings

The Service Provider shall attend and participate in scheduled and unscheduled meetings, conferences, and briefings to provide effective communication and impart necessary information as directed by the Contracting Officer.  These include on-site and off-site meetings, conferences, and briefings with or sponsored by Agency groups, as well as other Federal, State, and local agencies, and other Service Providers.  The Service Provider shall meet with supported activities to participate, provide information and guidance, and accept taskings, as applicable, pertaining to the purpose and agenda of the meetings.

C-4.6.3.   Data and Information

C-4.6.3.1.   Government Files and Records Retention

Government files generated under this contract shall be maintained according to the FAR, other applicable regulations listed in Section C-6.5, and as may be directed by the Contracting Officer.  Files shall be transferred to the applicable Government agency upon completion of the retention period or last day of contract performance as directed by the Contracting Officer.  Such files are the property of the Government.

The Service Provider shall maintain documentation of all actions required under this PWS.  The Service Provider shall make all files applicable to its performance under this contract available at all times for review by any agency or individual authorized access by the Contracting Officer.  The Service Provider shall be required to provide reproducible copies of all documentation when the contract ends and upon request.

C-4.6.3.2.   Access to Data and Information

The Service Provider shall insure that Service Provider-generated technical records, reports, files, electronic media, and other documentation are made available to the Contracting Officer during the performance of this contract.  The Service Provider shall receive approval of the Contracting Officer before releasing any information that is stored, generated, or archived relative to this contract to the Service Provider’s corporate or other off-site offices, other government activities, agencies, or other Service Providers or private parties.

C-4.6.3.3.   Security of Sensitive Government and Customer Data

The Service Provider shall adhere to security requirements set forth in USDA DR-3300, DR-3500, and Section I of this solicitation. To the extent that the Service Provider receives or is given access to proprietary data, data protected by the Freedom of Information Act and the Privacy Act of 1974, or other classified or privileged technical, business, or financial information in the course of performance of this contract, the Service Provider shall treat and protect such information in accordance with any restrictions imposed on such information by law or regulation.  The act of handling sensitive Government and customer data includes, but is not limited to, the functions of records management, data handling, storage, electronic transmission and physical distribution. 

The Service Provider agrees that any data furnished by the Government to the Service Provider shall be used only for performance under this contract, and all copies of such data shall be returned to the Government or destroyed as directed by the Government upon completion of this contract. The Service Provider shall collect all sensitive waste, such as paper, electronic media, etc., generated in the performance of this contract and insure its proper disposal.
C-4.6.4.   Miscellaneous Requirements

C-4.6.4.1.   Work Requirement

The Service Provider shall contact customer Points of Contact (POCs) prior to arriving at the work area when necessary.

The Service Provider shall document instances where work requiring the requestor’s presence could not be performed because the requestor was not available.  The Service Provider shall make a minimum of three attempts within required completion dates prior to reporting to the Forest Service.  Unless impossible or impractical because of the circumstances of an emergency, the Service Provider shall coordinate with affected customers before accomplishing work requiring disruptions in service delivery to them, such as work requiring server, network, printer, or application or database outages.

C-4.6.4.2.   Identification of Service Provider Employees

The Service Provider shall provide to the Contracting Officer a list of employees who will perform the functions outlined in the Performance Work Statement.  The list shall contain the Service Provider’s name, contact number, full name of each Service Provider employee, job title or position held by each employee, and area of responsibility.  The Service Provider shall maintain this list throughout the life of the contract and shall notify the Contracting Officer, in writing, of any change or deletion within seven calendar days of such change.  In the case of a new Service Provider employee, the Service Provider shall notify the Contracting Officer of the employee’s accession within seven calendar days of hiring, or at least one calendar day before the employee begins performance of duties at an Agency location, whichever is earlier.

The Government will issue identification credentials to on-site Service Provider personnel. Service Provider personnel shall carry, wear, or display this credential at all times while performing duties under this contract at Agency locations, and present this credential for examination upon request of any Agency employee.  The Service Provider shall furnish all requested information (the Government will provide forms to the Service Provider) required to facilitate issuance of identification badges and shall conform to applicable regulations concerning the use and possession of the badges.  The Service Provider shall be responsible for ensuring that all identification credentials issued to Service Provider personnel are returned within 48 hours following the completion of the contract.  Credentials for relocating or terminating Service Provider personnel must be returned within 24 hours, and/or upon request of the Contracting Officer.

C-4.6.4.3.   Federal Holidays

Federal holidays are listed below.  These days are legal public holidays.  Should a Federal holiday fall on a Saturday, the Friday immediately before is considered the holiday; if the Federal holiday falls on a Sunday, the Monday immediately following is considered the holiday.  Other holidays are as determined by Executive Order.   Except for support that Service Provider personnel may be required to provide to field units that are open to the public during holidays (primarily, but not exclusively, Memorial Day, Independence Day, and Labor Day), most Agency IT Infrastructure support activities, other than those duties performed for Incident Response, are not routinely performed during these holidays:

New Years Day
Labor Day

Martin Luther King Birthday
Columbus Day

Presidents’ Day
Veterans’ Day

Memorial Day
Thanksgiving Day

Independence Day
Christmas Day

See also C-4.6.1 and TE-21 for Emergency Response guidelines.

C-4.6.4.4.   Inclement Weather

Notification of inclement weather and related office closings or delayed openings is provided by local procedure for each Forest Service office or facility. During these times, activities that have been designated as essential services by the Contracting Officer shall maintain operational staffing.  The Project Manager shall use existing local policies and procedures to determine office operational status.

C-4.6.4.5.   Office Relocations

When emergencies or other situations necessitate, the Forest Service may require the temporary or permanent movement of on-site Service Provider operations from affected locations.  Such relocation would be at Government expense.

C-4.6.4.6.   Facilities Access

The Service Provider shall provide access to Government-owned, Service Provider-operated facilities for inspection by any authorized agency personnel or individual (e.g., Fire Department, and Safety) as directed by the Contracting Officer.  The Service Provider shall provide support for such visits or inspections, such as providing knowledgeable personnel to accompany those visiting or inspecting Service Provider-operated areas covered under this effort.  These visits may result in recommendations for improvements to enhance the overall mission.  Recommendations for improvements of areas or work shall be implemented as directed by the Contracting Officer.

C-4.6.4.7.   Work in Common Areas

Government and Service Provider personnel will be working in common areas.  Service Provider performance shall not interfere with Government work in the area where any service or maintenance work is being performed.  In the event that the Service Provider believes that Government and other contractor personnel are interfering with the performance of the effort described in this PWS, the Service Provider shall notify the Contracting Officer immediately.

C-4.6.4.8.   Recycling and Conservation of Utilities and Resources

The Service Provider shall be directly responsible for instructing Service Provider employees in utilities conservation and recycling practices maintained within Government facilities.  The Service Provider shall comply with all applicable governmental energy conservation plans and regulations and participate in energy conservation activities.

C-4.6.4.9.   Safety

The Service Provider shall become aware of and observe appropriate safety precautions, OSHA regulations, and Forest Service safety directives concerning general hazards of working with electronic equipment and office safety, as well as Radio and Microwave Radio Facilities where environmental hazards may exist. These may include but are not limited to rodent infestation, poisonous reptiles or insects or other dangerous animals, high voltages, fall hazards, RF hazards, battery hazards, extremes in temperature and altitude environments.

C-4.6.4.10.   Environmental Protection

Depending on environmental and weather conditions, access to certain work sites may require horseback riding, hiking, snowshoeing, skiing, or the use of a 4-wheel-drive vehicle, helicopter, chairlift, snowmobile, or snow cat.  The Service Provider shall become aware of these restrictions and respond accordingly. While performing the duties of this contract, the Service Provider shall adhere to all applicable rules and regulations concerning protection of the environment and natural resources.

C-4.6.4.11.   Hazardous Waste

The Service Provider shall comply with operational requirements, including requirements for training, concerning the handling and disposal of hazardous waste as defined in Federal, State and local regulations and laws.  It shall be the Service Provider’s responsibility to insure hazardous materials are disposed of properly, adhering to all Federal, State and Local regulations.

C-4.6.4.12.   Vehicle and Equipment Operations

Service Provider personnel operating Government vehicles, to include materials handling equipment, shall have applicable agency licenses.  In order for the Service Provider employee to receive an agency license, the employee must have a valid state driver’s license and be certified in accordance with applicable Agency guidance and regulations.  The Service Provider shall insure Service Provider personnel have in their possession the appropriate Class Endorsements when operating vehicles and equipment.  Vehicle operators may be subject to drug testing as specified in Department of Transportation requirements.

SECTION C-5, OPERATIONAL REQUIREMENTS FOR THE INITIAL IMPLEMENTATION PHASE
C-5.   General Overview

The Service Provider shall provide integrated information management services and support to the Forest Service. The Service Provider shall be responsible for providing recommendations regarding the information processing and data components of the Agency Enterprise Architecture, and regarding the application architecture supporting Agency business processes.  Additionally, the Service Provider shall be responsible for the coordination and integration of Information Technology (IT) relative to the Forest Service.

The specific tasks to be performed in this Section C are divided into ten sections.  These sections are C-5.1 IT Management; C-5.2 IT Infrastructure Design, Integration, Testing and Software Delivery; C-5.3 Security and Information Assurance; C-5.4 Enterprise Network, Radio, Voice, and Video Communications; C-5.5 Server Support; C-5.6 Desktop Support; C-5.7 Electronic Messaging and Groupware; C-5.8 Database Management; C-5.9 NIFC Incident Communications Systems Support; and C-5.10 All-Risk Incident Support.  

The workload data shown in the outputs were based upon TEs 33-39, 41-45, and 47-51, and were normalized to indicate approximate workload and to highlight anticipated trends.  A description of the workload output tables can be found in C-6.6 Appendix 6 – Workload Output Table.   The numbers shown are the best estimate based on input from a wide variety of sources.  The numbers displayed in Section C-5 represent Agency-wide summary totals extracted from the detailed information found in the Technical Exhibits.  As with any large dataset, anomalies will certainly exist.
C-5.1.   IT Management

Work involving a wide range of IT management and governance activities that provide IT support to the Agency.  This includes strategic planning, enterprise architecture, capital planning and investment control, workforce planning, policy and standards development, resource management (i.e., IT infrastructure and workforce), IT infrastructure planning and management, auditing, and information security management.
Functions commonly performed by employees in this specialty include:

C-5.1.1.   Analysis of Service Delivery of Supporting IT Contracts

The Service Provider shall provide input regarding contract compliance requirements.  Input shall include but not be limited to requirements specified in individual contracts listed in TE-09, including complex performance-based as well as individual consulting versions of contracts.  Provide reports showing compliance within service levels.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Report on supporting IT contracts listed in TE-09
	Monthly
	Occurrence(s)
	2150/31
	1900/31
	1900/31
	1900/31
	1900/31

	Performance Standard
	Guidance and Regulations

	Within 5 days of end of each month – 80%
	None


C-5.1.2.   Inventory and Track Infrastructure Assets

The Service Provider shall perform IT asset management, which includes ensuring compliance with warranty requirements.  The Service Provider shall maintain an accurate inventory of all hardware and software.

C-5.1.2.1.   IT Equipment Warranty and Maintenance Agreements

The Service Provider shall manage the execution of Agency IT equipment warranty and maintenance agreements. The Service Provider shall create notifications of all required IT equipment warranty and maintenance issues needing enforcement.  The Service Provider shall make recommendations about initiation and continuation of maintenance agreements, including cost-benefit analyses.  The Service Provider shall provide warranty and maintenance agreement information as required to other service providers.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain equipment warranty and maintenance agreement information
	Annually
	Occurrence(s)
	3500/53
	3500/52
	3500/52
	3500/52
	3500/52

	Performance Standard
	Guidance and Regulations

	Maintenance and warranty database updated within 22 days of receipt of purchase information - 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Analyze and report warranty and maintenance issues
	As required
	Occurrence(s)
	2250/52
	2250/52
	2250/52
	2250/52
	2250/52

	Performance Standard
	Guidance and Regulations

	Within 10 days of request - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Make recommendations about initiation and continuation of maintenance agreements
	As required by warranty
	Occurrence(s)
	1100/5
	1100/5
	1100/5
	1100/5
	1100/5

	Performance Standard
	Guidance and Regulations

	Make recommendation at least 60 days prior to the end of warranty period, or as specified in the warranty or maintenance agreement if longer than 60 days – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide warranty and maintenance agreement information to other service providers
	As required
	Occurrence(s)
	1800/ 272
	1850/ 272
	1850/ 272
	1850/ 272
	1850/ 272

	Performance Standard
	Guidance and Regulations

	Within 30 days of request – 80%
	None


C-5.1.2.2.   Asset Inventory Tracking

The Service Provider shall provide current asset configuration information to be used in investment decision-making.  Information will also be used in determining location and disposition of IT assets and to track accountable property, including enterprise software licenses.  Tools used currently include, but are not limited to, Tivoli and Agency-developed systems for managing accountable property (PROP) and computer hardware (Hardware Management System (HMS)).  TE-06 and TE-10 (List of Supported Equipment and Software) list the computer and telecommunications (radio, voice, data, and video) equipment and software (including test equipment and software) that shall be tracked.  A new tracking system, GRITS (General Radio and Information Tracking System) is currently being implemented on an Agency-wide basis to track and manage radio assets.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain asset and configuration information
	Daily
	Occurrence(s)
	24300/ 521
	24300/ 521
	24600/ 521
	24400/ 521
	24200/ 521

	Performance Standard
	Guidance and Regulations

	Update completed within 30 days of change - 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform enterprise software counting
	Annually
	Occurrence(s)
	300/5
	300/5
	300/5
	300/5
	300/5

	Performance Standard
	Guidance and Regulations

	Provide enterprise license count within 30 days of request – 95%
	None


C-5.1.2.3.   Documentation of Alterations to Communications Infrastructure

The Service Provider shall document work and changes accomplished including, but not limited to, the inclusion of circuit identifications, circuit location, organization, telephone number assignments, identifiers to telecommunications cable and optical fiber cabling, patch panel identification, vertical and horizontal wiring, cable pairs, terminals and other circuit changes required for work request close-out.  The Service Provider shall maintain an up-to-date inventory of circuit identifications, telephone & equipment number assignments, locations and types/quantity of equipment, terminals, cable pair and cross connect information, classes of service, and dates of installation/removal, organizational information and other plant facilities information including associated multiplexer, circuits and private tie-lines.  The Service Provider shall update circuit information in a database/software program as changes occur and maintain a paper copy of the data.  The Service Provider shall keep an up-to-date as built diagram of the telephone, video system, VoIP, PBX and electronic key systems to include, but not be limited to floor plans, distribution of equipment, extension numbers, serial numbers, types of telephone instruments, camera locations, video bridge information, connections, telephone numbers and/or bandwidth and channelization information.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Document and inventory services
	As required
	Occurrence(s)
	7950/ 315
	7700/ 315
	7350/ 315
	7250/ 315
	7250/ 315

	Performance Standard
	Guidance and Regulations

	Document work upon completion of work request within 22 days – 80%
	Government and Industry Best Practices


C-5.1.2.4.   IT Reutilization and Excess Program

The Service Provider shall plan for equipment reutilization within the Agency. The Service Provider shall prepare all equipment for reassignment and coordinate for proper reutilization.  The Service Provider shall identify excess IT equipment within the Agency and prepare for disposal.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain reutilization program
	Annually
	Occurrence(s)
	2950/30
	2900/30
	2900/30
	2900/30
	2900/30

	Performance Standard
	Guidance and Regulations

	Promote resource reutilization program and report within 5 days of request - 95%
	GSA, Agency manuals, Federal property regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare equipment for internal reutilization
	As required
	Occurrence(s)
	5600/ 901
	5650/ 901
	5600/ 901
	5550/ 901
	5550/ 901

	Performance Standard
	Guidance and Regulations

	Prepare equipment within 22 days of request - 80%
	GSA, Agency manuals, Federal property regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare equipment for excess property disposition
	As required
	Occurrence(s)
	11100/ 380
	11200/ 379
	11200/ 379
	11100/ 379
	11100/ 379

	Performance Standard
	Guidance and Regulations

	Prepare equipment within 22 days of request – 80%
	GSA, Agency manuals, Federal property regulations


C-5.1.3.   Replacement and Requirements Planning

The Service Provider shall develop replacement plans for computers, peripherals, enterprise software, radios, network equipment, telephone and video within constraints imposed by availability of Working Capital Funds (WCF) and/or program funding.  This plan is generated down to encompass all levels of the Agency.  TLE-01 (Sample Replacement Plan) demonstrates the Replacement Plan format currently in use.  

The Service Provider shall keep pace with current IT technology development and its importance to new and existing Agency initiatives and standards.  The Service Provider shall act as the IT technical resource including, but not limited to, consultation with customers regarding requirements and technical solutions and development of technical proposals.  Technical proposals prepared by the Service Provider shall include information required to obtain the appropriate level of approval including, but not limited to, recommended scope and objectives; make-versus-buy analysis; telecommunications, equipment, and software requirements analysis; life cycle cost estimates for new or modified systems, including transition and end-of-life plans and costs; and IT purchase requirements.  

The Service Provider shall prepare input and update the CPIC Database with budget, expenditure and tracking information that corresponds with the five-year replacement plan and overall project costs for all initiatives underway or planned.  The Service Provider shall submit all plans for approval prior to taking any action.  Documentation shall be submitted in accordance with Agency guidelines.

The Service Provider shall work with the application community to determine hardware, telecommunications, and software requirements to support the Agency’s needs.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare 5 Year Replacement Plans
	Annually
	Occurrence(s)
	900/1
	950/1
	950/1
	950/1
	950/1

	Performance Standard
	Guidance and Regulations

	Prior to Budgeting Forecast due date as directed by Contracting Officer – 95%
	Manufacturer’s Technical Publications

Agency Regulations

TIA/EIA Best Practices


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Update 5 Year Replacement Plans
	As required
	Occurrence(s)
	440
	440
	440
	440
	440

	Performance Standard
	Guidance and Regulations

	Prior to due date as directed by Contracting Officer – 95%

 
	Manufacturer’s Technical Publications

Agency Regulations

TIA/EIA Best Practices


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare technical proposals based on customer consultation  
	As required
	Occurrence(s)
	4000/ 188
	3950/ 188
	4000/ 188
	4000/ 188
	4000/ 188

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 80%
	Manufacturer’s Technical Publications,

Agency Regulations,

Industry standard best practice


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare CPIC Database Input  
	Annually
	Occurrence(s)
	7250/ 391
	7250/ 391
	7300/ 391
	7300/ 391
	7300/ 391

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 95%


	Department Regulations, FS Manuals and Handbooks, CPIC


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Update and maintain CPIC Database
	As required
	Occurrence(s)
	820/9
	820/9
	820/9
	820/9
	820/9

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 95%  


	Department Regulations, Agency Manuals and Handbooks, CPIC


C-5.1.4.   IT Initiatives Communications Planning

The Service Provider shall develop and implement communication plans, materials and delivery methods that address fielding of IT initiatives and functionalities.  Examples are on-site presentations, training seminars and/or workshops, distribution of education materials, drafting of correspondence, briefings and other delivery methods.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop communication plans and materials for new service offerings
	As required
	Occurrence(s)
	500/1
	500/1
	500/1
	500/1
	500/1

	Performance Standard
	Guidance and Regulations

	Implement plans at least 22 days prior to initiation of new service – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Implement approved communications plans
	As required
	Occurrence(s)
	640/20
	620/21
	620/20
	6200/20
	620/20

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 95%
	None


C-5.1.5.   End User Support Center Management

This section describes Service Provider responsibilities related to supporting the management of the End User Support Center (EUSC).  Service Provider responsibilities related to provisions of level 2 and level 3 end user support are described in the related areas of section C-5, and shall be fulfilled in coordination with the EUSC contractor.  The EUSC is comprised of services provided by the Service Provider and EUSC contractor (currently IBM Global Services).  As part of EUSC management, the Service Provider shall manage day-to-day operations, knowledge database maintenance, ticket resolution, customer service, procedure and policy documentation, performance and operations reporting, communications to customers, and integration of new services.  The Service Provider shall work closely with the EUSC contractor to improve quality of service and performance, implement new requirements, and resolve customer issues to insure seamless delivery of helpdesk support to customers.  The Service Provider shall identify operational issues and recommend modifications to services provided by the EUSC contractor. TE-46 (EUSC Scope of Use) defines EUSC work.

C-5.1.5.1.   EUSC Operations

The Service Provider shall verify that EUSC services are available to customers 24x7x365 by monitoring EUSC operations and communicating with customers when there are any disruptions in service.  The Service Provider shall respond to customer complaints and inquiries concerning EUSC operations.  The Service Provider shall identify operational issues and recommend modifications to services provided by the EUSC contractor. The Service Provider shall provide EUSC with a daily update of user information from Agency enterprise directory.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Monitor the availability of EUSC services 
	Daily
	Occurrence(s)
	2300/ 8664
	2350/ 8664
	2350/ 8664
	2350/ 8664
	2350/ 8664

	Performance Standard
	Guidance and Regulations

	Within timeframes of SLAs
	EUSC SLAs


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Respond to customer complaints and inquiries
	Daily
	Occurrence(s)
	46250/ 9999
	45850/ 10002
	44850/ 10005
	44800/ 10015
	44900/ 10020

	Performance Standard
	Guidance and Regulations

	Within timeframes of SLAs
	EUSC SLAs


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Identify operational issues and recommend modifications to service
	As required
	Occurrence(s)
	1250/ 606
	1700/ 606
	1700/ 606
	1700/ 606
	1700/ 606

	Performance Standard
	Guidance and Regulations

	Within 10 days of issue notice – 80%
	Government and Industry best practices


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide EUSC with a daily update of user information
	Daily
	Occurrence(s)
	300
	300
	300
	300
	300

	Performance Standard
	Guidance and Regulations

	Update provided daily to EUSC – 80%
	EUSC SLAs


C-5.1.5.2.   EUSC Knowledge Database Management

The Service Provider shall verify that all operations guides, Agency-specific problem solutions, relevant commercial solutions, and applicable policies are provided to the EUSC contractor and entered in the EUSC knowledge database (KDB).  The KDB is provided as part of the EUSC contract and the Service Provider shall coordinate with the EUSC contractor on KDB development and maintenance.  Access to KDB documents shall be provided for end-users and Levels 1-3 helpdesk staff. The Service Provider shall provide KDB development expertise and subject matter expertise to author KDB documents. The Service Provider shall proactively review the KDB to update as required to correct omissions and deficiencies.  The Service Provider shall maintain KDB documents to insure valid format and technical accuracy.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Monitor the EUSC contractor to verify that the KDB documents are entered and maintained for accuracy and relevance 
	Monthly
	Occurrence(s)
	300/362
	300/362
	300/362
	300/362
	300/362

	Performance Standard
	Guidance and Regulations

	Ensure omissions or inaccuracies are corrected within 22 days of notification – 95%
	Government and Industry Best Practice


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Ensure availability of EUSC KDB through contact with EUSC contractor and resolution of any intervening Agency network problems.
	Monthly
	Occurrence(s)
	200/374
	200/374
	200/374
	200/374
	200/374

	Performance Standard
	Guidance and Regulations

	Ensure availability 24x7x365 – 95%
	Government and Industry Best Practice


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Author KDB documents 
	As required 
	Occurrence(s)
	1550/ 379
	1550/ 382
	1550/ 382
	1550/ 386
	1550/ 389

	Performance Standard
	Guidance and Regulations

	Submit within 22 days of identification of need – 80%
	Industry Best Practice


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Assist others in authoring KDB documents 
	As required 
	Occurrence(s)
	1000/ 359
	980/ 359
	980/ 356
	980/ 356
	980/ 356

	Performance Standard
	Guidance and Regulations

	Assistance provided within 22 days of request – 80%
	Industry Best Practice


C-5.1.5.3.   EUSC Performance Reporting

The Service Provider shall provide periodic analysis of operations and service-level compliance using customer feedback and EUSC-provided management summary reports of EUSC Level 1, 2, and 3 operations. Samples of the management summary reports are provided in TE-11 (Sample EUSC Management Reports).  To satisfy ad-hoc or evolving reporting requirements, the Service Provider shall work with the EUSC contractor on data extracts and new reports.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide analysis of EUSC operations and service-level compliance
	Monthly
	Occurrence(s)
	120
	120
	120
	120
	120

	Performance Standard
	Guidance and Regulations

	Within 5 days after end of each month – 95%
	TE-11


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide reports using data extract
	Quarterly
	Occurrence(s)
	440/4
	440/4
	440/4
	440/4
	440/4

	Performance Standard
	Guidance and Regulations

	Within 10 days of request – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop new recurring report requirements with EUSC contractor
	As required 
	Occurrence(s)
	25
	25
	25
	25
	25

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 80%
	None


C-5.1.5.4.   Integration of New Services

The Service Provider shall integrate new services at the EUSC as required.  The Service Provider shall work with Agency SMEs and the EUSC contractor on new service specifications and implementation requirements.  The Service Provider shall update EUSC operating procedures and communicate with Agency customers on planned changes.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide specification and implementation plans for new services
	As required 
	Occurrence(s)
	160
	160
	160
	160
	160

	Performance Standard
	Guidance and Regulations

	Within 66 days of request – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Recommend and implement approved changes to operating procedures
	As required 
	Occurrence(s)
	75
	85
	90
	90
	85

	Performance Standard
	Guidance and Regulations

	Implement changes at least 22 days prior to initiation of new service – 95%
	None


C-5.1.5.5.   Queue Management

The Service Provider shall respond to customer service requests that are transferred from the EUSC helpdesk.  The Service Provider shall manage Agency Level 2 and 3 queues (workgroups) to insure tickets are assigned, worked on, documented, and properly resolved.  The Service Provider shall insure that the customer is contacted on initial receipt and kept updated as ticket status changes.  The Service Provider shall work with the EUSC contractor on ticket problems or disputes and is accountable for end-to-end ticket resolution.  The Service Provider shall identify EUSC contractor ticket management problems and work with the EUSC contractor to a successful resolution.  The Service Provider shall work with hardware and software vendors on Level 3 tickets to insure a timely resolution, and that Level 3 tickets are properly documented and closed.  The Service Provider shall review a representative sample, no less than 1%, of closed tickets to insure tickets are adequately documented and problem resolutions are thoroughly and accurately described.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Manage Level 2 and 3 queues
	Daily
	Occurrence(s)
	143400/ 9997
	143900/ 9996
	144700/ 8696
	144800/ 8696
	145200/ 8696

	Performance Standard
	Guidance and Regulations

	Within performance standards of SLAs
	Level 2 and 3 SLAs


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Work with EUSC contractor to resolve ticket ownership disputes
	Daily
	Occurrence(s)
	6200/52
	6050/52
	6000/52
	6000/52
	5550/52

	Performance Standard
	Guidance and Regulations

	Resolution within 1 day of ownership dispute identification – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Coordinate with vendors to resolve Level 3 tickets
	Daily
	Occurrence(s)
	4500/ 1452
	4450/ 1452
	4450/ 1452
	4450/ 1452
	4450/ 1452

	Performance Standard
	Guidance and Regulations

	Within performance standards of SLAs
	Level 3 SLAs


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Review closed tickets for accuracy and completeness
	Monthly
	Occurrence(s)
	560/4
	560/2
	560/1
	560/1
	560/1

	Performance Standard
	Guidance and Regulations

	Ticket sample reviewed within 22 days after end of each month – 80%
	None


C-5.1.5.6.   EUSC Policy and Procedure Review

The Service Provider shall periodically review the EUSC ticket workflow process, ticket management procedures, and other policies and make recommendations for improvement.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Review and recommend changes to EUSC policies and procedures
	As required
	Occurrence(s)
	700/231
	700/231
	700/231
	720/231
	700/231

	Performance Standard
	Guidance and Regulations

	Recommendations provided within 22 days of request – 80%
	None


C-5.1.5.7.   Maintain EUSC Websites

The Service Provider shall maintain and enhance the Agency EUSC intranet site that is used by Agency customers and helpdesk staff.  The Service Provider shall provide daily operations information, documentation, upcoming events, user tips, FAQs, and other relevant helpdesk information of importance to customers.  The Service Provider shall monitor content on the EUSC contractor website (HelpNow), recommend changes and enhancements, and work with the EUSC contractor to implement approved changes.  The Service Provider shall provide statistics on both the EUSC intranet and HelpNow website usage.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain and enhance the Agency EUSC intranet site
	As required
	Occurrence(s)
	60
	60
	55
	55
	55

	Performance Standard
	Guidance and Regulations

	Within 10 days of request – 80%
	


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide daily operations information, documentation, upcoming events, user tips, FAQs, and other relevant helpdesk information of importance
	Daily
	Occurrence(s)
	1800/5
	1800/5
	1800/5
	1800/5
	1800/5

	Performance Standard
	Guidance and Regulations

	Daily update accomplished – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Recommend changes and enhancements to the EUSC contractor website (HelpNow)
	As required 
	Occurrence(s)
	260/2
	240/2
	260
	260
	260

	Performance Standard
	Guidance and Regulations

	Recommendations within 22 days of request – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Work with the EUSC contractor to implement approved changes to website
	As required 
	Occurrence(s)
	30
	30
	30
	30
	30

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide website use statistics for the EUSC intranet site and HelpNow
	Monthly
	Occurrence(s)
	30/8
	30/8
	30/8
	30/8
	30/8

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 80%
	None


C-5.1.6.   Root Cause Analysis

The Service Provider shall monitor infrastructure-monitoring systems and help desks for recurrent problems.  The Service Provider shall conduct root-cause analysis of recurrent problems as required.  The Service Provider shall submit recommendations for improvement from the root cause analysis.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Conduct Root Cause Analysis and provide recommendations
	As required
	Occurrence(s)
	1050/ 247
	1050/ 249
	1050/ 252
	1050/ 257
	1100/ 267

	Performance Standard
	Guidance and Regulations

	Recommendations provided within negotiated timeframes – 95%
	Industry and government best practices


C-5.1.7.   Prepare IRM Budgets

The Service Provider shall support the development of IRM budgets and provide recommendations for each major budget milestone.  These budget recommendations shall include, but not be limited to, Agency, Department, OMB, and Congressional requests, and will have response times ranging from 2 hours to 30 days.  The Service Provider shall analyze budgets for efficiencies, track expenditures and adjust budget projections.  The Service Provider shall prepare Agency Exhibit 300s in accordance with OMB Circular A-11 and USDA and Agency guidance for all IT investments as appropriate.  This includes Service Provider assistance to other business areas in drafting their exhibit 300s as requested.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare budget recommendation
	As required
	Occurrence(s)
	680/3
	680/3
	680/3
	680/3
	680/3

	Performance Standard
	Guidance and Regulations

	Deliver recommendations for budget within negotiated timeframes – 100%
	Agency direction


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Analyze IRM budget for efficiencies
	As required
	Occurrence(s)
	700
	740
	740
	740
	740

	Performance Standard
	Guidance and Regulations

	Provide recommendations within 22 days of request – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Track expenditures and correct errors
	Monthly
	Occurrence(s)
	2250/12
	2300/12
	2300/12
	2300/12
	2250/12

	Performance Standard
	Guidance and Regulations

	Provide reports within 10 days after end of each month – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Adjust budget projections
	Semi-annually
	Occurrence(s)
	700/4
	720/4
	720/4
	720/4
	720/4

	Performance Standard
	Guidance and Regulations

	Provide adjusted projections within 22 days of request – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare Agency IRM exhibit 300s
	As required
	Occurrence(s)
	120
	120/4
	120/7
	120/7
	120/7

	Performance Standard
	Guidance and Regulations

	Provide reports within 22 days of request – 95%
	OMB Circular A-11, USDA and FS Guidance


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Assist in preparation of business area exhibit 300s
	As required
	Occurrence(s)
	60/74
	60/74
	60/74
	60/74
	60/74

	Performance Standard
	Guidance and Regulations

	Provide assistance within 22 days of request – 95%
	OMB Circular A-11, USDA and FS Guidance


C-5.1.8.   Acquisition Support (includes Technical Approvals)

The Service Provider shall provide IT resource support including, but not limited to, assistance in developing Technical Approval requests, review of all IT resource requests (including Enterprise Architecture compliance assessments), performing commercial market research, and preparing IT requisitions.  The Service Provider shall process, make recommendations on, and maintain records of all Technical Approvals.  

The Service Provider shall keep pace with emerging information technology and its association to Agency initiatives and standards.  The Service Provider shall coordinate with vendors and manufacturers to obtain samples or review copies of new products that are being investigated for Agency use.  

The Service Provider shall evaluate the effectiveness of the investment in the Agency computer base, telecommunications and radio infrastructures, including application of government and industry best practices and recommend modifications and upgrades to existing infrastructure.  The Service Provider shall track orders, receive and distribute equipment and services and insure proper handling of procurement documentation to support the Agency’s requirements.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform IT resource consulting including TA request development and resource request review  
	As Required
	Occurrence(s)
	10500/ 46
	10500/ 46
	10500/ 46
	10500/ 46
	10500/ 46

	Performance Standard
	Guidance and Regulations

	Research results completed within 10 days of request - 95%
	FSM 6615, DR-3300-1, FSM 6643.2, FSH 6609.14


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform commercial market research
	As Required
	Occurrence(s)
	3550/ 102
	3550/ 103
	3600/ 102
	3550/ 102
	3600/ 102

	Performance Standard
	Guidance and Regulations

	Commercial Market Research submitted within negotiated timeframe - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare requisitions
	As required
	Occurrence(s)
	13600/ 12
	13600/ 12
	13600/ 12
	13700/ 12
	13600/ 12

	Performance Standard
	Guidance and Regulations

	Purchase requirements developed within negotiated timeframe - 95%
	FAR


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Process and recommend disposition of Technical Approvals
	As required
	Occurrence(s)
	5500/8
	5500/8
	5500/8
	5450/8
	5450/8

	Performance Standard
	Guidance and Regulations

	Technical Approvals processed within negotiated timeframe - 95%
	FSM 6615


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain record of Technical Approvals
	As required
	Occurrence(s)
	5850/15
	6000/15
	6000/18
	6000/15
	6000/15

	Performance Standard
	Guidance and Regulations

	Report status within 10 days of request - 95%
	FSM 6615


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Evaluate the effectiveness of the investment in the Agency computer base, telecommunications and radio infrastructures
	Annually
	Occurrence(s)
	1650/ 205
	1750/ 205
	1750/ 205
	1750/ 205
	1750/ 205

	Performance Standard
	Guidance and Regulations

	Report submitted within 66 days of request - 80%
	OMB A-130 Exhibit 300


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Receive and distribute equipment
	As required
	Occurrence(s)
	23800/ 238
	23900/ 238
	23900/ 238
	23900/ 238
	24000/ 238

	Performance Standard
	Guidance and Regulations

	Within 22 days of delivery – 95%
	IEEE and TIA/EIA, FS Manual, National Electrical Code


C-5.1.9.   International Support and Special Projects

The Service Provider shall perform duties related to Special Projects as they arise including international support for customers.  Special Projects are requirements that are within the scope of the PWS but not part of day-to-day operations, vary in length and resources, and have a definable end.  TE-12 (List of Special Projects) provides a high-level view of such work performed in prior years.

C-5.1.9.1.   Support for Customers in International Environments

The Service Provider shall assist customers working in international environments.  Support includes assistance in installation, configuration, maintenance, or problem resolution related to hardware, software, telephony and other common areas, but is not limited to only those areas.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide support to customers in international environments
	As required
	Occurrence(s)
	400/56
	400/56
	400/56
	400/56
	400/56

	Performance Standard
	Guidance and Regulations

	Support completed within negotiated timeframe - 95%
	None


C-5.1.9.2.   Special Projects

The Service Provider shall provide support for various Special Projects as they arise throughout the year. Special Projects are requirements that are within the scope of the PWS but not part of day-to-day operations, vary in length and resources, and have a definable end.  However, such projects do not include work performed in support of All-Risk Incidents, such as fires, floods, or other natural or man-made disasters.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Accomplish special projects
	As required
	Occurrence(s)
	1550/52
	1550/52
	1550/52
	1602/52
	1550/52

	Performance Standard
	Guidance and Regulations

	Special project completed within negotiated timeframe – 100%
	None


C-5.1.10.   Develop and Maintain Agency IRM Strategic Plan Component

The Service Provider shall develop and maintain the Agency component of the USDA IRM Strategic Plan in accordance with OMB circular A-130.  The strategic planning process shall be accomplished in concert with Agency strategic planning efforts.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop and maintain Agency IRM component of the Strategic Plan
	Annually
	Occurrence(s)
	140/320
	140/320
	140/320
	140/320
	140/320

	Performance Standard
	Guidance and Regulations

	Submit draft Strategic Plan component by 30 June - 100%
	OMB Circular A-130, Agency guidance


C-5.1.11.   Program of Work

The Service Provider shall produce an annual work plan that provides the Agency with information on the Service Provider’s plan of execution for the upcoming Fiscal Year.  This plan is produced based on Agency requirements and consists of two parts:  the technical proposal and the cost proposal.  The annual work plan is routinely used by the Agency to insure Service Provider support meets Agency requirements and remains within approved constraints.  The work plan will be presented for approval.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide program of work
	Annually
	Occurrence(s)
	460/12
	440/12
	440/12
	460/12
	460/12

	Performance Standard
	Guidance and Regulations

	Submit program of work by 30 June - 100%
	


C-5.1.12.   Assessing Policy Guidance to IT Management, Staff, and Customers

The Service Provider shall provide an impact analysis of proposed, actual or approved regulations, policy or guidance from local management, higher authorities or cooperating partners. The Service Provider shall prepare recommendations for policy changes or additions and implement as directed.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide report of impact analysis
	As required
	Occurrence(s)
	820/21
	840/21
	840/21
	840/21
	840/21

	Performance Standard
	Guidance and Regulations

	Respond to inquiries within 10 days - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide recommendations for policy changes including an implementation plan
	As required
	Occurrence(s)
	880/13
	900/13
	900/13
	900/13
	900/13

	Performance Standard
	Guidance and Regulations

	Respond to inquiries within 10 days - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Implement approved recommendations
	As required
	Occurrence(s)
	1250/7
	1200/7
	1250/7
	1250/7
	1250/7

	Performance Standard
	Guidance and Regulations

	Implement within negotiated timeframes - 100%
	None


C-5.1.13.   Provide IR Program and Project Management Support for Agency Mission Efforts
Within the framework of Enterprise Architecture (EA), the Service Provider shall assist Agency leadership in managing IR-related programs, to support improved Agency mission functions.  The Service Provider shall provide project management support for Agency mission improvement projects to include: preparing solicitation documents (SOWs, task orders); providing recommendations on solicitation responses; providing project management items including project schedules, workshops, meetings and planning efforts, projects plans, status reports, a risk management plan, project control books; monitoring and reporting on resolutions of project issues; and performing quality reviews and making recommendations of project deliverables.  All work products shall be prepared in accordance with and incorporate industry and government best practices.

The Service Provider shall analyze business needs and recommend actions to gain business improvements through business process reengineering, automation, data sharing, lower cost resources and economies of scale.  The Service Provider shall implement approved recommendations for business improvements.  The Service Provider shall provide requirements analysis, systems design and project plans (including security program plans), technical advice and counsel to business areas and local management.  The Service Provider shall identify and specify requirements based on customer needs.  The Service Provider shall prepare and submit cost-benefit analysis for requested projects. The Service Provider shall provide technical advice on IRM issues and best practices.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare solicitation documents
	As required
	Occurrence(s)
	780/2
	780/2
	780/2
	780/2
	780/2

	Performance Standard
	Guidance and Regulations

	Deliver documents within negotiated timeframe – 95%
	OMB Circular A-130


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide recommendations on solicitation responses
	As required
	Occurrence(s)
	600/6
	600/6
	600/6
	600/6
	600/6

	Performance Standard
	Guidance and Regulations

	Deliver documents within 10 days of request – 95%
	OMB Circular A-130


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide and update project management items including project schedules, workshops, meetings and planning efforts, projects plans, status reports, a risk management plan and project control books
	As required
	Occurrence(s)
	2600/16
	2600/16
	2600/16
	2600/16
	2600/16

	Performance Standard
	Guidance and Regulations

	Provide deliverables within 44 days of request – 95%
	OMB Circular A-130


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Submit report detailing project issue resolution
	As required
	Occurrence(s)
	1300/18
	1300/18
	1300/18
	1300/18
	1300/18

	Performance Standard
	Guidance and Regulations

	Deliver report within 10 days of request – 80%
	OMB Circular A-130


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform quality review of deliverables and submit recommendation for acceptance
	As required
	Occurrence(s)
	1100/42
	1050/42
	1050/42
	1050/42
	1050/42

	Performance Standard
	Guidance and Regulations

	Deliver recommendation within 44 days of request – 80%
	OMB Circular A-130


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Analyze business needs and recommend improvements
	As required
	Occurrence(s)
	2000/ 283
	2000/ 283
	2000/ 283
	2050/ 283
	2000/ 283

	Performance Standard
	Guidance and Regulations

	Provide results within negotiated timeframes - 95%
	OMB Circular A-130


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Implement IR portion of approved business practices
	As required
	Occurrence(s)
	1300/55
	1350/55
	1350/55
	1350/55
	1350/55

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframe – 95%
	OMB Circular A-130


C-5.1.14.   Support IR Investment Portfolio Management

The Service Provider shall support portfolio management of Agency IR investments.  The Service Provider shall develop recommendations for the Agency Information Resources Board (IRB) as to the structure of the Agency investment portfolio (IT and IA portions), research industry and government best practices and recommend changes to policy and procedure, and solicit Agency feedback concerning policies and procedures.  The Service Provider shall recommend evaluation criteria to facilitate portfolio management.  The Service Provider shall score agency IR investment proposals from the perspectives of agency IR portfolio management policies and evaluation criteria.  The Service Provider shall provide such scoring and rationale for same to the IRB-PMWG.  For listing of existing portfolio items see TE-13 (List of Current Portfolio Items).

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Recommend portfolio structure
	As required
	Occurrence(s)
	35/2
	35/2
	35/2
	35/2
	35/2

	Performance Standard
	Guidance and Regulations

	Deliver recommendations within negotiated timeframes – 95%
	OMB Circular A-130


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Recommend policy and procedure changes IAW best practices and Agency feedback
	As required
	Occurrence(s)
	30
	35
	35
	35
	30

	Performance Standard
	Guidance and Regulations

	Deliver recommendations within 44 days of request – 95%
	OMB Circular A-130


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Recommend evaluation criteria
	As required
	Occurrence(s)
	25/1
	45/1
	45/1
	45/1
	40/1

	Performance Standard
	Guidance and Regulations

	Deliver recommendations within 44 days of request – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide portfolio management scoring and rationale for proposed IR investments
	Annually
	Occurrence(s)
	35/2
	50/2
	50/2
	50/2
	50/2

	Performance Standard
	Guidance and Regulations

	Deliver scoring and rationale within 22 days of receiving IR investment business cases – 95%
	None


C-5.1.15.   Customer IRM/IT Training

The Service Provider shall assess, identify and address IRM/IT training needs for the customers (end-users) within the Agency. The Service Provider shall identify training opportunities, schedule classes, provide information on course availability, develop or coordinate acquisition of material for courses, maintain IT within training facilities, and provide training facility IT logistical and configuration support for other training providers, such as contracted commercial training organizations or other Agency business units.  The Service Provider shall arrange for commercial IRM/IT training courses.  When commercial training sources are either not available or not appropriate on the basis of cost or content, the Service Provider shall develop and/or deliver IT-related training as required.  Past training courses developed or provided in-house are listed in TE-14 (List of Past Training Developed or Provided In-House).  The Service Provider shall assess training effectiveness.  This training includes customer training for the EUSC and its KDBs as well as for hardware and software in use by the Agency.  The Service Provider shall provide radio systems training to local users with the cooperation of the local dispatcher as required.  This training shall include equipment familiarity, local system uses, standard and emergency operating procedures. 

The Service Provider shall provide training for agency and non-agency personnel on the ordering, deployment, use, documentation and maintenance of NIFC cache radio systems for all type risk support.

The Service Provider shall develop and implement role-based security training plan.  The Service Provider shall insure all users are trained in Agency security requirements for using Agency computer systems and networks prior to the user receiving a User ID and password for any Agency system.  The Service Provider shall distribute quarterly security related reminders.  The Service Provider shall provide a report on security awareness training provided to Agency and Service Provider personnel.

The Service Provider shall provide end-user training and documentation of modifications to network operating procedures. The Service Provider shall provide end-user training, including IT related training required for new user orientation, as well as refresher training on corporate office productivity applications, operating systems, and network procedures.

The Service Provider shall provide specialized training to the DBA community responsible for supporting the DBMS architecture.  The Service Provider shall provide support to enterprise training centers including, but not limited to, training instance creation and management, problem resolution on training servers, consultation of training alternatives, performance tuning for training session, application installation and testing, training data installation.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Submit annual customer training plan
	Annually
	Occurrence(s)
	320/11
	320/11
	310/11
	310/11
	310/11

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide technical support for government sponsored training courses
	As required
	Occurrence(s)
	2150/ 252
	2050/ 237
	2100/ 237
	2100/ 252
	2100/ 237

	Performance Standard
	Guidance and Regulations

	Within 10 days of request – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare and deliver training courses
	As required
	Occurrence(s)
	37100/ 151
	31600/ 135
	31500/ 136
	31600/ 150
	31400/ 136

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Arrange for commercial training
	As required
	Occurrence(s)
	920/28
	900/28
	900/28
	900/28
	900/28

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain training materials
	As required
	Occurrence(s)
	2147/72
	2150/72
	2150/72
	2150/72
	2150/72

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain training infrastructure and facilities
	As required
	Occurrence(s)
	2350/ 141
	2350/ 142
	2350/ 142
	2350/ 141
	2507/ 141

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide report that assesses training effectiveness
	As required
	Occurrence(s)
	680/24
	680/24
	680/24
	680/24
	680/24

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Train personnel on NIFC cache radio systems
	As required
	Occurrence(s)
	1150
	1150
	1150
	1150
	1150

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	COML_S358, COMT_S258


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop a mandatory role-based security training plan
	Annually
	Occurrence(s)
	120
	120
	120
	120
	120

	Performance Standard
	Guidance and Regulations

	Submit training plan within negotiated timeframes – 95%
	5CFR 930, PDD-63, NIST 800-16, USDA CS-027, OMB Cir A-130 Appendix III, FISMA


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide role-based security training
	As required
	Occurrence(s)
	 260
	 260
	 260
	 260
	260

	Performance Standard
	Guidance and Regulations

	Provide training prior to issuing User ID and password - 100%
	5CFR 930, PDD-63, NIST 800-16, USDA CS-027, OMB Cir A-130 Appendix III, FISMA


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide security related reminders
	Quarterly
	Occurrence(s)
	 1300/10
	 1300/10
	 1300/10
	 1300/10
	 1300/10

	Performance Standard
	Guidance and Regulations

	Reminder published quarterly – 100%
	5CFR 930, PDD-63, NIST 800-16, USDA CS-027, OMB Cir A-130 Appendix III, FISMA


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide reports on security awareness training
	Quarterly
	Occurrence(s)
	 140/31
	140/31 
	140/31 
	 140/31
	 140/31

	Performance Standard
	Guidance and Regulations

	Report provided quarterly – 80%
	5CFR 930, PDD-63, NIST 800-16, USDA CS-027, OMB Cir A-130 Appendix III, FISMA


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide support to the DBA and DBMS application development training efforts
	As required
	Occurrence
	600/101
	580/101
	600/101
	620/101
	600/101

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Oracle DBA DOG chapter, Oracle documentation, Architecture Reference and Guide for FS Application Developers


C-5.1.16.   Support for Audits and Activity Reviews

The Service Provider shall support audit activities by supplying data and responding to audit results.  The Service Provider shall assist in conducting activity reviews of IT functions and provide reports on findings, including action plans.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Support audit activities by providing data
	As required
	Occurrence(s)
	660/75
	700/75
	700/75
	700/75
	700/75

	Performance Standard
	Guidance and Regulations

	Within auditor-required timeframes – 100%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Respond to audit results
	As required
	Occurrence(s)
	500/58
	500/58
	500/58
	500/58
	500/58

	Performance Standard
	Guidance and Regulations

	Within auditor-required timeframes – 100%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Assist in activity review of IT functions
	As required
	Occurrence(s)
	520/12
	520/12
	520/12
	520/12
	520/12

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Submit report on findings and create action plan from reviews of IT functions
	As required
	Occurrence(s)
	340/18
	340/18
	340/18
	340/18
	340/18

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


C-5.1.17.   Management Support for Data Calls and Briefings

The Service Provider shall prepare briefing packages, cost estimates, IT metrics, and other documentation as requested.  The Service Provider shall respond to data calls and conduct surveys.  The Service Provider shall prepare and submit IT input for reports including, but not limited to, the Agency Historical Report and SES Accomplishments Report.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare and conduct briefings
	As required
	Occurrence(s)
	2150/ 1508
	2150/ 1658
	2200/ 1508
	2200/ 1508
	2150/ 1508

	Performance Standard
	Guidance and Regulations

	Briefings developed within negotiated timeframes - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Respond to data calls
	As required
	Occurrence(s)
	8700/ 1502
	8500/ 1502
	8550/ 1502
	8700/ 1502
	9600/ 1502

	Performance Standard
	Guidance and Regulations

	Data Calls prepared within negotiated timeframes - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Administer and conduct surveys
	As required
	Occurrence(s)
	380/11
	380/11
	380/11
	380/11
	380/11

	Performance Standard
	Guidance and Regulations

	Surveys conducted within negotiated timeframes - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare and submit reports
	As required
	Occurrence(s)
	1850/ 500
	1750/ 500
	1750/ 500
	1858/ 500
	1750/ 500

	Performance Standard
	Guidance and Regulations

	Reports developed within negotiated timeframes - 95%
	None


C-5.1.18.   Administrative Support for Agency IR Governance Boards

The Service Provider shall provide administrative support for the Agency IR governance boards with oversight of the Capital Planning and Investment Control (CPIC) process.  These boards are the Information Resource Board (IRB), Enterprise Architecture Board (EAB), and Configuration Management Board (CMB).  The Service Provider shall convene the boards, prepare materials for the boards to consider, write procedures, examine change proposals, assess impact and recommend dispositions of requests.  The Service Provider shall provide guidance to the three Agency governance boards (IRB, EAB, CMB) and Agency management on issues that relate to the implementation and/or use of enterprise architecture.

Administrative support to the boards including, but not limited to, planning the program of work, scheduling of meetings, developing agendas, providing supporting materials, facilitating meetings, publishing minutes, resolving follow-up actions and, for the IRB, working with other FS staffs to insure links are maintained between agency program planning, budgeting and IR acquisition processes.   The Service Provider shall communicate the goals and objectives of the IRB by preparing communication plans and materials.  The Service Provider shall represent the position of the IRB with internal and external parties. 

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide administrative support to IR governance boards
	As required
	Occurrence(s)
	440/ 1000
	400/ 950
	400/ 962
	420/ 986
	440/ 1034

	Performance Standard
	Guidance and Regulations

	Within 10 days of request - 95%
	IR governance  board charters


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare position communication plans and other materials to IR governance boards
	As required
	Occurrence(s)
	200/ 90
	140/ 90
	160/ 90
	180/ 90
	240/ 90

	Performance Standard
	Guidance and Regulations

	Within 44 days of request - 95%
	IR governance  board charters


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Represent IR governance board positions with internal and external parties
	As required
	Occurrence(s)
	220/ 500
	180/ 500
	200/ 500
	200/ 500
	240/ 500

	Performance Standard
	Guidance and Regulations

	As requested within negotiated timeframes – 95%
	IR governance  board charters


C-5.1.19.   Technical Support for Agency IR Governance Boards

The Service Provider shall provide technical guidance to the Agency IR governance boards (IRB, EAB and CMB).  The Service Provider shall participate on technical review teams and provide technical input.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide research on technical issues and policy changes, develop alternatives, perform cost/benefit studies, and prepare recommendations
	As required
	Occurrence
	160
	180
	200
	200
	240

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Oracle DBA DOG chapter, national application release standards, EA documentation, Architecture Reference and Guide for Agency Application Developers, DBMS technical information


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Participate in technical review teams
	As required
	Occurrence
	120/402
	140/402
	140/402
	160/402
	200/402

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	IRB, EAB, CMB Charters


C-5.1.20.   Administration of IRM Governance Knowledge Databases

The Service Provider shall maintain the agency IR governance Knowledge Databases (KDBs).  These KDBs include those for CPIC/IRB, EA and CM.  Maintenance activities include, but are not limited to, developing and maintaining the Technical Reference Model (TRM), updating meta-models (KDB schema designs), developing policy and procedure recommendations that apply government and industry best practices and incorporate agency feedback, and maintaining KDB input and output mechanisms.  Specific subject matter expertise in each of the areas covered by the KDB is required for those involved in KDB administration. 

The Service Provider shall perform management duties for all IR governance Knowledge Databases (KDBs).  Management includes maintenance of metamodels (KDB schema designs), development of policy and procedure recommendations that apply government and industry best practices and incorporate agency feedback, maintenance of KDB input and output mechanisms, and support of those who use or are required to contribute information to the Knowledge Databases. 

The CPIC/IRB KDBs contain the identity of all significant IR investments (field as well as national; currently covering investments having life-cycle costs of $25,000 or greater) along with their life-cycle costs disaggregated into various categories (e.g., development and enhancement, maintenance, etc.) and funding history.  These KDBs also contain resource libraries that include project plans, security plans, risk management plans, and other information comprising a business case.  The major CPIC/IRB Knowledge Database technology currently in use is the ITIPS repository required by OMB. 

The EA KDBs include models of items or artifacts in the various domains of Enterprise Architecture.  Frequently used models include entity-relationship diagrams, IDEF0 and IDEF3 process models, functional hierarchies, various types of cross-reference matrices, and so forth.  Highly trained Enterprise Architects are typically required to administer EA KDBs.  The agency EA KDB also contains instance data for important occurrences of the modeled entities in the agency work environment.  The agency EA KDB is currently housed in the Popkin System Architect( tool.  Subsidiary repositories include the Oracle Designer CASE tool repositories and various types of requirements and defect tracking repositories. 

The CM KDBs contain the identity of each IR item type of importance to the Agency and the linkages, patterns, and/or dependencies that exist among the items.  The PVCS product of Merant, Inc. is a typical CM KDB repository tool currently in use within the Agency.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain IR governance KDB metamodels (schema designs)
	As required
	Occurrence(s)
	720/490
	740/490
	740/490
	720/490
	740/490

	Performance Standard
	Guidance and Regulations

	Metamodels updated within 22 days of request - 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide recommendations on IR governance KDB policies and procedures
	As required
	Occurrence(s)
	940/190
	640/192
	640/192
	660/192
	660/192

	Performance Standard
	Guidance and Regulations

	Recommendations provided within negotiated timeframes - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintenance of IR governance KDB input and output mechanisms
	As required
	Occurrence(s)
	920/340
	600/340
	600/340
	620/340
	640/340

	Performance Standard
	Guidance and Regulations

	Updated input and output mechanisms within 22 days of request- 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide Customer support of IR governance KDBs
	As required
	Occurrence(s)
	800/340
	500/355
	500/360
	500/360
	500/365

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


C-5.1.21.   Define/Maintain Agency Systems Development Life-Cycle (SDLC)

The Service Provider shall assist in the establishment of SDLC policies and procedures, which govern the make-versus-buy decision concerning acquisition of software applications and defines the application development methodology(s) used in the agency.  The Service Provider shall recommend SDLC policies and procedures that reflect government and industry best practices as well as agency feedback.  The Service Provider shall provide audit functions to support the Software Capability Maturity Model (CMM) key process areas: Project Management (PM), Contract Management, Quality Assurance, Configuration Management, and Testing and Requirements Management.  The Service Provider shall develop and implement SDLC communications plan and materials.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Define/amend SDLC policy and procedure recommendations
	As required
	Occurrence(s)
	95/224
	100/224
	120/224
	120/224
	140/224

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide audit functions for CMM
	As required
	Occurrence(s)
	80/220
	80/220
	80/220
	80/220
	80/220

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop and implement SDLC communications plan and materials
	As required
	Occurrence(s)
	40/4
	40/4
	40/4
	40/4
	40/4

	Performance Standard
	Guidance and Regulations

	Within 22 days of request – 80%
	None


C-5.2.   IT Infrastructure Design, Integration, Testing and Software Delivery

To insure a consistent, reliable and integrated IT infrastructure, the Service Provider shall perform the planning, design, testing, installation, and software delivery for the IT environment and provide corresponding guidance.

C-5.2.1.   Quality Assurance

The Service Provider shall insure a properly operating and stable information technology environment by utilizing Quality Assurance (QA) processes to integrate Hardware (HW), operating systems, and applications.  QA processing for applications is limited to integration testing, including ensuring the correct packaging and releasing of applications; the application developer is responsible for assuring the quality of the applications.  The Service Provider shall create test plans and cases, execute the plan, develop test environments, maintain test data and prepare impact analyses to be used in the IT governance processes.  The Service Provider shall insure the full range of Agency office and field environments are included in the testing process and testing is not disruptive to routine Agency operations.  The Service Provider shall maintain and document the QA processes.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create test plans and cases
	As required
	Occurrence(s)
	220/ 825
	160/ 824
	160/ 824
	160/ 824
	160/ 824

	Performance Standard
	Guidance and Regulations

	Test plans and cases provided within negotiated timeframes - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Execute the test plan and prepare reports
	As required
	Occurrence(s)
	240/ 1577
	160/ 1576
	180/ 1576
	180/ 1576
	160/ 1576

	Performance Standard
	Guidance and Regulations

	Test plans executed and reports prepared within negotiated timeframes - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare impact analysis
	As required
	Occurrence(s)
	120/ 2202
	85/ 2201
	100/ 2201
	95/ 2201
	100/ 2201

	Performance Standard
	Guidance and Regulations

	Analysis provided within negotiated timeframes - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain version management data
	As required
	Occurrence(s)
	200/ 940
	200/ 939
	200/ 939
	200/ 939
	200/ 939

	Performance Standard
	Guidance and Regulations

	Historical data archived within negotiated timeframes – 95%
	None


C-5.2.2.   Technical Documentation and Knowledge Management Support

The Service Provider shall provide documentation and knowledge management support, system documentation, and technical guidance for IT system implementation.  This support includes, but is not limited to, maintaining the Daily Operations Guides (DOGs) or comparable documentation, server sizing guides, IT infrastructure-related knowledge management databases and pre-production procedures.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create/revise enterprise DOGs or comparable documents
	As required
	Occurrence(s)
	75/ 302
	65/ 302
	65/ 302
	65/ 302
	65/ 302

	Performance Standard
	Guidance and Regulations

	Enterprise DOGs are created/revised within 44 days after implementation of procedural changes –80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create/revise local DOGs or comparable documents
	As required
	Occurrence(s)
	820/ 317
	660/ 317
	760/ 317
	740/ 317
	660/ 317

	Performance Standard
	Guidance and Regulations

	Local DOGs are created/revised within 44 days after implementation of procedural changes –80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Revise server sizing guides
	As required
	Occurrence(s)
	5/ 97
	5/ 97
	5/ 97
	5/ 97
	5/ 97

	Performance Standard
	Guidance and Regulations

	Guides revised as system architecture changes warrant within 44 days – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create/revise pre-production procedures
	As required
	Occurrence(s)
	120/ 22
	100/ 22
	100/ 22
	100/ 22
	100/ 22

	Performance Standard
	Guidance and Regulations

	Procedures produced prior to the implementation of new equipment – 100%
	None


C-5.2.3.   System Engineering

The Service Provider shall evaluate, recommend, integrate, support, maintain, and document the Agency IT Infrastructure.  The Service Provider shall recommend technical standards for interoperability to conform to Agency standards.  The Service Provider shall provide the design, integration, testing and delivery of interoperability solutions with other government agencies.  The Service Provider shall create and maintain IT Infrastructure planning documents for Agency systems.  The Service Provider shall keep up-to-date on current industry standards and apply those standards to insure that the current Agency IT Infrastructure conforms to Agency standards, including those related to information security.  The Service Provider shall be the Enterprise interface with commercial vendors and application developers.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Make evaluations and recommendations about the Agency IT infrastructure
	Quarterly
	Occurrence(s)
	380/ 897
	380/ 903
	400/ 903
	400/ 903
	380/ 903

	Performance Standard
	Guidance and Regulations

	Recommendations and evaluations provided within 22 days after end of each quarter - 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Integrate approved changes into the Agency IT Infrastructure
	As required
	Occurrence(s)
	360/ 585
	320/ 585
	380/ 585
	360/ 585
	360/ 585

	Performance Standard
	Guidance and Regulations

	Changes integrated within negotiated timeframes - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create and maintain Agency IT infrastructure planning documents 
	As required
	Occurrence(s)
	90/ 372
	85/ 372
	85/ 372
	85/ 372
	85/ 372

	Performance Standard
	Guidance and Regulations

	Documents are accurate and available as changes are approved in the infrastructure within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Ensure that applications integrate properly into the stable platform
	As required
	Occurrence(s)
	480/ 1105
	380/ 1105
	420/ 1105
	420/ 1105
	340/ 1105

	Performance Standard
	Guidance and Regulations

	Approved applications operate on Agency IT Infrastructure within 44 days of request – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide the design, integration, testing and delivery of interoperability solutions with other government agencies
	As required
	Occurrence(s)
	180/ 71
	160/ 71
	180/ 71
	180/ 71
	160/ 71

	Performance Standard
	Guidance and Regulations

	Interoperability achieved with outside agencies within negotiated timeframes - 95%
	None


C-5.2.3.1.   Integrate Hardware and Software

The Service Provider shall integrate hardware and software components within the systems environment; including developing and maintaining programs and utilities to automate system management tasks.  The Service Provider shall maintain the list of tested and compatible hardware and software within the Agency IT Infrastructure.  The Service Provider shall maintain a list of planned changes to enterprise architecture hardware and software.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Integrate new and changed hardware and software components 
	As required
	Occurrence(s)
	1750/ 248
	1250/ 248
	1450/ 248
	1400/ 248
	1050/ 248

	Performance Standard
	Guidance and Regulations

	Implemented within negotiated timeframes – 95%
	EAB/CMB Charter and procedures


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain the list of tested and compatible hardware and software
	As required
	Occurrence(s)
	160/ 333
	120/ 333
	140/ 333
	140/ 333
	140/ 333

	Performance Standard
	Guidance and Regulations

	List updated within 22 days of tested hardware and software changes or request – 80%
	EAB/CMB Charter and procedures


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain a list of planned changes to enterprise architecture hardware and software
	As required
	Occurrence(s)
	140/ 120
	120/ 120
	120/ 120
	120/ 120
	120/ 120

	Performance Standard
	Guidance and Regulations

	List updated within 44 days of change approval by Contracting Officer – 80%
	EAB/CMB Charter and procedures


C-5.2.3.2.   Local IT Configuration Management

The Service Provider shall document and control maintenance and modifications to hardware and software related to the sustaining, enhancement, or establishment of local application programs and databases or other IT solutions meeting local business needs.  The Service Provider shall modify established configurations to adhere to new system specifications.  The Service Provider shall prepare purchase requests for new configuration requirements.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop modified configuration
	As required
	Occurrence(s)
	1450/ 254
	800/ 254
	1100/ 254
	1000/ 254
	900/ 214

	Performance Standard
	Guidance and Regulations

	Purchase request completed within negotiated timeframe - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Implement modified configuration
	As required
	Occurrence(s)
	2650/ 219
	1650/ 219
	2100/ 219
	2000/ 219
	1850/ 183

	Performance Standard
	Guidance and Regulations

	Implement within negotiated timeframes - 95%
	None


C-5.2.4.   System-level Software Development and Support

The Service Provider shall provide system–level software development and support including, but not limited to, software code and scripting development and maintenance.  This software supports core infrastructure components including dynamic Domain Name Service (DNS) and Dynamic Host Configuration Protocol (DHCP).  Supported software includes, but is not limited to, FS-Install, Install-Builder, Apache Web Server, Spam filter system, mail system configuration files, automated Domino username request, VPN, and user authentication systems. 

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide system-level software development
	As required
	Occurrence(s)
	480/ 218
	120/ 218
	200/ 218
	180/ 218
	180/ 218

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide system-level software support
	As required
	Occurrence(s)
	1550/ 3115
	1000/ 3108
	1300/ 3108
	1250/ 3108
	1250/ 3108

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


C-5.2.4.1.   Support for Information Transfer (I*T) Utility or Replacement

The Service Provider shall provide operational and software support for the Information Transfer (I*T) utility, and any follow-on or replacement product, which includes regional and local gateways.  The daily operation tasks include, but are not limited to, monitoring and resolving I*T related system problems and providing Level 2 support for all I*T related tickets.  The Service Provider shall also notify the EUSC and Agency units of downtime periods as a result of system failures.  Other functions shall include maintaining the I*T C and Fortran source code; installing, implementing, and relocating gateways; coordinating the assignment of CONNECT:Direct licenses; and providing support for CONNECT:Direct, which is used to communicate with the USDA National Computer Centers.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide Level 2 support for all I*T related tickets
	As required
	Occurrence(s)
	3050/ 2735
	2700/ 2723
	3000/ 2723
	3000/ 2723
	2950/ 2723

	Performance Standard
	Guidance and Regulations

	Within performance standards of Level 2 SLAs
	SLAs


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Coordinate the assignment of CONNECT:Direct licenses
	As required
	Occurrence(s)
	25/4
	25/2
	25/2
	25/2
	25/2

	Performance Standard
	Guidance and Regulations

	 Coordinate assignments within 22 days of request - 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install, implement, and relocate I*T gateways
	As required
	Occurrence(s)
	65/68
	55/68
	60/68
	60/68
	60/68

	Performance Standard
	Guidance and Regulations

	Gateways installed, implemented or relocated within 5 days of receiving license key – 95%
	None


C-5.2.4.2.   Correspondence Database Support

The Service Provider shall provide software and operational support for the Correspondence Databases within Lotus Notes, which includes the Records databases, Mailroom databases, Correspondence Drafts databases, and File Codes database.  The daily operation tasks include, but are not limited to, monitoring and resolving Correspondence Database related system problems and providing Enterprise Level 2 support for all Correspondence Database related tickets.  Other functions shall include maintaining the source code and developing and modifying templates.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain source code including template and design changes
	As required
	Occurrence(s)
	10/4
	5/3
	10/12
	5/2
	5/2

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide Enterprise Level 2 support for all correspondence database related tickets
	As required
	Occurrence(s)
	1005/26
	500/8
	500/6
	1005/26
	500/6

	Performance Standard
	Guidance and Regulations

	Within performance standards of Level 2 SLAs
	SLAs


C-5.2.4.3.   Non-Tivoli Software Packaging and Distribution

The Service Provider shall package all Agency-standard desktop and network equipment software products and associated product updates that are to be distributed by means other than Tivoli Software Distribution, including all necessary customization and pre-work required to prepare the package.  The Service Provider shall submit packages for required QA testing and produce necessary supporting documentation.  The Service Provider shall submit for approval a plan for distributing and installing the software package using either automated or manual methods, or both, as appropriate.  This plan shall include notification to users regarding benefits of the distribution, how the distribution will occur (via automated or manual method), and any disruptions to service caused by the distribution.  The Service Provider shall distribute QA tested packages according to an approved distribution plan for enterprise-wide, individual, or selective installations. 

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Package and document software products
	As required
	Occurrence(s)
	180/ 387
	180/ 387
	180/ 387
	180/ 387
	180/ 387

	Performance Standard
	Guidance and Regulations

	Packages are prepared within negotiated timeframes - 95%
	CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop and submit distribution plan
	As required
	Occurrence(s)
	3100/ 283
	3150/ 208
	3200/ 268
	3200/ 208
	3150/ 268

	Performance Standard
	Guidance and Regulations

	Plan submitted within negotiated timeframes - 95%
	CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Distribute software products
	As required
	Occurrence(s)
	24800/ 369
	24900/ 380
	24900/ 380
	25200/ 260
	24800/ 370

	Performance Standard
	Guidance and Regulations

	Distribution completed within negotiated timeframes - 95%
	CMB Charter, Tivoli OEM documentation


C-5.2.5.   IT Infrastructure Facilities Planning

The Service Provider shall perform facilities planning for new and existing IT infrastructure systems.  The Service Provider shall conduct surveys for short-term and long-term facilities requirements and create draft implementation plans.  The Service Provider shall plan and manage site preparation for new and existing installations.  The Service Provider shall survey and plan for floor space, supporting structures, electrical, and other resources to include, but not be limited to, support pathways, telecommunications closets, and equipment rooms; and maintain necessary drawings to support IT operations within the facilities.  The Service Provider shall develop implementation plans for new and existing infrastructures and develop the necessary work request to implement the plans.  The Service Provider shall coordinate with the POCs of outside vendors and other agencies.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide infrastructure plans
	Annually
	Occurrence(s)
	220/174
	240/184
	260/186
	260/185
	220/186

	Performance Standard
	Guidance and Regulations

	Plans submitted within negotiated timeframes  - 95%
	Industry best practices


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop work request for facilities changes
	As required
	Occurrence(s)
	1400/20
	1200/48
	1300/48
	1300/47
	1250/48

	Performance Standard
	Guidance and Regulations

	Request developed within 10 days of request - 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain necessary drawings to support IT operations within the facilities
	As required
	Occurrence(s)
	680/217
	540/244
	620/244
	600/243
	400/244

	Performance Standard
	Guidance and Regulations

	Drawings submitted within 10 days of change – 80%
	None


C-5.2.6.   Tivoli® Operations

The Service Provider shall manage, maintain, and support Tivoli Enterprise Management hardware and software including, but not limited to, Framework, Inventory, Software Distribution, Remote Control, and Distributed Monitoring.  The Service Provider shall provide enterprise management for Agency Infrastructure, and provide support for Tivoli operational integration with the EUSC.  The Service Provider shall maintain the Tivoli infrastructure and plan and implement upgrades and enhancements in accordance with Agency policy and architecture.

C-5.2.6.1.   Tivoli Framework and Tivoli Application Support

The Service Provider shall implement hardware and software used in support of Framework.  Implementation includes, but is not limited to, installing, updating, and configuring hardware and software components, and ensuring all desktops, laptops and servers are registered in Tivoli.  The Service Provider shall develop a software and hardware implementation plan and submit for approval before proceeding with production environment implementation.  The Service Provider shall insure that modifications to the Tivoli environment comply with Agency QA requirements. The Service Provider shall provide process documentation on Tivoli implementations. The Service Provider shall conduct an annual review of Tivoli Distributed Monitoring and Tivoli Enterprise Console processes and provide recommendations.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop hardware and software implementation plan for all Tivoli components
	Quarterly
	Occurrence(s)
	15/35
	15/35
	15/35
	15/35
	15/35

	Performance Standard
	Guidance and Regulations

	Create and submit plan within 22 days of receipt of hardware or software - 80%
	CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Production Environment - Configure, test and install software updates for managed nodes
	As required
	Occurrence(s)
	880/63
	880/63
	880/63
	880/63
	880/63

	Performance Standard
	Guidance and Regulations

	Implemented IAW approved implementation plan – 95%
	CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Production Environment – Configure, install or upgrade new hardware for managed nodes
	As required
	Occurrence(s)
	340/46
	340/46
	340/46
	340/46
	340/46

	Performance Standard
	Guidance and Regulations

	Implemented IAW approved implementation plan - 95%
	CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop and test new patches and software releases for all Tivoli modules before deploying
	As required
	Occurrence(s)
	15/42
	15/42
	15/42
	15/42
	15/42

	Performance Standard
	Guidance and Regulations

	New patch tested and deployment plan submitted within negotiated timeframes – 95%
	CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install and configure TMAs (desktop and mobile clients)
	Daily
	Occurrence(s)
	20300/

1184
	20300/

1184
	20300/

1184
	20300/

1184
	20300/

1184

	Performance Standard
	Guidance and Regulations

	Within performance standards of Level 2 SLAs
	SLAs, CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Managed node problem resolution
	Daily
	Occurrence(s)
	1600/

1243
	1600/

1243
	1600/

1243
	1600/

1243
	1600/

1243

	Performance Standard
	Guidance and Regulations

	Within guidelines established in Level 2 SLAs
	SLAs


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	TMA/Endpoint problem resolution (endpoint health)
	Daily
	Occurrence(s)
	17100/

1704
	17100/

1704
	17100/

1704
	17100/

1704
	17100/

1704

	Performance Standard
	Guidance and Regulations

	Problem resolution:  Within guidelines established in Level 2 SLAs

Endpoint health: maintained at 95% or higher
	SLAs


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Modify and update Tivoli configuration files (includes RTA)
	As required
	Occurrence(s)
	360/155
	360/155
	360/155
	360/155
	360/155

	Performance Standard
	Guidance and Regulations

	Configuration file modified within negotiated timeframes - 95%
	CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide Tivoli process documentation
	As required
	Occurrence(s)
	120/98
	120/98
	120/98
	120/98
	120/98

	Performance Standard
	Guidance and Regulations

	Documentation completed within 22 days of change implementation – 95%
	OEM


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create reports utilizing Tivoli data 
	As required
	Occurrence(s)
	1850/

480
	1850/

480
	1850/

480
	1850/

480
	1850/

480

	Performance Standard
	Guidance and Regulations

	Reports provided within negotiated timeframes – 100%
	Tivoli DOGs


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide an annual review of Tivoli monitor processes
	Annually
	Occurrence(s)
	5/30
	5/30
	5/30
	5/30
	5/30

	Performance Standard
	Guidance and Regulations

	Reviews and recommendations provided within negotiated timeframes – 95%
	Tivoli DOGs


C-5.2.6.2.   Tivoli Inventory 

The Service Provider shall implement and operate hardware and software used in support of the Tivoli Inventory (TME10-Tivoli Inventory) based on approval.  Implementation includes, but is not limited to, installing, updating, and configuring hardware and software components.  The Service Provider shall develop and submit for approval a software and hardware implementation plan before proceeding with production environment implementation. Support and maintain Oracle databases associated with Tivoli inventory including, but not limited to, creation of views, maintaining DBMS health, data replication, and queries.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Monitor Tivoli Inventory Oracle DB health
	Daily
	Occurrence(s)
	60/281
	60/281
	60/281
	60/281
	60/281

	Performance Standard
	Guidance and Regulations

	Tivoli Inventory Oracle DB is operational - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Replicate Tivoli Inventory Oracle DB
	Daily
	Occurrence(s)
	5/250
	5/250
	5/250
	5/250
	5/250

	Performance Standard
	Guidance and Regulations

	Replicated successfully once per day - 95%

Replicated successfully once every 2 days – 100%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Update and modify inventory scripts
	As required
	Occurrence(s)
	5/35
	5/35
	5/35
	5/35
	5/35

	Performance Standard
	Guidance and Regulations

	Script is modified within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Monitor and reschedule inventory scripts
	As required
	Occurrence(s)
	460/602
	460/602
	460/602
	460/602
	460/602

	Performance Standard
	Guidance and Regulations

	Correct inventory scan failures within 1 day - 95%

Within 2 days - 100%
	


C-5.2.6.3.   Tivoli Software Distribution

The Service Provider shall implement and operate software used in support of the Tivoli Software Distribution based on approval.  Implementation includes, but is not limited to, installing, updating, and configuring software components.  The Service Provider shall submit packages for required QA testing, produce necessary supporting documentation including a deployment plan, and submit for and receive approval before proceeding with production distribution.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop software packages and associated testing documentation
	As required
	Occurrence(s)
	20/66
	20/66
	20/66
	20/66
	20/66

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop software deployment plans
	As required
	Occurrence(s)
	220/88
	220/88
	220/88
	220/88
	220/88

	Performance Standard
	Guidance and Regulations

	Critical software deployment plans are developed within 3 days - 95%

Within 5 days - 100%

Non-critical software deployment plans are developed within 22 days - 95%
	CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Execute approved software deployment plan
	As required
	Occurrence(s)
	400/118
	400/118
	400/118
	400/118
	400/118

	Performance Standard
	Guidance and Regulations

	Implemented IAW approved deployment plan - 95%
	CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Debug & redistribute failed software deployments
	As required
	Occurrence(s)
	920/201
	920/201
	920/201
	920/201
	920/201

	Performance Standard
	Guidance and Regulations

	Correct the failed distribution within OSTIB timeframe – 95%
	OSTIB, CMB Charter, Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide status reports of software distributions
	As required
	Occurrence(s)
	620/177
	620/177
	620/177
	620/177
	620/177

	Performance Standard
	Guidance and Regulations

	Report delivered within 10 days of identified OSTIB completion date – 95%
	OSTIB, CMB Charter, Tivoli OEM documentation


C-5.2.6.4.   Tivoli Remote Control

The Service Provider shall provide support for Tivoli Remote Control (RC).  Implementation includes, but is not limited to, installing, updating, and configuring software components.  The Service Provider shall develop a software testing and deployment plan and submit it for approval before proceeding with production distribution.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Debug and resolve RC application problems
	As required
	Occurrence(s)
	2050/

313
	2050/

313
	2050/

313
	2050/

313
	2050/

313

	Performance Standard
	Guidance and Regulations

	Within timeframes established in Level 2 SLAs
	Level 2 SLAs


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain RC Access scripts
	As required
	Occurrence(s)
	15/39
	15/39
	15/39
	15/39
	15/39

	Performance Standard
	Guidance and Regulations

	Modify scripts within negotiated timeframes - 95%
	None


C-5.2.6.5.   Tivoli Distributed Monitoring 

The Service Provider shall implement and operate software used in support of the Tivoli Distributed Monitoring (DM).  Implementation includes, but is not limited to, installing, updating, and configuring software components.  The Service Provider shall develop a software testing and deployment plan and submit it for approval before proceeding with production distribution.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop DM scripts
	As required
	Occurrence(s)
	5/67
	5/67
	5/67
	5/67
	5/67

	Performance Standard
	Guidance and Regulations

	DM scripts developed within negotiated timeframes - 95%
	Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain DM scripts
	As required
	Occurrence(s)
	5/61
	5/61
	5/61
	5/61
	5/61

	Performance Standard
	Guidance and Regulations

	DM scripts revised within negotiated timeframes – 95%
	Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Deploy Tivoli monitors
	As required
	Occurrence(s)
	40/178
	40/178
	40/178
	40/178
	40/178

	Performance Standard
	Guidance and Regulations

	Tivoli monitor is installed and operational within negotiated timeframes – 95%
	Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Debug Tivoli monitors
	As required
	Occurrence(s)
	10/119
	10/119
	10/119
	10/119
	10/119

	Performance Standard
	Guidance and Regulations

	Correct monitor errors within 10 days – 80%
	Tivoli OEM documentation


C-5.2.6.6.   Tivoli Enterprise Console 

The Service Provider shall implement and operate software used in support of the Tivoli Enterprise Console (TEC).  Implementation includes, but is not limited to, installing, updating, configuring software components and correcting event reception failures, and includes monitoring and maintaining the Domino mail-in database used for TEC operations.  The Service Provider shall develop a software testing and deployment plan and submit it for approval before proceeding with production distribution.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Identify rule base changes
	As required
	Occurrence(s)
	5/12
	5/12
	5/12
	5/12
	5/12

	Performance Standard
	Guidance and Regulations

	Review current TEC functionality and submit recommended rule base changes within negotiated timeframes – 95%
	Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Revise, test and deploy approved rule base changes
	As required
	Occurrence(s)
	5/16
	5/16
	5/16
	5/16
	5/16

	Performance Standard
	Guidance and Regulations

	Rule base changes implemented within negotiated timeframes – 95%
	Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Update TEC Configuration files
	As required
	Occurrence(s)
	40/21
	40/21
	40/21
	40/21
	40/21

	Performance Standard
	Guidance and Regulations

	Revised within negotiated timeframes – 95%
	Tivoli OEM documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Monitor reception logs and resolve reception bottlenecks, including Domino TEC mail-in database monitoring and maintenance
	Daily
	Occurrence(s)
	620/204
	620/204
	620/204
	620/204
	620/204

	Performance Standard
	Guidance and Regulations

	Reception bottlenecks resolved within 2 hours – 80%

Resolved within 1 day - 100%
	Tivoli OEM documentation


C-5.3.   Security and Information Assurance

The Service Provider shall develop, administer, and execute a security program for IRM facilities and systems under Agency control.  This security program includes all aspects of IRM-related personnel security, IRM-related physical security, information security, and information systems security.  NIST Special Publications 800-35 Draft (Guide to Information Technology Services) and 800-37(Guide for the Security Certification and Accreditation of Federal Information Systems) provide detailed guidance on the implementation of information technology security programs and services.  However, security guidance and mandates are constantly evolving and the Service Provider shall keep abreast of these developments and remain in compliance with applicable laws and regulations.

The Service Provider shall use standard industry accepted Risk Management practices and the Risk Management techniques as identified in NIST Special Publication 800-30 in all security analyses and recommendations. The Service Provider shall assist development of Agency Security Plans. The Service Provider shall brief IRM security-related practices to Agency personnel, cooperators, local partnership councils and labor management organizations IAW TE-15 (List of MOUs/MOAs).

C-5.3.1.   Information Security System Program Management (ISSPM) Roles and Responsibilities

The Service Provider shall prepare, distribute, and maintain instructions, guidance, and SOPs concerning the security of systems under Agency control. The Service Provider shall perform the functions of the Agency’s ISSPM for all information systems, information and programs per DM 3140-001, under the oversight of the Contracting Officer (National ISSPM).  Functions include, but are not limited to: developing proposals for security policy, procedures and standards; implementing, monitoring, and updating Security Plans, SOPs, instructions, and mitigation activities; and training of end-users on IRM security.

The Service Provider shall report all security incidents and technical vulnerabilities to the Contracting Officer and Agency Computer Incident Response Team (CIRT) according to Agency and Department regulations (DM 3500-001).  The Service Provider shall review, evaluate and provide recommendations regarding the security impact of changes to systems under Agency control including interfaces with other agencies, cooperator and contractor information systems.

For systems maintained by the Service Provider, the Service Provider shall develop, update and review Security Plans.  For systems not maintained by the Service Provider, the Service Provider shall assist in writing and reviewing Security Plans.  The Service Provider shall analyze new security directives and policies and provide a report of the impact to the Agency.   

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Update and distribute security instructions, guidance, and SOPs
	As required
	Occurrence(s)
	2300/47
	2300/47
	2300/47
	2300/47
	2300/47

	Performance Standard
	Guidance and Regulations

	Submit deliverables within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop new security policies, procedures and standards
	As required
	Occurrence(s)
	620/30
	600/40
	600/31
	580/31
	580/32

	Performance Standard
	Guidance and Regulations

	Developed within 22 days of identification of requirements – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Implement and monitor security plans, SOPs, instructions and mitigation activities
	As required
	Occurrence(s)
	1600/52
	1600/51
	1600/51
	1600/51
	1600/51

	Performance Standard
	Guidance and Regulations

	Implemented within negotiated timeframes - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Assist in writing and reviewing security plans for non-Service Provider maintained systems
	As required
	Occurrence(s)
	360/11
	360/5
	360/5
	360/5
	360/5

	Performance Standard
	Guidance and Regulations

	Plans reviewed and assistance provided within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop and update security plans and review them for Service Provider-maintained systems
	As required
	Occurrence(s)
	300/8
	300/4
	300/4
	300/4
	300/4

	Performance Standard
	Guidance and Regulations

	Plans developed, reviewed and updated within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Analyze impact of new security directives and policies and provide a report of impact on Agency
	As required
	Occurrence(s)
	160/13
	160/13
	160/13
	160/13
	160/13

	Performance Standard
	Guidance and Regulations

	Report provided within negotiated timeframes – 95%
	OMB Cir A130, NIST 800-18, DM 3500-001


C-5.3.2.   Security Policy Compliance Monitoring 

The Service Provider shall monitor compliance with policy and insure security practices are an integral element of the operating environment by assisting in conducting management and activity reviews, and shall recommend improvements to information system security based on analysis of the results.

The Service Provider shall prepare required reports on security related activities.  These reports include, but are not limited to, extracts requested to support audits, discovery and mitigation of security vulnerabilities, costs associated with IRM security implementation, annual Federal Information Security Management Act of 2002 (FISMA) report, and Plans of Actions and Milestones (POA&M) with costs and recommended priorities.

The Service Provider shall conduct self-assessment annually on security practice, program and facilities in accordance with National Institute of Standards and Technology (NIST) Special Publication 800-26.    The Service Provider shall analyze requests for waivers/exceptions of security practices and policies and provide recommendations.

The Service Provider shall assist in insuring the rigorous application of information security policies, principles and, practices in the delivery of data management services, hardware, networks, and software, by producing data security audit reports (program reviews) and issue papers on data integrity and security practices.  

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Conduct security reviews, analyze results and recommend improvements to information systems security
	As required
	Occurrence(s)
	360/102
	360/101
	360/101
	360/101
	360/101

	Performance Standard
	Guidance and Regulations

	Recommendations provided within 44 days of completion of review – 80%
	FISMA


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare reports on security-related activities
	As required
	Occurrence(s)
	440/107
	460/106
	500/106
	520/106
	560/106

	Performance Standard
	Guidance and Regulations

	Reports submitted within negotiated timeframes – 95%
	OMB Cir A-130, NIST Special Publication 800-18


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Conduct Agency self-assessment on security practices, programs and facilities at all appropriate organizational levels
	As required
	Occurrence(s)
	1300/18
	1300/17
	1300/17
	1300/17
	1300/17

	Performance Standard
	Guidance and Regulations

	Assessment provided within negotiated timeframe – 95%
	NIST Special Publication 800-26, USDA Information Systems Security Assessment Guide


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Analyze requests for waivers/exceptions of security practices and policies and provide recommendations
	As required
	Occurrence(s)
	 670/18
	 670/18
	 670/18
	 670/18
	 670/18

	Performance Standard
	Guidance and Regulations

	Provide recommendation within 22 days – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Submit data security audit reports
	As required
	Occurrence(s)
	300/14
	320/14
	340/13
	370/13
	400/13

	Performance Standard
	Guidance and Regulations

	Report within 22 days of completion of the audit – 80%
	


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Submit issue papers on data integrity and security practices
	As required
	Occurrence(s)
	75/5
	75/5
	75/5
	75/5
	75/5

	Performance Standard
	Guidance and Regulations

	Report within 44 days of request – 80%
	


C-5.3.3.   Security Planning

The Service Provider shall develop an overall security program plan for the Agency, including budgetary requirements.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop an overall security program plan
	Annually
	Occurrence(s)
	20/4
	20/3
	20/3
	20/3
	20/3

	Performance Standard
	Guidance and Regulations

	Plans provided within negotiated timeframes – 100%
	OMB Cir A130, NIST 800-18, USDA DM 3140-1, USDA CS-024, -025 and -026


C-5.3.4.   Security Technical Consulting

The Service Provider shall provide assistance and technical consulting on security-related issues for all systems and customers.  Issues include, but are not limited to, providing advice and guidance on security requirements to be used in conducting life cycle and configuration management for all applications and systems, technology and product evaluation, enterprise architecture, facilities and systems access, security inspections, security violations, intrusion detection, and the status of vulnerabilities and corrective actions. 

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide technical consulting on security-related issues
	As required
	Occurrence(s)
	4300/ 308
	4350/ 308
	4400/ 308
	4400/ 308
	4400/ 308

	Performance Standard
	Guidance and Regulations

	Provided within negotiated timeframes - 95%
	OMB Cir A130, NIST 800-18, USDA DM 3140-1, USDA CS-024, -025 and -026


C-5.3.5.   Access Control Systems

The Service Provider shall create, modify, delete and reset passwords and authorities, maintaining appropriate records (includes NFC and NITC).  The Service Provider shall conduct audits on User ID accounts to validate continued need.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create, modify, delete and reset passwords and authorities for NFC & NITC
	As required
	Occurrence(s)
	7500/ 26
	7400/ 26
	7400/ 26
	7400/ 26
	7400/ 26

	Performance Standard
	Guidance and Regulations

	Actions accomplished within 2 days of request receipt - 95%
	FSM 6609.11, NITC CA-ACF2 Agency Security Officers Guide, NFC FFIS Security Administrator Handbook, NFC Procedures Security Access Guide, NFC Systems Access Manual, NFC Agency Liaison and Security Access, NFC Security Access


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain records for NFC & NITC
	As required
	Occurrence(s)
	3600/ 12
	3600 
	3600 
	3600 
	3600 

	Performance Standard
	Guidance and Regulations

	Action completed within 3 days of change - 95%
	FSM 6609.11, NITC CA-ACF2 Agency Security Officers Guide, NFC FFIS Security Administrator Handbook, NFC Procedures Security Access Guide, NFC Systems Access Manual, NFC Agency Liaison and Security Access, NFC Security Access


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Conduct audits on NFC and NITC accounts
	As required
	Occurrence(s)
	 160/12
	 160
	 160
	 160
	 160

	Performance Standard
	Guidance and Regulations

	Audits conducted and reports provided by audit due date from NFC and NITC – 95%
	FSM 6609.11, NITC CA-ACF2 Agency Security Officers Guide, NFC FFIS Security Administrator Handbook, NFC Procedures Security Access Guide, NFC Systems Access Manual, NFC Agency Liaison and Security Access, NFC Security Access


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create, modify, delete and reset passwords and authorities for Agency IT infrastructure systems and network equipment
	As required
	Occurrence(s)
	39500/ 613
	38400/ 513
	38400/ 513
	38400/ 513
	38300/ 513

	Performance Standard
	Guidance and Regulations

	Action accomplished within 2 days of request receipt - 95%
	FSM 6609.11, NITC CA-ACF2 Agency Security Officers Guide, NFC FFIS Security Administrator Handbook, NFC Procedures Security Access Guide, NFC Systems Access Manual, NFC Agency Liaison and Security Access, NFC Security Access


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain access control system records 
	As required
	Occurrence(s)
	14300/ 6
	13200/ 6 
	13300/ 6
	13400/ 6
	13400/ 6

	Performance Standard
	Guidance and Regulations

	Records updated within 10 days of change - 80%
	FSM 6609.11, NITC CA-ACF2 Agency Security Officers Guide, NFC FFIS Security Administrator Handbook, NFC Procedures Security Access Guide, NFC Systems Access Manual, NFC Agency Liaison and Security Access, NFC Security Access


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Conduct audits on access control system records
	As required
	Occurrence(s)
	2100/11
	1850/11
	1850/11
	1850/11
	1850/11

	Performance Standard
	Guidance and Regulations

	Audits conducted and reports provided within negotiated timeframes – 95%
	FSM 6609.11, NITC CA-ACF2 Agency Security Officers Guide, NFC FFIS Security Administrator Handbook, NFC Procedures Security Access Guide, NFC Systems Access Manual, NFC Agency Liaison and Security Access, NFC Security Access


C-5.3.6.   Risk Assessment

The Service Provider shall perform continual risk assessments utilizing the Agency policies and procedures.  The Service Provider shall assist in classifying Agency IT assets (hardware, software and data).  The Service Provider shall determine the value of Agency IT assets, detect, evaluate and report threats and vulnerabilities, quantify risk to confidentiality, integrity and availability (CIA) of information assets, and propose risk mitigation strategies.  The Service Provider shall monitor sources of Government and industry threat announcements as listed in TE-16 (Currently Monitored Sources of Government and Industry Threat Announcements) and others as required, and evaluate the Agency’s vulnerability to each threat.  The Service Provider shall conduct risk and vulnerability assessments.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Assist in classifying Agency IT assets
	As required
	Occurrence(s)
	 400/55
	 300/56
	 300/56
	 300/56
	 300/56

	Performance Standard
	Guidance and Regulations

	Provided within negotiated timeframes – 95%
	NIST Special Publication 800-30, USDA DM 3440-1, USDA CS-031


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Determine the value of Agency IT assets
	As required
	Occurrence(s)
	 880/8
	 780/7
	 780/7
	 780/7
	 780/7

	Performance Standard
	Guidance and Regulations

	Provided within negotiated timeframes – 95%
	NIST Special Publication 800-30, USDA CS-031


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Monitor and report threats
	As required
	Occurrence(s)
	100/367
	120/367
	120/367
	120/367
	120/367

	Performance Standard
	Guidance and Regulations

	Conduct initial threat assessment and identify agency vulnerabilities within 24 hours of threat announcement and report – 95%

Conduct final threat assessment and identify agency vulnerabilities within 72 hours of threat announcement and report – 95%
	TE-16 (Currently Monitored Sources of Government and Industry Threat Announcements), NIST Special Publication 800-30, USDA CS-031


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Conduct Agency risk and vulnerability assessments
	Monthly
	Occurrence(s)
	 40/52
	 50/52
	 50/52
	 50/52
	 50/52

	Performance Standard
	Guidance and Regulations

	Provide assessment over entire Agency IP address space within 5 days after end of each reporting period – 80%

Provide assessment over entire Agency IP address space within 11 days after end of each reporting period – 100%
	NIST Special Publication 800-30, USDA DM 3440-1, DM 3500-2, NIST FIPS 199, USDA CS-031


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide mitigation strategies and associated costs 
	As required
	Occurrence(s)
	 60/26
	 70/26
	 70/26
	 70/26
	 70/26

	Performance Standard
	Guidance and Regulations

	Report completed within negotiated timeframe - 95%
	NIST Special Publication 800-30, USDA CS-031


C-5.3.7.   IT Security Incident Response

The Service Provider shall promptly report security incidents involving Information Technology (IT) systems and establish formal reporting requirements for all such instances.  All security incident reports are to contain the facts and information needed to make informed management decisions and to assist in managing the resolution(s).  The Service Provider shall manage host and network Intrusion Detection Systems (IDS) in accordance with DM3500-001 and DM3500-002.  The Service Provider shall respond to IT security incidents in accordance with DM3500-001.  Incidents include, but are not limited to, virus or other malware infestation or attack, login or other authentication violations, or other detected unauthorized intrusions or security violations.  Response includes, but is not limited to, detection, assessment, containment, mitigation, recovery, reporting, and summarizing lessons learned.  The Service Provide shall aggregate, correlate, and archive all security event data, regardless of source.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Operate, maintain and monitor IDS 
	Daily
	Occurrence(s)
	800/

365
	1000/ 365
	1000/ 365
	1050/ 365
	1050/ 365

	Performance Standard
	Guidance and Regulations

	IDS Operational 24X7 – 95%
	DM 3500-001


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Respond to IT security incidents 
	As required
	Occurrence(s)
	6400/ 74
	6700/ 74
	6800/ 74
	6800/ 74
	6900/ 74

	Performance Standard
	Guidance and Regulations

	Respond within TE-21 timeframes – 95%

Report IT security incidents to CIRT within 30 minutes of notice – 95%
	DM 3500-001, TE-21


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Aggregate, correlate, and archive all security event data
	Monthly
	Occurrence(s)
	12
	12
	12
	12
	12

	Performance Standard
	Guidance and Regulations

	Action completed monthly – 95%
	DM 3500-001


C-5.3.8.   Security Management

C-5.3.8.1.   Anti-Virus Software Support

The Service Provider shall insure that approved anti-virus software is configured and operating according to Agency policy and procedures.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Insure anti-virus software is configured and operating according to Agency policy and procedures
	As required
	Occurrence(s)
	16800/ 295
	16400/ 260
	16400/ 260
	16400/ 260
	16400/ 260

	Performance Standard
	Guidance and Regulations

	Install latest version of software on supported systems within 44 days of availability – 80%

Install latest version of all anti-virus signature definition files on distribution servers within 24 hours of availability from vendor – 95%
	USDA DM 3140-1


C-5.3.8.2.   Certifications and Accreditations

The Service Provider shall prepare and periodically update security accreditation packages for applications, systems and networks for which it has system administrator responsibilities.  The Service Provider shall assist with the preparation of security accreditation packages for other applications, systems and networks. TE-17 (List of Applications, Systems and Networks Requiring Certification and Accreditation) identifies the current inventory of both sets but is not static.  The Service Provider shall submit certification and accreditation format for approval.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare and periodically update accreditation packages
	As required
	Occurrence(s)
	560/3
	560/2
	560/2
	560/8
	560/3

	Performance Standard
	Guidance and Regulations

	Accreditations updated within 66 days of system change or implementation - 80%

Re-accreditation required 3 years after effective date of existing accreditation - 80%
	NIST Guide for Accreditations, TE-17


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Assist with preparation of security accreditation packages
	As required
	Occurrence(s)
	360/10
	360/7
	360/8
	360/7
	360/8

	Performance Standard
	Guidance and Regulations

	Provide assistance within negotiated timeframes – 95%
	NIST Guide for Accreditations, TE-17


C-5.3.8.3.   Server and Desktop Controls

The Service Provider shall insure that the proper security controls are implemented on every server and desktop owned or operated by the Agency. 

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Insure the uniform implementation of server and desktop security controls
	As required
	Occurrence(s)
	5900/42
	5900/42
	5900/42
	5900/42
	5900/42

	Performance Standard
	Guidance and Regulations

	Performed within negotiated timeframes – 95%
	None


C-5.3.8.4.   Physical Access Control

The Service Provider shall insure required physical access controls are implemented for all IT facilities.  These controls include, but are not limited to, escorting visitors and installing, maintaining and updating access control mechanisms.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Escort Visitors
	As required
	Occurrence(s)
	5400/36
	5400/36
	5400/36
	5400/36
	5400/36

	Performance Standard
	Guidance and Regulations

	Visitors are escorted in IT facilities – 100%
	USDA CS-005, USDA DM 3140-1, USDA DR 3140-1, NIST SP 800-26, GAO FISCAM


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install, maintain and update access control mechanisms
	As required
	Occurrence(s)
	930/8
	930/8
	930/8
	930/8
	930/8

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	USDA CS-005, USDA DM 3140-1, USDA DR 3140-1, NIST SP 800-26, GAO FISCAM


C-5.3.8.5.   Information Survivability Program

The Service Provider shall develop and submit for approval a Business Impact Assessment (BIA) for each agency location listed in TE-01 and each Service Provider-maintained system.  The Service Provider shall develop and submit for approval a suite of Information Survivability Plans that include, but are not limited to, IT portions of:  Continuity of Operations Plan (COOP), Business Recovery Plan (BRP), IT Contingency Plan (ITCP), and Disaster Recovery Plan (DRP) in accordance with Agency policy.  The Service Provider shall test and implement the suite of Information Survivability Plans.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create new BIA
	As required
	Occurrence(s)
	320/35
	240/22
	240/22
	250/22
	260/22

	Performance Standard
	Guidance and Regulations

	BIA developed within negotiated timeframes - 95%
	USDA CS-028


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Update BIA
	As required
	Occurrence(s)
	 230
	200
	240
	300
	200

	Performance Standard
	Guidance and Regulations

	BIA updated within negotiated timeframes - 95%
	USDA CS-028


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop IT portions of information survivability plans
	As required
	Occurrence(s)
	 1300/7
	1100
	 1100
	1140
	1100

	Performance Standard
	Guidance and Regulations

	Submit within negotiated timeframes – 95%
	USDA CS-028


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Update existing IT portions of information survivability plans 
	As required
	Occurrence(s)
	 420/1
	 600/1
	 600
	 540
	 600

	Performance Standard
	Guidance and Regulations

	Update submitted Information Survivability Plan within negotiated timeframes – 95%
	USDA CS-028


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Test information survivability plan
	As required
	Occurrence(s)
	 340/4
	380/1
	380/0
	380/1
	380/0

	Performance Standard
	Guidance and Regulations

	Conduct test within negotiated timeframes – 95%
	USDA CS-028


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Implement information survivability plan
	As required
	Occurrence(s)
	 340/4
	380/1
	380/0
	380/1
	380/0

	Performance Standard
	Guidance and Regulations

	Implement within negotiated timeframes – 95%
	USDA CS-028


C-5.3.8.6.   Support for Law Enforcement and Administrative Investigations

The Service Provider shall assist properly authorized law enforcement and administrative investigations requiring IT expertise.  Assistance includes, but is not limited to, gathering evidence; providing, obtaining or recovering information; and maintaining chain of custody. 

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Assist in law enforcement investigations
	As required
	Occurrence(s)
	 400/11
	380/1 
	380/1 
	400/1 
	380/1 

	Performance Standard
	Guidance and Regulations

	Information provided within negotiated timeframes - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Assist in administrative investigations
	As required
	Occurrence(s)
	540/9
	540/10
	540/10
	540/10
	540/10

	Performance Standard
	Guidance and Regulations

	Information provided within negotiated timeframes - 95%
	None


C-5.3.8.7.   Network-based Security Devices 

The Service Provider shall conduct audits and maintenance of all network-based security devices to insure uniform application of security policies and procedures. Security devices include, but are not limited to, routers, switches, firewalls, VPN concentrators, dial-up access servers, IDS sensors, and sniffers.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Conduct audits of the configuration of network-based security devices
	As required
	Occurrence(s)  
	420/18
	460/18
	500/18
	500/18
	520/18

	Performance Standard
	Guidance and Regulations

	Audit results submitted within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Conduct maintenance of network-based security devices to insure uniform application of security policies and procedures
	As required
	Occurrence(s)  
	280/14
	300/14
	320/14
	340/14
	340/14

	Performance Standard
	Guidance and Regulations

	Maintenance submitted within negotiated timeframes – 95%
	None


C-5.3.8.8.   Network Security Monitoring 

The Service Provider shall monitor and evaluate the network environment for security breaches, threats and vulnerabilities. This includes, but is not limited to, examination and evaluation of all enterprise Intrusion Detection Systems, hardware and software probes, Virtual Private Network concentrator, router logs, and Authentication Server logs.  The Service Provider’s responsibilities include, but are not limited to, monitoring exterior access points, router access security, and server or other system logs (audit trails) to identify patterns of inappropriate or unauthorized access (attempted or successful), and malware. 

The Service Provider shall insure the validity of authentication and access controls for the network environment.  This includes, but is not limited to, monitoring, managing, and maintaining firewall appliances, routers, switches, authentication servers, packet filter maintenance, router Access Control Lists (ACLs), and the network Authentication, Authorization, and Accounting (AAA) activities.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create and maintain router ACLs (in Network Address Translation)
	As required
	Occurrence(s)
	540/8
	500/8
	500/8
	500/8
	500/8

	Performance Standard
	Guidance and Regulations

	Updated within 3 days of receipt of request - 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Examine and evaluate router logs 
	As required 
	Occurrence(s)
	1700/22
	1700/22
	1700/22
	1700/22
	1700/22

	Performance Standard
	Guidance and Regulations

	Provide evaluation within negotiated timeframe – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Examine and evaluate server authentication logs 
	As required
	Occurrence(s)
	3000/ 30
	3300/ 418
	3300/ 418
	3300/ 418
	3300/ 418

	Performance Standard
	Guidance and Regulations

	Provide evaluation within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain firewall devices and packet filters
	Monthly 
	Occurrence(s)
	560/8
	580/8
	600/8
	620/8
	620/8

	Performance Standard
	Guidance and Regulations

	Evaluate monthly and update within negotiated timeframes - 95%


	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Monitor exterior access points, router access security, and server or other system logs (audit trails) to identify patterns of inappropriate or unauthorized access and malware
	Monthly 
	Occurrence(s)
	1400/12
	1400/12
	1450/12
	1450/12
	1450/12

	Performance Standard
	Guidance and Regulations

	Provide status report within 10 days after end of each month - 80%

Report IT security incidents within 30 minutes of notice – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Monitor and produce report on AAA activity 
	As required
	Occurrence(s)
	580/5
	580/5
	580/5
	580/5
	580/5

	Performance Standard
	Guidance and Regulations

	Report provided within negotiated timeframes - 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


C-5.4.   Enterprise Network, Radio, Voice, and Video Communications

The Service Provider shall support Agency enterprise network data, radio, voice, and video communications.  Enterprise network data systems include Wide Area Networks (WANs), Metropolitan Area Networks (MANs), Campus Area Networks (CANs), Local Area Network (LANs), and remote access (Dial-up) and associated equipment and infrastructure to meet the business needs of the Agency.

The Service Provider shall support the Forest and Regional tactical and command radio infrastructure, including backbone equipment, fixed base stations, mobile and other portable or handheld transmission and reception equipment, dispatch consoles or systems, desktop remotes, Radio Control over Internet Protocol (RCoIP), microwave systems and All-Risk incident support.

The Service Provider shall support the Agency’s voice systems, including local Private Business Exchange (PBX), voice mail, Voice over Internet Protocol (VoIP), Federal Telephone System 2001 (FTS 2001), and Local Exchange Carrier (LEC) services.  Service Provider support shall extend to any equipment and infrastructure associated with these voice systems for which the Agency bears any operational or maintenance responsibility.

The Service Provider shall support the Agency’s video systems, including leased and Government-owned facilities and services, such as Point-to-Point T1 and other broadband circuits (e.g., ADSL, DSL, cable modem, T-3), Integrated Services Digital Network (ISDN) circuits, VoIP for video, and satellite video conferencing services.  Service Provider support shall extend to any equipment and infrastructure associated with these video systems for which the Agency bears any operational or maintenance responsibility.

Design and installation of communications conduit layouts and associated wiring in construction or reconstruction of facilities is accomplished by FS facility staffs.  However, the Service Provider shall be responsible for any wiring work associated with moves, adds, changes or de-installations once a facility is occupied. 

C-5.4.1.   Enterprise Network

The enterprise network provides inter- and intra-Agency data communications for office support and emergency response.  The Service Provider shall be responsible for enterprise network planning, coordination, operations, management, implementation, security, and maintenance of all new, existing, and replacement Agency enterprise infrastructure and selected cooperator’s enterprise infrastructure as identified in TE-18 (List of Supported Networks), TE-52 (Network Inventory) and TE-53 (Network Circuit IDs).  The infrastructure includes, but is not limited to, WANs, LANs, routers, switches, hubs, CSU/DSUs, and wireless components.  Capabilities implemented or supported by the infrastructure include, but are not limited to, Quality of Service (QoS), IP Multicast capability, Intelligent Time Division Multiplexing (TDM), VoIP, Video over IP, RCoIP, remote access AAA, Terminal Access Controller Access Control System (TACACS), Remote Authentication Dial In User Service (RADIUS), Remote Access Server (RAS) equipment, Virtual Private Network (VPN), Intrusion Detection Systems (IDS), firewalls, and content managers.  The enterprise network may also include satellite access for data, analog and digital microwave systems, wireless technology, dial-up modems, uninterruptible power supplies (UPS), power generators, earth ground systems, lightning protection equipment, and other components.

Enterprise network components are located in Agency facilities as well as state and federal inter- and intra-agency facilities, remote office sites, guard stations, work centers, fire stations, lookouts, other facilities and All-Risk Incident Command Centers.  Most of the locations are in an office setting but some are in remote locations. TE-19 (Remote Site Travel Restrictions) identifies the locations that may not be accessible by motorized vehicles.

The Service Provider shall coordinate sharing of the infrastructure (including, but not limited to, systems, administrative sites, equipment, and power systems) between local, state, and federal agencies as well as universities.  In some instances, coordination includes, but is not limited to, implementation and management of the infrastructure.  The Service Provider shall submit to the Agency all plans for system replacement, expansions, and modifications for approval before implementation.  The Service Provider shall work closely with other federal departments and agencies (Homeland Defense, Department of the Interior (DOI), and others) to insure interoperable systems where required.  

C-5.4.1.1.   Enterprise Network Planning 

The Service Provider shall be responsible for developing all Agency enterprise network tactical, strategic, and project plans. The Service Provider shall provide documentation as part of its overall planning effort including, but not limited to, network back-up and recovery, security, business case analysis, procurement plans, implementation plans, site surveys, inventory, risk evaluations, network life-cycle management plans, system configurations, wiring and interior cable plant diagrams, cost estimates, installation time line, and down time of systems that will affect the Agency enterprise network.

	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop Agency enterprise network tactical, strategic, and project plans, including documentation
	As required
	Occurrence(s)
	950/94
	1000/85
	950/77
	900/77
	900/90

	Performance Standard
	Guidance and Regulations

	Submitted within 66 days of request – 80% 


	FSM 6600, FSM 6640, FSM 6609.14 WCF replacement Planning: FSH 6509.11f, FSM 6580, FSM 6610,USDA FIR Procedures, FS CPIC Processes


C-5.4.1.2.   Enterprise Network Design

The Service Provider shall be responsible for designing and updating the Agency enterprise network.  The Service Provider shall develop designs, and review third-party designs when requested, for cost effective and efficient WAN/LAN infrastructures for new facility construction, expansions, remodeling, relocations, and provide for the accommodation of legacy equipment ensuring the design meets the evaluation criteria outlined in the tactical and strategic plans.  This design shall include state of the art equipment, services, and facility infrastructure including, but not limited to, physical security, installation and removal of equipment, WAN and LAN equipment, power and environmental management, and cabling infrastructure.  Design documentation shall include, but not be limited to, drawings, method of acquisition, and project timelines.  Designs shall meet strategic plan criteria.  The Service Provider shall consult with Agency Engineering units as appropriate on locations of communications boxes, lines and antennas in new and re-modeled structures.  The Service Provider shall submit plans and designs for review and approval. 

	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop network design plans including cost estimates
	As required
	Occurrence(s)
	1000/76
	950/57
	900/58
	850/55
	1000/61

	Performance Standard
	Guidance and Regulations

	Submitted within 66 days of request – 80%
	IEEE and TIA/EIA, FS Manual DR 3100 and 3300, National Electrical Code, Industry standard best practice, FSM 6640, FSH 6609.14, FS Enterprise Architecture, OSHA requirements


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Review submitted projects, specifications, and designs
	As required
	Occurrence(s)
	850/68
	850/56
	850/61
	850/57
	950/69

	Performance Standard
	Guidance and Regulations

	Complete within 22 days of request – 80%
	IEEE and TIA/EIA, FS Manual DR 3100 and 3300, National Electrical Code, Industry standard best practice, , FSM 6640, FSH 6609.14, FS Enterprise Architecture, OSHA requirements


C-5.4.2.   Network Change Management

The Service Provider shall plan network changes consistent with best industry practices and vendor models.  Scope of planning includes, but is not limited to, deciding when the change is necessary, conducting a cost analysis, planning the change, and providing communication of the change.

The Service Provider shall prepare for a change by providing detailed planning based upon (1) designed procedures for localized changes when affecting a limited number of network systems and (2) formalized procedures when affecting the majority of the network systems.  Formalized change plans shall include conducting research and risk assessments, completing lab tests, and preparing a recover (back-out) plan.

The Service Provider shall provide documentation for all changes by collecting data, formalizing the presentation, and placing it in a safe repository for reference and auditing.  In this manner, all changes shall be recorded as the process is completed.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare, plan, and document changes including cost analysis
	As required
	Occurrence(s)
	2900/ 153
	2800/ 152
	3100/ 153
	2800/ 133
	2800/ 132

	Performance Standard
	Guidance and Regulations

	Plans completed prior to implementation – 95%
	Industry Best Practices, Vendor updates, USDA and Agency direction, FSM 6640, NIST,FSM 6640


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform risk assessments for planned changes
	As required
	Occurrence(s)
	850/41
	800/35
	750/40
	800/42
	800/35

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Industry Best Practices, Agency direction, FSM 6640, NIST, FSM 6609.14


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform testing and evaluation of change to produce a recovery plan
	As required
	Occurrence(s)
	850/34
	850/24
	800/30
	850/29
	800/37

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Industry Best Practices, Vendor direction, Agency direction, FSM 6640


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Communicate proposed changes to customers and partners
	As required
	Occurrence(s)
	2800/42
	2800/46
	3500/51
	2750/27
	2750/28

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Industry Best Practices, Agency direction, FSM 6640


C-5.4.3.   Network Configuration Management

The Service Provider shall provide hardware and software configuration management services following government and industry standards and practices for all of the Agency and cooperators enterprise network infrastructure including, but not limited to, tracking changes, updating, archiving configurations and any anomalies.   The Service Provider shall follow current standards, policies and procedures.  The Service Provider shall document standards, policies, and procedures.

The Service Provider shall insure that updates and patches needed for system software are applied based upon the severity of patches required to resolve security issues for systems including, but not limited to, routers, switches, firewalls, intrusion detection systems, authentication servers, VPN hardware clients, and concentrators.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Prepare, plan, and document configuration changes
	As required
	Occurrence(s)
	2750/93
	2900/80
	2900/80
	2900/63
	2950/78

	Performance Standard
	Guidance and Regulations

	Plans completed prior to implementation – 95%
	Industry Best Practices, Vendor updates, USDA and Agency direction, FSM 6640


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Test and evaluate configuration changes 
	As required
	Occurrence(s)
	2000/ 108
	2000/90
	2000/93
	2000/72
	2000/88

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Industry Best Practices, Vendor direction, Agency direction, FSM 6640


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform back-up of configuration 
	As required
	Occurrence(s)
	4700/65
	4700/63
	4750/66
	5200/62
	4900/66

	Performance Standard
	Guidance and Regulations

	Perform back-up prior to changes – 100%

Perform back-up within 24 hours after change – 95%
	Agency Management, Manufacturer’s Technical Publications, Standard Industry Practices, FSM 6640, FOIA Direction


C-5.4.4.   Enterprise Network Operations

The Service Provider shall manage the Agency Enterprise network and operations to include, but not be limited to, intrusion and attack detection, comprehensive performance monitoring, software and hardware upgrades, troubleshooting, repair, configuration backups, restoration of services on equipment or circuits, programming, adds, moves, changes, and modifications as per approved work requests.

The Service Provider shall normally respond to requests for network support in accordance with TE-25 (Level 2 SLAs) between hours of 6 a.m. and 6 p.m. local time, except in the case of emergencies or unplanned outages.  The Service Provider shall respond to emergencies or unplanned outages as directed by the Contracting Officer.  Disruptive operations should be avoided if practical (as determined by the Contracting Officer) during normal working hours and if possible should be limited to the period between 9 p.m. and 6 a.m. local time.  The Service Provider shall also notify the EUSC and affected Agency activities of downtime periods as a result of system failures, power outages, communication failures, and other facility failures.

C-5.4.4.1.   Network Documentation

To assist in the administration and management of the network, the Service Provider shall develop and maintain up-to-date documentation of all aspects of the enterprise network.  Documentation shall include, but not be limited to, network topology diagrams, components and processes related to equipment and circuit configuration, end user and administrator accounts, network security, fault management, performance management, change management, and maintenance. Other required documentation shall include network operations guide(s) if/where they exist, baseline configurations and site surveys.  A recent set of such configuration documentation is provided in TLE-02 (Current Agency Wide Area Network Diagrams and Circuit List).

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Update and maintain network documentation
	As required
	Occurrence(s)
	8000/ 107
	7750/ 131
	7800/ 132
	7750/ 140
	7800/ 144

	Performance Standard
	Guidance and Regulations

	Within 22 days after network changes – 80%
	Agency Regulation, Industry Standard Practices. FSM 6640


C-5.4.4.2.   Network Fault Management

The Service Provider shall provide comprehensive network fault management including, but not limited to, detection, isolation, diagnosis, and correction of network component faults.  Fault management includes, but is not limited to, preventive maintenance on all network components and infrastructure, network power systems, and status and monitoring of circuits and components.

The response and repair times shall be in four categories as identified in TE-21 (Service Delivery Response Times and Definitions).
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Detect, troubleshoot and resolve network and component faults
	As required
	Occurrence(s)
	10000/ 318
	9950/ 303
	10000/ 298
	10000/ 308
	10000/ 233

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, and SLAs, FSM 6640


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform preventive maintenance on network components 
	As required
	Occurrence(s)
	3550/ 100
	3500/ 101
	3550/97
	3550/ 100
	3700/39

	Performance Standard
	Guidance and Regulations

	Within 22 days of due date – 80%
	OEM Recommendations and specifications, FSM 6640


C-5.4.4.3.   Routine Network Operations

The Service Provider shall verify and maintain functional readiness of all enterprise network communication systems, including all WAN, MAN, CAN, LAN, wireless, dial-up, VPN networking equipment, and other support systems. These network systems also include inter- and intra-Agency fire and dispatch centers, and Emergency Communication Centers (ECC).  The Service Provider shall support special events.

The Service Provider shall install, test and submit for acceptance new or upgraded systems; provide ‘as built’ documentation of system; resolve network component problems; move, add, change, and de-install.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install, test and submit for acceptance new or upgraded systems
	As required
	Occurrence(s)
	2100/ 198
	2100/ 168
	2400/ 164
	2100/ 149
	2100/ 114

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Recommendations and minimum specifications, FSH, FSM 6640, FSH 6609.14 


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide ‘as built’ documentation of system
	As required
	Occurrence(s)
	1050/ 122
	1050/ 103
	1050/

97
	1050/ 106
	1050/

63

	Performance Standard
	Guidance and Regulations

	Within 66 days of system completion – 80%
	IEEE and TIA/EIA, FS Manual DR 3100 and 3300, National Electrical Code, Industry standard best practice


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Resolve network component problems  (includes Remote Access)
	As required
	Occurrence(s)
	7700/ 176
	7500/ 156
	7550 / 192
	7550/ 202
	7550/ 172

	Performance Standard
	Guidance and Regulations

	SLA Level 2
	SLA Level 2


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install network components
	As required
	Occurrence(s)
	6400/ 151
	6300/ 134
	6650/ 155
	6400/ 137
	6400/ 132

	Performance Standard
	Guidance and Regulations

	SLA Level 2
	SLA Level 2


C-5.4.4.4.   Local Emergency Services 

The Service Provider shall maintain the network systems components for deployment in emergencies for inter- and intra-Agency data communication.  In addition to network systems supported during normal operations, the following systems require network support during emergencies: expanded dispatch offices and emergency incident command locations.  The Service Provider shall insure all equipment will be functional prior to deployment.  The work environment is varied and challenging.  It includes offices and shops in and around aircraft, various airfields/helicopter bases, and remote sites, all of which may experience adverse weather conditions.

The Service Provider shall maintain equipment caches to support emergency incidents, as listed in TE-20 (Data Network and Computer Equipment Caches) (cache list subject to change as conditions warrant).  Equipment caches include, but are not limited to, routers, hubs, switches, VPN hardware clients, wireless devices, desktops, laptops, servers, workstations, and satellite systems. 

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install, test and submit for acceptance network systems
	As required
	Occurrence(s)
	760/69
	760/71
	760/71
	700/67
	760/56

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Government and Industry standards and practices, Fire Line Handbook, Fire Business Management Handbook, Department Regulations, 3300-1, 1800-1


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Resolve network component problems
	As required
	Occurrence(s)
	1450/ 112
	1450/ 118
	1400/ 116
	1400/ 115
	1400/ 88

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Government and Industry standards and practices, Fire Line Handbook, Fire Business Management Handbook, Department Regulations, 3300-1, 1800-1


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install network components
	As required
	Occurrence(s)
	1600/74
	1600/84
	1550/81
	1550/79
	1550/76

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Government and Industry standards and practices, Fire Line Handbook, Fire Business Management Handbook, Department Regulations, 3300-1, 1800-1


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform preventive maintenance on emergency network components
	As required
	Occurrence(s)
	860/26
	900/36
	860/31
	860/31
	860/27

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	DOG, OEM Requirement, Department Regulations, 3300-1, 1800-1


C-5.4.4.5.   Network Performance Monitoring

The Service Provider shall monitor overall performance statistics on all WAN, MAN, CAN and LAN circuits and SNMP-enabled equipment including, but not limited to, bandwidth, equipment, memory usage and circuit utilization.  The Service Provider shall collect detailed baseline and current statistics on standard network performance metrics including, but not limited to, IP port utilization, hit counts, error rates, packet losses, circuit utilization and long-term equipment and circuit utilization trends for both the overall bandwidth utilization and detailed monitoring, including CPU and memory performance.  The Service Provider shall provide reports on these metrics including trend analyses, in both hard copy and web-accessible formats.  The Service Provider shall maintain raw data used to generate these reports.

	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide reports on network performance metrics and trends
	As required
	Occurrence(s)
	5400/50
	5500/60
	5650/56
	5650/55
	5700/52

	Performance Standard
	Guidance and Regulations

	Reports submitted within 22 days of request – 80%
	Manufacturer’s Technical Publications, Standard Industry Practices, FSM 6640


C-5.4.5.   Radio Systems Management

The Service Provider shall manage the Agency radio systems.  The Systems provide inter- and intra-Agency radio communications for field support, emergency response, law enforcement, remote control and remote sensing.  Radio management services are performed at several locations, including, but not limited to, towers, inter and intra agency dispatch centers, offices, guard stations, work centers, fire stations, lookouts and other facilities.  The Service Provider shall maintain components of the radio system including, but not limited to, digital, analog, VHF, UHF, HF base stations, cross band links, repeaters, mobiles, aircraft radios, portables, microwave systems, spread spectrum and equipment, channel banks (TDM), duplexers, coupling and combining systems, antennas, feed lines, cabling, dispatch consoles, remote control devices, recorders, dedicated private circuits that control radio circuits, RCoIP, AC/DC power, Uninterruptible Power Supplies (UPS), earth ground systems, lightning protection, solar, wind, thermal generators and other power generating systems including diesel and propane.

Radio system components are located in state and federal inter- and intra-agency facilities, remote site offices, guard stations, work centers, fire stations, lookouts, other facilities and All-Risk Incident Command Centers.  Most of the locations are in an office setting but some are in remote locations.  Some remote sites are not accessible by motorized travel (refer to TE-19).

The Service Provider shall track all inventory and maintenance schedules.  The Service Provider shall submit all plans for system replacement, expansions, and modifications for approval before implementation.  The Service Provider shall work closely with other Federal Departments and Agencies (Federal Emergency Management Agency (FEMA), Department of Justice (DOJ), Department of the Treasury, Department of Homeland Defense, DOI, Disaster Assistant Support Program, Office of Foreign Disaster Assistance and others) to insure required interoperability, and with other state and local governmental entities by agreement.  TE-22 (Incident Support and Communications MOUs/MOAs) and TE-23 (Frequency MOUs) contains a recent list of such agreements in force.  The Service Provider shall coordinate sharing between local, state, and federal agencies including, but not limited to, systems, frequencies, mountain top sites, administrative sites, equipment, microwave, and power systems.

The Service Provider shall report to the Contracting Officer for decisions on issues including, but not limited to, interference, billing, and assessment of systems and radio capabilities for sharing between the Agency and local, state, and federal agencies.  
C-5.4.5.1.   Interoperable Radio Communication

The Service Provider shall assist cooperators (local and state) to provide interoperable communications with the Forest Service.  The Service Provider shall work closely with other Federal Agencies to insure interoperable systems where required.

	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop a needs assessment for local and state cooperators to provide interoperable communications with the Agency
	As required
	Occurrence(s)
	1250
	1100
	1200
	1100
	1100

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	MOU


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop a needs assessment for federal agencies to provide interoperable communications with the Agency
	As required
	Occurrence(s)
	450
	400
	420
	400
	400

	Performance Standard
	Guidance and Regulations

	Reports submitted within negotiated timeframes – 95%
	HSPD-5, 5 USC 101, 5 USC 103, 5 USC 104, FRP, FSM 1800


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop and implement MOU for local and state cooperators to provide interoperable communications with the Agency
	As required
	Occurrence(s)
	800
	550
	550
	550
	500

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	MOU


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop and implement agreements and direction to provide federal interoperable communications with the Agency.
	As required
	Occurrence(s)
	400
	300
	300
	300
	300

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	HSPD-5, 5 USC 101, 5 USC 103, 5 USC 104, FRP, FSM 1800


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Review state and local MOUs
	As required
	Occurrence(s)
	1600
	1500
	1500
	1550
	1600

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	MOU 


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Review compliance with Federal agreements/direction
	As required
	Occurrence(s)
	650
	650
	650
	650
	700

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	HSPD-5, 5 USC 101, 5 USC 103, 5 USC 104, FRP, FSM 1800


C-5.4.5.2.   Radio System Planning

The Service Provider shall develop the radio component of Agency telecommunications tactical, strategic, and project plans including the application of RCoIP, microwave systems, spread spectrum, and wireless technologies.  Documentation required to be provided by the Service Provider shall include any or all of the following business case analyses and system designs; site surveys, proposed equipment, tower/antenna configuration, frequency allocation, bandwidth utilization, coverage analysis, ECC configuration, procurement strategies and sources, implementation plans, FIR and CPIC reporting, risk evaluations, system configurations, wiring, coaxial, grounding and interior power plant diagrams as needed, cost estimates, installation timeline, and down time of systems that will affect the Agency.  The Service Provider shall submit all plans for approval.

	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop a business case analysis for radio systems
	As required
	Occurrence(s)
	350
	700
	650
	700
	700

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	MOU


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create and submit the radio component of the Strategic Telecommunications plans
	As required
	Occurrence(s)
	120
	140
	140
	140
	140

	Performance Standard
	Guidance and Regulations

	Submitted 66 days before the end of FY- 80%
	FSM 6640, FSH 6609.14, DR 3300


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create and submit the radio component of the Tactical Telecommunications plans
	As required
	Occurrence(s)
	160
	140
	140
	160
	140

	Performance Standard
	Guidance and Regulations

	Submitted 66 days before the end of FY- 80%
	FSM 6640, FSH 6609.14, DR 3300, NTIA


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create and submit radio project plans
	As required
	Occurrence(s)
	320
	380
	400
	380
	400

	Performance Standard
	Guidance and Regulations

	Submitted within negotiated timeframes – 95%
	FSM 6640, FSH 6609.14, DR 3300


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Update and submit Radio 10 year Replacement Plan
	As required
	Occurrence(s)
	200
	180
	180
	160
	180

	Performance Standard
	Guidance and Regulations

	Submitted within negotiated timeframes – 95%
	FSH, FSM, NTIA


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide FIR and CPIC reporting for all requested data
	Semi-Annually
	Occurrence(s)
	500
	480
	500
	500
	500

	Performance Standard
	Guidance and Regulations

	Submitted within 66 days of request - 80%
	DR 3300


C-5.4.5.3.   Electronic Special Use Site Support

The Service Provider shall provide on-site and off-site technical guidance to Agency personnel engaged in electronic special use site inspections and special use site development planning.  The Service Provider shall provide technical consulting to Agency personnel on electronic special use site support as listed in TE-1.

	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Support electronic special use site inspections
	As required
	Occurrence(s)
	1150
	1150
	1150
	1150
	1150

	Performance Standard
	Guidance and Regulations

	Submit inspection results within 66 days after inspections – 80%
	NEPA, FSM 2720


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide input to the development of electronic special use site plans
	As required
	Occurrence(s)
	680
	640
	620
	660
	660

	Performance Standard
	Guidance and Regulations

	Plan input provided within negotiated timeframes - 95%
	NEPA, FSM 2720


	  Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide technical consulting on electronic special use sites
	As required
	Occurrence(s)
	1150
	1100
	1100
	1100
	1100

	Performance Standard
	Guidance and Regulations

	Provided within negotiated timeframes – 95%
	NEPA, FSM 2720


C-5.4.5.4.   Routine Radio Operations

The Service Provider shall install, test and submit for acceptance all new or upgraded systems; provide as-built documentation; install, remove and/or reinstall mobile radios in newly acquired vehicles or during vehicle replacements, maintenance or upgrades; and insure compliance with Forest Service and applicable standards.  The Service Provider shall provide scheduled, preventive and unscheduled maintenance for radios and radio systems.

The Service Provider shall insure the proper authority and accuracy of frequencies, Continuous Tone Coded Squelch System (CTCSS), Digital Tone Coded Squelch System (DTCSS), Network Access Code System (NACS), talk groups, and other required parameters when programming radios, remotes, dispatch consoles, multiplexers, and other associated radio equipment.  When radio equipment is being repaired and/or rebooted, the Service Provider shall coordinate with affected users, including vendors, contractors, and inter-and intra-Agency users.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install, test and submit for acceptance new or upgraded systems
	As required
	Occurrence(s)
	1250/ 326
	2000/ 326
	1200/ 326
	1550/ 326
	1600/ 326

	Performance Standard
	Guidance and Regulations

	Within 22 days of request - 80%
	Manufacturer’s Recommendations and minimum specifications, FSH


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide ‘as built’ documentation of system
	As required
	Occurrence(s)
	540/151
	400/151
	380/151
	360/151
	380/151

	Performance Standard
	Guidance and Regulations

	Within 66 days of system completion - 80%
	IEEE and TIA/EIA, FS Manual DR 3100 and 3300, National Electrical Code, Industry standard best practice, FSM 6640, FSH 6609.14


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Resolve radio equipment problems
	As required
	Occurrence(s)
	12500/ 2167
	14700/ 2167
	16300/ 2167
	15500/ 2167
	15600/ 2167

	Performance Standard
	Guidance and Regulations

	Completed within 2 days of request – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install mobile equipment
	As required
	Occurrence(s)
	4900/ 1765
	3650/ 1765
	3350/ 1765
	3600/ 1765
	3550/ 1765

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install base stations
	As required
	Occurrence(s)
	1250/ 224
	1150/ 224
	1000/ 224
	1000/ 224
	1000/ 224

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install repeaters
	As required
	Occurrence(s)
	1050/ 196
	750/ 196
	700/ 196
	700/ 196
	700/ 196

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install radio links
	As required
	Occurrence(s)
	450/71
	350/71
	350/71
	350/71
	350/71

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install dispatch consoles
	As required
	Occurrence(s)
	700/163
	460/163
	460/163
	460/163
	460/163

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install data radios
	As required
	Occurrence(s)
	200/20
	200/20
	200/20
	200/20
	220/20

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install aircraft radio (AM Victor)
	As required
	Occurrence(s)
	200/25
	180/25
	180/25
	180/25
	180/25

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install Public Service Broadcast
	As required
	Occurrence(s)
	30/10
	25/10
	25/10
	30/10
	30/10

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install, radio towers
	As required
	Occurrence(s)
	320/131
	220/131
	220/131
	200/131
	200/131

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install radio power systems
	As required
	Occurrence(s)
	640/129
	540/129
	500/129
	500/129
	500/129

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install RCoIP
	As required
	Occurrence(s)
	660/218
	620/218
	760/218
	700/218
	740/218

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install wireless data devices (not including microwave or spectrum)
	As required
	Occurrence(s)
	240/37
	280/37
	100/37
	100/37
	140/37

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install microwave radios
	As required
	Occurrence(s)
	360/84
	260/84
	220/84
	200/84
	200/84

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install terminating equipment (MUX)
	As required
	Occurrence(s)
	3700/ 543
	3700/ 543
	3700/ 543
	3650/ 543
	3700/ 543

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform preventive maintenance on radio equipment
	As required
	Occurrence(s)
	34600/ 6800
	35700/ 6800
	37000/ 6800
	36000/ 6800
	36200/ 6800

	Performance Standard
	Guidance and Regulations

	Within Agency guidance or Manufacturer specifications or recommendations – 95%
	DOG, OEM Specifications or Recommendations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Remove and reinstall mobile radios for vehicle replacement
	As required
	Occurrence(s)
	3600/ 1859
	3550/ 1859
	4000/ 1859
	3550/ 1859
	3750/ 1859

	Performance Standard
	Guidance and Regulations

	Within 44 days of request – 80%
	Radio 0011-1, Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Test and operate equipment in order to establish its operating characteristic parameters and permissible tolerances
	As required
	Occurrence(s)
	49300/ 1873
	48600/ 1873
	49900/ 1873
	49600/ 1873
	49700/ 1873

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Manufacturer’s Recommendations and minimum specifications


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Programming radio user groups, frequencies, CTCSS, NACS, talk groups, user groups, and other required parameters
	As required
	Occurrence(s)
	67800/ 4244
	61400/ 4244
	60300/ 4244
	60000/ 4244
	60000/ 4244

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Manufacturer’s Recommendations and minimum specifications


C-5.4.5.5.   Emergency Services Equipment Support 

The Service Provider shall be responsible for and shall maintain the radio systems components in emergencies for inter- and intra-Agency radio communication.  In addition to radio systems supported during normal operations, the following systems require radio support during emergencies: expanded dispatch offices and emergency incident command locations.  The Service Provider shall insure all equipment will be functional prior to fielding.  The Service Provider shall provide the support and assistance to the incident command team as requested including the termination of any added services to support the incident and the return of any communications resources ordered by the unit or any assigned incident command team.

The work environment is varied and challenging and includes office, shop, in and around aircraft, various airfields/helicopter bases, and remote sites with adverse weather conditions. 

Workload is divided into four categories as defined in TE-21: Scheduled, Non-Critical, Critical, and Emergency.  The breakdown of the different workloads associated with each category is shown in TE-48, -49, and -51.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install, test and submit for acceptance new or upgraded systems 
	As required
	Occurrence(s)
	6650/ 566
	6100/ 566
	5900/ 566
	6600/ 566
	6600/ 566

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%


	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Resolve radio equipment problems 
	As required
	Occurrence(s)
	50700/ 566
	50500/ 566
	50500/ 566
	50400/ 566
	50700/ 566

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%


	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install mobile equipment 
	As required
	Occurrence(s)
	6650
	6500
	6700
	6450
	6650

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install base stations 
	As required
	Occurrence(s)
	2350
	2300
	2250
	2250
	3000

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install repeaters 
	As required
	Occurrence(s)
	3400
	3300
	3300
	3300
	3300

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install radio links 
	As required
	Occurrence(s)
	1100
	1100
	1100
	1100
	1100

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install dispatch consoles
	As required
	Occurrence(s)
	1100
	1000
	1050
	950
	1050

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install data radios
	As required
	Occurrence(s)
	240
	180
	180
	180
	180

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install AM Victor
	As required
	Occurrence(s)
	1050
	1000
	1000
	1000
	1000

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install, radio towers
	As required
	Occurrence(s)
	320
	300
	300
	280
	300

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install radio power systems
	As required
	Occurrence(s)
	1000
	950
	950
	950
	1000

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install RCoIP 
	As required
	Occurrence(s)
	1400
	1400
	1700
	1400
	1500

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install wireless data devices (not including microwave or spectrum)
	As required
	Occurrence(s)
	1150
	1200
	1000
	1000
	1000

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install microwave radios
	As required
	Occurrence(s)
	680
	620
	560
	540
	560

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install terminating equipment (MUX)
	As required
	Occurrence(s)
	1500
	1500
	1400
	1400
	1440

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform preventive maintenance on radio equipment
	As required
	Occurrence(s)
	57400
	57500
	57900
	58400
	59000

	Performance Standard
	Guidance and Regulations

	IAW Agency guidance or Manufacturer specifications or recommendations – 80%
	DOG, OEM specifications or recommendations, vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Programming radio user groups, frequencies, CTCSS, DTCSS, NACS, talk groups, user groups, and other required parameters
	As required
	Occurrence(s)
	69000
	67000
	67700
	68000
	68500

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor updates, Manufacturer’s technical publications, standard industry practices, USDA and FS regulations, Fire Line Handbook, and Fire Business Management Handbook


C-5.4.5.6.   Antenna and Equipment Installation and Maintenance 

The Service Provider shall install, maintain and repair communication antennas and dishes (coaxial and waveguides) and other communications equipment, including batteries, associated with communication towers or other structures.  For work involving equipment mounted on towers, the Service Provider shall provide personnel with current climbing certification in accordance with FSM and FS Safety Handbook.   The Service Provider shall inspect and document all tower conditions in accordance with FSM.   Any tower suspected of not complying with Code of Federal Regulations (CFR) sections cited below shall be reported to the Contracting Officer for referral to and action by the appropriate official and/or agency.  The Service Provider shall insure tower and earth ground integrity in accordance with industry standards.  

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install, maintain, and repair communications equipment associated with communications towers (tower climbing certification required)
	As required
	Occurrence(s)
	1450
	1400
	1350
	1400
	1500

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	FSM 6716.03, OSHA, FSH, manufacturer’s recommendations and minimum specifications, 29 CFR 1910.29,1910.66, 1910.67, 1910.268, 1926.104, 1926.107, 1926.500-1926.502, 1926.959(ANSI) Z10.14-1991, and Z133.1-1994 and (ASTM) B117-64

NTIA Manual


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Inspect towers
	As required
	Occurrence(s)
	1950
	1900
	1850
	1850
	2000

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	FSM 6716.03, OSHA, FSH, manufacturer’s recommendations and minimum specifications, 29 CFR 1910.29,1910.66, 1910.67, 1910.268, 1926.104, 1926.107, 1926.500-1926.502, 1926.959(ANSI) Z10.14-1991, and Z133.1-1994 and (ASTM) B117-64


C-5.4.5.7.   Frequency Management

The Service Provider shall process local and regional requests for frequency authorization for temporary and permanent assignments, inter agency agreements, MOUs and other related frequency management responsibilities. This shall include locating a suitable frequency to satisfy the operational requirements.

These operational requirements shall include but not be limited to, frequency assignments for emergency command, tactical, logistic, and aviation uses.  The Service Provider shall request new assignments, perform the required 5-year reviews, and request modifications of existing Radio Frequency Assignments (RFAs) for all transmitters within the Agency’s responsibility.  The Service Provider shall be responsible for interference identification and resolution, and compliance with local and regional frequency agreements and MOUs.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Request new frequency assignments
	As required
	Occurrence(s)
	1950
	1700
	1600
	1600
	1900

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	FSM, NTIA, FCC


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Review existing frequency assignments (5-year update)
	As required
	Occurrence(s)
	10000
	10200
	9500
	9700
	10900

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	FSM, NTIA, FCC


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Process Temporary frequency assignment request – Non critical
	As required
	Occurrence(s)
	650
	650
	650
	650
	650

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	FSM, NTIA, FCC


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Process Temporary frequency assignment request – Emergency
	As required
	Occurrence(s)
	2150
	2100
	2150
	2250
	2100

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	FSM, NTIA, FCC


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Report frequency interference
	As required
	Occurrence(s)
	440
	460
	480
	480
	500

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	FSM, NTIA, FCC


C-5.4.5.8.   Radio Contract Support

The Service Provider shall gather and compile quantity and radio equipment requirements for the Agency national radio contract from field units.  The Service Provider shall assist in the development of the solicitation for advertisement to meet the equipment requirements using field unit input.  The Service provider shall assist in evaluation of solicitation bids.

The Service Provider shall complete testing on samples of all types of Land Mobile Radio (LMR) equipment to determine compliance with manufacturer and Agency advertised specifications prior to vendor solicitation and certify equipment is ready for procurement.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Gather and compile radio equipment contract requirements
	As required
	Occurrence(s)
	600
	600
	600
	600
	600

	Performance Standard
	Guidance and Regulations

	Within 66 days of request - 95%
	TIA/EIA 102 specifications


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Assist in developing of radio contract solicitation
	As required
	Occurrence(s)
	1200
	1200
	1200
	1200
	1200

	Performance Standard
	Guidance and Regulations

	Within 44 days of request - 95%
	TIA/EIA 102 specifications


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Assist in evaluation of solicitation bids
	As required
	Occurrence(s)
	80
	80
	80
	80
	80

	Performance Standard
	Guidance and Regulations

	Within 22 days of request - 95%
	TIA/EIA 102 specifications


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Conduct compliance testing
	As required
	Occurrence(s)
	2650
	2650
	2650
	2650
	2650

	Performance Standard
	Guidance and Regulations

	Completed within negotiated timeframes - 95%
	 FS and manufacturer product specifications, NTIA, TIA/EIA-603, TIA/ EIA-102 performance specifications


C-5.4.6.   Voice & Video System Management

The Service Provider shall operate, manage, install and maintain designated Agency voice and video systems to meet the business needs of the Agency.  See TE-10 for a list of these systems.  The Service Provider shall be responsible for planning system replacements.  The Service Provider shall obtain approval of system replacement and modification plans.  The Service Provider shall coordinate with Local Exchange Carriers (LEC), Commercial Local Exchange Carrier (CLEC), common carriers, General Services Administration (GSA), FTS carriers, and other service providers for delivery of approved telephone services.  The Service Provider shall maintain designated Agency voice and video systems including, but not limited to, troubleshooting, repair, programming, adds, moves, and changes, and modifications.  The Service Provider shall maintain peripheral equipment and systems to include, but not be limited to, power systems, wiring and cable systems, facsimile equipment, voice messaging systems and equipment, audio/video bridging equipment.  The Service Provider shall maintain up-to-date documentation of all systems including, but not limited to, maintenance records, as-built documents, inventories, and system configurations.

The Service Provider shall operate, program, maintain, modify, troubleshoot, repair, and upgrade Private Branch Exchanges (PBXs), electronic key systems, Centrex services, VoIP equipment, video systems, equipment and software, and associated peripheral equipment including, but not limited to, voice mail systems, CDR accounting, audio and video bridges, audio and video transmission equipment, multiplexer, PRI switches, UPS systems with backup battery systems, and main distribution frames with connectivity to cable distribution systems. The Service Provider shall provide programming and wiring support for installs, adds, moves, changes, disconnects, and troubleshooting for completion of approved work requests. Miscellaneous actions include, but are not limited to, removing and installing cables and equipment, survey new work, and assist contractors with their on-site work.  

Video systems include, but are not limited to, conference room systems that require dedicated bandwidth, ISDN BRI and PRI PSTN connections, and desktop IP video systems and software.

C-5.4.6.1.   Voice & Video Planning

The Service Provider shall be responsible for developing the designated voice and video component of Agency telecommunications tactical, strategic, and project plans including the application of VoIP and ViIP.  Documentation required to be provided by the Service Provider shall include any or all of the following business case analyses and system designs; site surveys, proposed equipment, procurement strategies and sources, implementation plans, FIR and CPIC reporting, risk evaluations, system configurations, wiring, coaxial, cost estimates, installation timeline, and down time of systems that will affect the Agency.  The Service Provider shall submit all plans for approval.  The Service Provider shall coordinate with LEC, CLEC, common carrier, and or other service providers, delivery of services in such a manner as to insure minimum down time and disruption to end-users.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop a business case analysis for voice and video systems
	As required
	Occurrence(s)
	220
	240
	220
	200
	220

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	MOU, (Telco 0014-1)


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create and submit the voice and video component of the Strategic Telecommunications plans
	Annually
	Occurrence(s)
	60
	80
	60
	60
	60

	Performance Standard
	Guidance and Regulations

	Submitted 66 days before the end of FY - 95%
	FSM 6640, FSH 6609.14, DR 3300


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create and submit the voice and video component of the Tactical Telecommunications plans
	Annually
	Occurrence(s)
	100
	120
	100
	100
	100

	Performance Standard
	Guidance and Regulations

	Submitted 66 days before the end of FY- 95%
	FSM 6640, FSH 6609.14, DR 3300


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create and submit voice and video project plans
	As required
	Occurrence(s)
	180
	180
	140
	120
	140

	Performance Standard
	Guidance and Regulations

	Submitted as required within negotiated timeframes – 95%
	FSM 6640, FSH 6609.14, DR 3300


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Update and submit voice and video 10-year Replacement Plan
	As required
	Occurrence(s)
	80
	75
	65
	60
	55

	Performance Standard
	Guidance and Regulations

	Submitted within negotiated timeframes – 95%
	FSH, FSM, NTIA


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide FIR and CPIC reporting for all requested data
	Semi-Annually
	Occurrence(s)
	440
	460
	440
	440
	460

	Performance Standard
	Guidance and Regulations

	Submitted within 66 days of request - 80%
	DR 3300


C-5.4.6.2.   Service Ordering and Coordination

The Service Provider shall serve as the Telecommunications Coordination Officer (TCO) for order processing and coordinating the installation of dedicated long-haul circuits, ISDN, calling cards, Pre-subscribed Inter-exchange Carrier Charge (PICCs) and 800 services through FTS2001 and LECs.  The Service Provider shall collect requirements, including fund codes, to cover installation, usage and any overtime expediting charges.  The Service Provider shall prepare the Request for Service (RFS) documentation for ordering through FTS2001 and LECs allowing for the appropriate lead times.  The Service Provider shall transmit the request for service to appropriate DAR for processing.  The Service Provider shall track the progress of the order and submit the appropriate completion report when the vendor or carrier delivers service to the customer.  The Service Provider shall prepare the appropriate documentation for disconnecting services when no longer needed by the customer.

The Service Provider shall review all telecommunications services billing including, but not limited to, local lines, long distance, toll-free, audio and video conferencing, and dedicated circuits.  The Service Provider shall review billings for vendor billing errors, waste, fraud and abuse and shall take necessary actions to correct it.  The Service provider shall analyze telecommunication service levels for optimization.

The Service Provider shall coordinate with applicable LEC, Competing Local Exchange Carriers (CLEC), GSA and any common carrier for installation, upgrades, moves, disconnects and repair of Agency approved telephone circuits, lines, and services.

The Service Provider shall coordinate all circuit, line and service installations, upgrades and repairs with the appropriate LEC, CLEC and/or common carrier.  This will include in some cases coordination with other government agencies such as the GSA.

The Service Provider shall perform work management functions such as work reception, prioritization, classification, categorization, documentation, scheduling, and close out.  The Service Provider shall manage work that includes Preventive Maintenance (PM), Remedial Maintenance (RM), Renovation/Expansion (RE), and New Construction (NC), trouble shooting, repair, installation, and coordinating with other contractors, vendor, and telephone service providers.  Workload for some tasks is divided into four categories as defined in TE-21: Scheduled, Non-Critical, Critical, and Emergency.  The breakdown of the different workloads associated with each category is shown in TE-33 and -50.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Process non-FTS requests for service
	As required
	Occurrence(s)
	1400
	1450
	1400
	1350
	1350

	Performance Standard
	Guidance and Regulations

	Work requests completed within 22 days of request - 80%
	DR3300-001 (TNSMP), FSM and FSH


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Process non-FTS disconnect orders
	As required
	Occurrence(s)
	940
	980
	880
	860
	860

	Performance Standard
	Guidance and Regulations

	Work requests completed within 22 days of request - 80%
	DR3300-001 (TNSMP), FSM and FSH


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Analyze and recommend changes to telecommunications service levels
	As required
	Occurrence(s)
	880
	860
	880
	880
	900

	Performance Standard
	Guidance and Regulations

	Reports submitted within negotiated timeframes - 95%
	DR3300-001 (TNSMP), FSM and FSH


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Review and reconcile non-FTS service billing
	Monthly
	Occurrence(s)
	5600
	6200
	5600
	5600
	5600

	Performance Standard
	Guidance and Regulations

	Reports submitted within 22 days after end of each month - 80%
	DR3300-001 (TNSMP), FSM and FSH


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Review non-FTS CDR
	As required
	Occurrence(s)
	5600
	5800
	5600
	5600
	5600

	Performance Standard
	Guidance and Regulations

	Reports submitted within 22 days of request - 80%
	DR3300-001 (TNSMP), FSM and FSH


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Process FTS requests for service
	As required
	Occurrence(s)
	820
	980
	820
	820
	980

	Performance Standard
	Guidance and Regulations

	Work requests completed within 22 days of request - 80%
	DR3300-001 (TNSMP), FSM and FSH


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Process FTS Disconnect Orders
	As required
	Occurrence(s)
	280
	340
	280
	280
	280

	Performance Standard
	Guidance and Regulations

	Work requests completed within 22 days of request - 80%
	DR3300-001 (TNSMP), FSM and FSH


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Troubleshoot and Clear Troubles and Circuits 
	As required
	Occurrence(s)
	4400/ 1710
	4800/ 1710
	4150/ 1710
	4100/ 1710
	4200/ 1710

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor Updates, Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install Voice Circuits 
	As required
	Occurrence(s)
	2900/ 736
	3350/ 736
	2850/ 736
	2750/ 736
	2800/ 736

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor Updates, Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Upgrade Voice Circuits 
	As required
	Occurrence(s)
	1950/ 303
	1300/ 303
	1100/ 303
	1100/ 303
	1150/ 303

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor Updates, Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Request Voice Circuits Disconnection 
	As required
	Occurrence(s)
	920/387
	940/387
	800/387
	780/387
	780/387

	Performance Standard
	Guidance and Regulations

	Request completed within 11 days – 80%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Request ISDN Circuits Installation 
	As required
	Occurrence(s)
	85/154
	80/154
	65/154
	65/154
	70/154

	Performance Standard
	Guidance and Regulations

	Request completed within 11 days – 80%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Request ISDN Circuits Disconnection 
	As required
	Occurrence(s)
	30/102
	30/102
	25/102
	20/102
	20/102

	Performance Standard
	Guidance and Regulations

	Request completed within 11 days – 80%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


C-5.4.6.3.   Routine Voice and Video Operations

The Service Provider shall install, test and submit for acceptance all new or upgraded systems, provide as-built documentation, and insure compliance with Agency and applicable standards.  The Service Provider shall provide scheduled, preventive and unscheduled maintenance for voice and video systems.  When voice or video equipment is being repaired, the Service Provider shall coordinate with affected users, including vendors, contractors, and inter-and intra-agency users.

The Service Provider shall install, maintain, troubleshoot and upgrade external building campus cabling and wiring and inside building wiring which includes, but is not limited to, multiple conductor aerial, underground, and buried multi-purpose communications cables including coaxial, fiber optic and copper twisted pair.

The Service Provider shall coordinate with LEC, CLEC, common carriers, and FTS providers for troubleshooting and repair of carrier provided services including, but not limited to, analog and digital voice circuits, business lines, voice T1s, ISDN PRI/BRI, Off Premise Extensions (OPX), Foreign Exchange Office (FXO), Foreign Exchange Station (FXS), Centrex services, private voice network tie-lines, Voice and Video over IP, and Fixed Satellite ground stations.

Voice systems and equipment that are used primarily for critical and emergency traffic, including inter- and intra-Agency fire and dispatch centers and expanded dispatch offices shall be maintained to assure availability in emergencies.  Scheduled, non-critical, critical and emergency restoration of services shall be carried out in accordance with TE-21.

The Service Provider shall receive approved work orders from the Agency including, but not limited to, voicemail accounts, activate new voicemail accounts, create and modify voice menus and sub-menus, respond to customer and switch generated trouble calls, monitor mailboxes (not contents), and delete mailboxes upon receipt of approved order.

Workload for some tasks is divided into four categories as defined in TE-21: Scheduled, Non-Critical, Critical, and Emergency.  The breakdown of the different workloads associated with each TE –21 category, as well as workload associated with move, add, change, de-install, problem resolution, and preventative maintenance activities, are shown in TE-33 and -50.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install voice instruments, TDDs and other accessibility instruments
	As required
	Occurrence(s)
	8100/

4129
	7300/

4129
	6450/

4129
	6450/

4129
	6400/

4129

	Performance Standard
	Guidance and Regulations

	Within 5 days of request – 80%
	Manufacturer’s Recommendations and minimum specifications, FSH


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide ‘as built’ documentation of system
	As required
	Occurrence(s)
	420/130
	400/130
	360/130
	360/130
	340/130

	Performance Standard
	Guidance and Regulations

	Within 66 days of system completion – 80%
	IEEE and TIA/EIA, FS Manual DR 3100, National Electrical Code, Industry standard best practice, FSM 6640, FSH 6609.14




	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Resolve voice and video desktop equipment problems
	As required
	Occurrence(s)
	6950/

3120
	7450/

3120
	6250/

3120
	6200/

3120
	6150/

3120

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install voice and video services
	As required
	Occurrence(s)
	4500/

2950
	5650/

2950
	3250/

2950
	3200/

2950
	3250/

2950

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install voicemail accounts
	As required
	Occurrence(s)
	7800/

3486
	7950/

3486
	5600/

3486
	5500/

3486
	5500/

3486

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create and/or modify voicemail menus
	As required
	Occurrence(s)
	3250/ 834
	4000/

834
	2300/

834
	2150/

834
	2200/

834

	Performance Standard
	Guidance and Regulations

	Work completed within 5 days of request - 80%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations, Forest Service and/or Local Unit Policy


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install, resolve problems with and perform preventative maintenance on peripheral equipment 
	As required
	Occurrence(s)
	12500/

2148
	14100/

2148
	8700/

2148
	8100/

2148
	8100/

2148

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor Updates, Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install, resolve problems with and perform preventative maintenance on PBX and key systems 
	As required
	Occurrence(s)
	7250/

1188
	6350/

1188
	6250/

1188
	6250/

1188
	6150/

1188

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Vendor Updates, Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install, resolve problems with and perform preventative maintenance on Voice over IP
	As required
	Occurrence(s)
	16200/

965
	24300/

965
	12800/

965
	11600/

965
	11700/

965

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install, resolve problems with and perform preventative maintenance on video
	As required
	Occurrence(s)
	240/133
	320/133
	400/133
	340/133
	340/133

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Move, add, change, de-install, resolve problems with and perform preventative maintenance on fixed satellite ground station
	As required
	Occurrence(s)
	180/40
	200/40
	180/40
	200/40
	200/40

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Manufacturer’s Technical Publications, Standard Industry Practices, USDA and FS regulations


C-5.5.   Server Support

The Service Provider shall perform system administration tasks for the servers listed in TE-24 (Supported Servers and Operating Systems).  The servers shall be operational 24 hours a day, 7 days per week except for planned downtime, back-ups, unforeseen equipment failure, and system maintenance.  The Service Provider shall normally respond to requests for server support in accordance with TE-25 (Level 2 SLAs) between hours of 6 a.m. and 6 p.m. local time, except in the case of emergencies, unplanned outages, or work that is scheduled for off-hours in order to minimize service disruptions.  The Service Provider shall respond to emergencies or unplanned outages as directed by the Contracting Officer.  Back-up operations should be avoided during normal working hours and if possible should be limited to the period between 9 p.m. and 6 a.m. local time.  The daily operations tasks include, but are not limited to, monitoring and operating computer systems, resolving computer system problems, and system shutdown and reboots, as well as all routine and ad hoc Agency Enterprise-wide and local Web Server and Web-Related Services support, operations, and duties.  The Service Provider shall also notify the EUSC and affected Agency activities of downtime periods as a result of system failures, power outages, communication failures, and other facility failures.

C-5.5.1.   General Server Support

The Service Provider shall provide server support including, but not limited to, developing, reviewing, changing and disseminating operational procedure documentation, updating configuration documentation, notification of unplanned outages, notification of planned outages, and responding to trouble calls after-hours.  Planned outages in a particular location shall not normally be scheduled during locally critical events including, but not limited to, payroll processing periods, year-end budget closeout or during All-Risk Incidents.  The Service Provider shall install, de-commission and update server hardware to support Agency requirements.  Back-ups shall be completed on servers.  The Service Provider shall perform requirements planning and server system sizing.  The Service Provider shall perform server and data location optimization, configuration, monitoring, and tuning.  The Service Provider shall perform the receipt process for Agency servers. 

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop, review, change and disseminate operational procedure documentation
	As required
	Occurrence(s)
	2000/

152
	1950/

152
	2000/

152
	2000/

152
	2000/

152

	Performance Standard
	Guidance and Regulations

	 Documentation disseminated no less than 5 days prior to change – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop and update server configuration documentation
	As required
	Occurrence(s)
	2200/

59
	2200/

57
	2200/

56
	2200/

56
	2200/

56

	Performance Standard
	Guidance and Regulations

	 Updated within 3 days after change – 80%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Notify customers of unplanned system disruptions
	As required
	Occurrence(s)  
	3150/

53
	2750/

53
	2800/

53
	2850/

53
	2850/

53

	Performance Standard
	Guidance and Regulations

	Notification made within 1 hour of identification of disruptions - 95%
	SOP and DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Notify customers of planned disruptions within control of the service providers
	As required
	Occurrence(s)  
	4850/

73
	4000/

71
	4150/

71
	4150/

71
	4200/

71

	Performance Standard
	Guidance and Regulations

	Customers notified at least 5 days prior to planned disruptions – 80%
	None


	Output  
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Respond to trouble calls (outside business hours)
	As required
	Occurrence(s)
	3050/

147
	2600/

151
	2600/

150
	2550/

149
	2550/

150

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	None


	Output  
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install new server hardware
	As required
	Occurrence(s)
	480/108
	440/93
	440/111
	440/99
	460/101

	Performance Standard
	Guidance and Regulations

	Installed within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Upgrade/update server hardware
	As required
	Occurrence(s)
	860/114
	860/93
	840/103
	860/98
	880/102

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform special/on-demand snapshot back-ups
	As required
	Occurrence(s)
	2200/

140
	2050/

137
	2050/

137
	2100/

136
	2100/

116

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform full backup
	Monthly
	Occurrence(s)
	26000/

2696
	24600/

2708
	24700/

2708
	24000/

2708
	24100/

2708

	Performance Standard
	Guidance and Regulations

	Perform backups within monthly intervals – 100%

If monthly back up fails, failure corrected and backup completed by end of following weekend – 100%
	Server DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform incremental backup
	Daily
	Occurrence(s)
	152700/

15601
	128600/

15861
	126100/

15861
	126600/

15861
	126800/

15861

	Performance Standard
	Guidance and Regulations

	Successful backups completed within negotiated timeframes (data are recoverable) – 95%

For unsuccessful backups (data are not recoverable), backup re-accomplished successfully within 1 day – 100% (excludes hardware problems)
	Server DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Restore server system and data files
	As required
	Occurrence(s)
	3700/

278
	2800/

281
	2900/

281
	2900/

281
	2950/

281

	Performance Standard
	Guidance and Regulations

	Restored within 1 day of request - 80%
	Server DOG and desk-side SLA Level 2


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform requirements planning and server system sizing
	As required
	Occurrence(s)
	1200/40
	1100/40
	1150/41
	1150/41
	1150/41

	Performance Standard
	Guidance and Regulations

	Documentation submitted within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform server and data location optimization, configuration, monitoring, and tuning
	As required
	Occurrence(s)
	48000/

2773
	42000/

2826
	43300/

2824
	43300/

2826
	43500/

2824

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Comply with the receiving process for new and replacement servers 
	As required
	Occurrence(s)
	  360/24
	300/19
	280/17
	280/18
	320/19

	Performance Standard
	Guidance and Regulations

	Completion within 5 days of equipment delivery – 100%
	FAR 


	Output  
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	De-commission server hardware
	As required
	Occurrence(s)
	320
	80
	120
	80
	80

	Performance Standard
	Guidance and Regulations

	De-commission within negotiated timeframes – 95%
	None


C-5.5.1.1.   Server Problem Resolution

The Service Provider shall troubleshoot and take corrective action on server problems such as system crashes, extended response times, environment problems, related peripherals and unauthorized access.  The Service Provider shall analyze server information such as help desk calls, system logs, journals, dumps, documentation (system, utility, application and security), management tools, and vendor information to solve server problems.  The Service Provider shall coordinate with vendors, application programmers, and technical support personnel in the resolution of server problems.  Peripherals include, but are not limited to, disk arrays, tape drives, and tape libraries.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Troubleshoot and resolve server and peripheral hardware problems (Desk side)
	As required
	Occurrence(s)
	6850/

929
	5150/

553
	5400/

583
	5500/

583
	5500/

583

	Performance Standard
	Guidance and Regulations

	TE–25 IBM EUSC SLA Level 2
	SLA Level 2


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Troubleshoot and resolve server software problems (Desk side)
	As required
	Occurrence(s)
	25200/

2417
	18600/

2459
	18600/

2526
	18600/

2584
	18700/

2634

	Performance Standard
	Guidance and Regulations

	TE–25 IBM EUSC SLA Level 2
	SLA Level 2


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Remotely troubleshoot and resolve server and peripheral hardware problems
	As required
	Occurrence(s)
	8650/

303
	7150/

272
	6900/

302
	6900/

308
	6900/

310

	Performance Standard
	Guidance and Regulations

	TE–25 IBM EUSC SLA Level 2
	SLA Level 2


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Remotely troubleshoot and resolve server software problems
	As required
	Occurrence(s)
	15200/

1954
	12800/

1970
	12700/

2020
	12700/

2066
	12700/

2091

	Performance Standard
	Guidance and Regulations

	TE–25 IBM EUSC SLA Level 2
	SLA Level 2


C-5.5.1.2.   Server File System Maintenance and Access Control

The Service Provider shall create, delete and manage server file systems and implement file access controls according to Agency policy.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create, delete and manage file systems and file access controls 
	As required
	Occurrence(s)
	 34900/

1181
	30800/

1181
	31400/

1197
	31600/

1201
	31800/

1201

	Performance Standard
	Guidance and Regulations

	Actions accomplished within 1 day after request – 80%
	SLA and Server DOG


C-5.5.2.   Agency AIX Server Support

The Service Provider shall maintain AIX server operating systems.  The Service Provider shall install and maintain (update) the Distributed Computing Environment/Distributed File System (DCE/DFS) environment on Agency AIX servers.  The Service Provider shall troubleshoot and resolve DCE problems on AIX servers.  TE-26 (AIX Server Configurations) shows various configurations for Agency AIX servers.  The Service Provider shall install and maintain AIX server software to support Agency requirements including, but not limited to, Fast Connect, Server Central, Send Mail, Document Server, and Network Time Protocol.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install and maintain (update) DCE/DFS environment on AIX servers
	As required
	Occurrence(s)
	3250/40
	2550/40
	2500/43
	2500/43
	2500/47

	Performance Standard
	Guidance and Regulations

	Updated within negotiated timeframes – 95%
	FSM (6600)


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Resolve DCE/DFS problems
	As required
	Occurrence(s)
	16800/

369
	14200/

381
	11400/

203
	11500/

203
	11600/

203

	Performance Standard
	Guidance and Regulations

	SLA Level 2
	SLA Level 2


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install and maintain Agency AIX server software
	As required
	Occurrence(s)
	4750/

181
	3850/

184
	3850/

183
	3950/

186
	3950/

188

	Performance Standard
	Guidance and Regulations

	Modified within negotiated timeframes – 95%
	FSM (6600)


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install and maintain Agency server application software
	As required
	Occurrence(s)
	6950/

239
	6550/

239
	6500/

239
	6500/

239
	6500/

239

	Performance Standard
	Guidance and Regulations

	Modified within negotiated timeframes – 95%
	FSM (6600)


C-5.5.2.1.   Support for Server-based Print Services

The Service Provider shall configure, maintain, troubleshoot, and resolve print services residing on the Agency’s servers.  This includes, but is not limited to, creating print services, restarting queues and loading print drivers.  The Service Provider shall also upgrade software, firmware, and information relative to the print system to keep it current.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Configure and maintain print services
	As required
	Occurrence(s)
	 19300/

1805
	18400/

1755
	18100/

1755
	17900/

1755
	17800/

1755

	Performance Standard
	Guidance and Regulations

	SLA Level 2
	SLA Level 2 and Server DOG


C-5.5.2.2.   AIX Server System Management

The Service Provider shall perform server system management, to include but not be limited to, disk management, server maintenance, update, planning, site planning, preparation and maintenance.  The Service Provider shall perform cell consolidations as directed.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform server system maintenance
	As required
	Occurrence(s)
	33200/

5418
	30600/

5437
	31300/

5439
	30800/

5441
	31000/

5443

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	FSM, FSH and DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform server systems updates and software upgrades 
	As required
	Occurrence(s)
	11900/

823
	11200/

825
	11000/

824
	10900/

823
	11000/

823

	Performance Standard
	Guidance and Regulations

	Completion within TIB due date – 95%

if no TIB due date provided completion within 33 days – 95%
	TIBS


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform cell consolidations
	As required
	Occurrence(s)
	180/26
	180/26
	180/34
	160/2
	100/2

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


C-5.5.2.3.   Domino Server Administration

The Service Provider shall provide Domino server administration to include, but not be limited to, initial set-up, configuration, monitoring and maintenance of Domino servers supporting mail, Domino databases, Sametime chat and on-line meetings and Quickplaces.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform Domino server administration duties
	As required
	Occurrence(s)
	3150
	3200
	3950
	4300
	4700

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Electronic Mail Handbook, FSM, FSH and DOG


C-5.5.2.4.   Tivoli Storage Manager (TSM) Support

The Service Provider shall provide hardware, software, and operations support for Tivoli Storage Manager systems at locations and proposed locations provided in TE-27 (Location of Tivoli Storage Manager Servers).  This support will be performed in accordance with the DOG and includes, but is not limited to, TSM server and associated tape drive/library hardware support, TSM system administrator functions (such as disk management, directory and file access, performance monitoring, application management, server maintenance, update and planning), and TSM tape library operations and support.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform TSM server system maintenance
	As required
	Occurrence(s)
	8650/

284
	8650/

296
	9250/

296
	9250/

296
	9300/

296

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	FSM, FSH and DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform TSM server systems updates and software upgrades 
	As required
	Occurrence(s)
	760/35
	800/38
	900/38
	920/38
	940/38

	Performance Standard
	Guidance and Regulations

	Completion by TIB due dates – 95%

if no TIB due date provided completion within 33 days - 95%
	Release Notice and TIBs


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform TSM server installations (as listed in TE-27)
	As required
	Occurrence(s)
	35/5
	20/4
	20/4
	20/4
	20/4

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform TSM server systems updates and hardware upgrades 
	As required
	Occurrence(s)
	180/6
	200/9
	280/9
	280/9
	320/9

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	None


C-5.5.3.   Other Server Support

The Service Provider shall support other operating systems and server-resident services including, but not limited to, Linux and Microsoft Windows server operating systems, VoIP, TACACS, LDAP, firewalls, license manager systems, print servers, and local file servers.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform server system maintenance on other servers
	As required
	Occurrence(s)
	2050/

41
	2450/

41
	2450/

41
	2450/

41
	2450/

41

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	FSM, FSH and DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform server systems updates and software upgrades for other servers
	As required
	Occurrence(s)
	1050/28
	1050/28


	1150/28
	1100/28
	1150/28

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes - 95%
	Release Notice


C-5.5.4.   Web Server Support Services

The Service Provider shall develop, modify, maintain and document web pages for IRM activities.  These web pages shall be hosted on the web servers listed in TE-24 (Supported Servers and Operating Systems).  The Service provider shall develop, modify and maintain Agency standardized web templates.  The Service Provider shall document IRM web site maps.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop, modify, maintain and document web pages for IRM activities
	As required
	Page(s)
	4800/22
	3750/22
	3650/22
	3600/22
	3650/22

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	508 compliance, Agency Web policy


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop, modify and maintain Agency standardized web templates
	As required
	Page(s)
	2450/31
	1950/31
	2050/30
	2050/35
	2050/35

	Performance Standard
	Guidance and Regulations

	Within 44 days of request – 80%
	508 compliance, Agency Web policy


C-5.6.   Desktop Support

The Service Provider shall provide support for desktop and laptop systems and users as provided in TE-25.  

C-5.6.1.   Desktop Enterprise Software Support

The Service Provider shall update, install and inventory licenses for Desktop Enterprise software for which these activities are not automated or for which automated delivery has failed.  This support includes, but is not limited to, re-imaging, operating system updates, and/or updates that are too large to be packaged for network delivery.  Re-imaging a system includes all work necessary to restore its functionality as nearly as possible to its last known good state.

The Service Provider shall provide level 2 support for Enterprise software and software that has obtained Agency technical approval.  TE-06 and TE-10 list the currently supported Enterprise and additional agency approved software, but this list is subject to change as Agency requirements evolve. The Service Provider shall troubleshoot and take corrective action, including obtaining level 3 support as needed, for software errors, software failures, non-availability, and slow response times.  When new software (such as a new device driver) is required for proper operation of new or existing hardware, the Service Provider shall troubleshoot problems that arise with the installation and integration of the software into the production environment and take corrective action. In all cases correct operation of the Enterprise software takes precedence over the correct operation of non-Enterprise software. 

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Re-image computer
	As required
	Occurrence(s)
	18700/ 800
	18700/ 700
	18700/ 750
	18900/ 740
	18750/ 684

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Install, upgrade, and configure desktop software
	As required
	Occurrence(s)
	96200/ 1500
	96900/ 1500
	96700/ 1550
	97100/ 1500
	98300/ 1700

	Performance Standard
	Guidance and Regulations

	Completion by TIB due dates – 95%

if no TIB due date provided completion within 22 days - 95%
	OSTIB


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Troubleshoot & resolve software problems
	As required
	Occurrence(s)
	308000/ 7600
	307800/ 7700
	306600/ 7800
	307000/7800
	306200/7900

	Performance Standard
	Guidance and Regulations

	EUSC SLA Level 2
	None


C-5.6.2.   Desktop Hardware Support

The Service Provider shall install, update, configure and effect repairs on supported desktop hardware.  Repairs include Customer Replaceable Units (CRU) of desktop equipment under warranty. The Service Provider shall accomplish repairs to hardware not under warranty, as directed by the Contracting Officer.  Hardware shall include, but is not limited to processing units (CPUs and/or motherboards), desktops and laptops as well as peripherals such as printers, scanners, monitors, external drives, plotters, digitizers, and Personal Digital Assistants (PDAs), or any other equipment orderable on the Agency’s mandatory-use purchasing contracts or BPAs.  Maintaining printers includes downloading and installing the latest firmware for printer network cards.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	New hardware installations
	As required
	Occurrence(s)
	23600/ 1700
	24200/ 1800
	24100/ 1800
	24400/ 1800
	25100/ 1800

	Performance Standard
	Guidance and Regulations

	SLA level 2
	IBM EUSC SLA Level 2, OS TIBS, OEM


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	CRU repairs
	As required
	Occurrence(s)
	10100/ 540
	10100/ 550
	10000/ 600
	10200/ 600
	10300/ 600

	Performance Standard
	Guidance and Regulations

	SLA level 2
	IBM EUSC SLA Level 2, OS TIBS, OEM


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Non-warranty hardware repair
	As required
	Occurrence(s)
	5050/ 700
	5050/ 760
	5100/ 760
	5200/ 780
	5200/ 760

	Performance Standard
	Guidance and Regulations

	SLA level 2
	IBM EUSC SLA Level 2, OS TIBS, OEM


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Under warranty hardware repair
	As required
	Occurrence(s)
	7500/ 2150
	7600/ 2200
	7400/ 2200
	7600/ 2300
	7600/ 2300

	Performance Standard
	Guidance and Regulations

	SLA level 2
	IBM EUSC SLA Level 2, OS TIBS, OEM


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Configure print devices
	As required
	Occurrence(s)
	15800/ 55
	15500/ 40
	1540/ 50
	15500/ 40
	15600/ 40

	Performance Standard
	Guidance and Regulations

	SLA Level 2
	IBM EUSC SLA Level 2, OS TIBS, OEM


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain print devices
	As required
	Occurrence(s)
	75200/ 2650
	74500/ 2650
	75100/ 2650
	75100/ 2650
	73900/ 2650

	Performance Standard
	Guidance and Regulations

	SLA Level 2
	IBM EUSC SLA Level 2, OS TIBS, OEM


C-5.7.   Electronic Messaging and Groupware

The current Agency electronic mail and groupware system consists of a WAN-connected network of Lotus Domino enterprise servers with remote access capability supporting Lotus Notes, Sametime and Quickplace.  The enterprise mail servers reside in the Region and Washington offices. Other Domino databases reside in station region and Washington offices. The Service Provider shall manage, maintain, and support the Domino mail and groupware system including, but not limited to, the following components:  enterprise clustered mail servers, backup and test servers, Domino and web application servers, Quickplace servers, Sametime servers and SMTP internet mail gateway servers.  The Service Provider shall provide electronic mail services to all Agency personnel and other supported agencies and organizations (see TE-02).  The Service Provider shall maintain the electronic mail infrastructure and plan and implement upgrades and enhancements in accordance with Original Equipment Manufacturer (OEM) best business practices and Agency policy and architecture.  Agency policy shall prevail whenever present and in conflict with OEM best business practices.  The Service Provider shall research and plan for existing architecture insertion and implementation.

C-5.7.1.   Lotus Notes and Domino Clients; Domino, Sametime, and Quickplace Server Software

The Service Provider shall implement software used in support of the Lotus Domino clients (Lotus Notes, Domino Designer and Domino Administrator), Domino server and groupware systems, including Quickplace and Sametime components.  Implementation includes, but is not limited to, project management, upgrade planning, installing, updating, configuring, and monitoring of software components.  The project management and upgrade planning workload for the electronic mail and groupware systems is covered in Section C.5.1.13.  The Service Provider shall develop a software implementation plan and submit before proceeding with production environment implementation.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop software implementation project plan
	As required
	Occurrence(s)
	21
	21
	21
	21
	21

	Performance Standard
	Guidance and Regulations

	Create and submit plan within 22 days of receipt of hardware or software - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Production environment - install, configure and test software updates
	As required
	Occurrence(s)
	69/10
	69/10
	69/10
	69/10
	69/10

	Performance Standard
	Guidance and Regulations

	Implemented within negotiated timeframes - 95%
	None


C-5.7.2.   Domino Storage Management

The Service Provider shall manage the amount of information store storage space on all the Domino servers in accordance with manufacturer specifications and Agency policy.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Monitor hardware storage space
	As required
	Occurrence(s)
	1800/

524
	1800/

524
	1800/

524
	1800/

524
	1800/

524

	Performance Standard
	Guidance and Regulations

	Free disk space must be managed IAW Agency guidelines - 95%
	Domino DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Monitor size of information store
	As required
	Occurrence(s)
	1880/

524
	1880/

524
	1880/

524
	1880/

524
	1880/

524

	Performance Standard
	Guidance and Regulations

	Size shall allow for restoration within 8 hours - 95%
	Domino DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Manage mail database quotas
	As required
	Occurrence(s)
	4500/

266
	4500/

266
	4500/

266
	4500/

266
	4500/

266

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Domino DOG


C-5.7.3.   Domino Directory and Database Management

The Service Provider shall manage the Domino directory and follow Agency naming standards.  The Service Provider shall insure that valid accounts (databases) are available for all users and business needs.  The Service Provider shall make directory updates based on requests from authorized Agency personnel.  Domino directory and database management functions shall include but not be limited to the following: create, modify, move, and delete mail databases on enterprise Domino cluster servers; insure unique Simple Mail Transfer Protocol (SMTP) addresses for each mail database; check validity of office symbol accounts before creating office symbol mail databases; and create, modify, move, maintain access and delete Domino databases on Domino web and application servers.  The Service Provider shall maintain and update the configuration guides for all Domino servers to include a list of customer POCs.  The Agency currently maintains approximately 40,000 Lotus Notes users.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create, maintain and configure collaborative features (including Sametime, Quickplace, Domino Databases (discussion and document libraries), and customized Domino databases such as Mailroom and correspondence)
	As required
	Occurrence(s)
	780/20
	780/20
	780/20
	780/20
	780/20

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Domino DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create and maintain mail-in database
	As required
	Occurrence(s)
	1150/5
	1150/5
	1150/5
	1150/5
	1150/5

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Domino DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Validate cross certificate 
	As required
	Occurrence(s)
	150/131
	150/131
	150/131
	150/131
	150/131

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Domino DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain Domino directory
	As required
	Occurrence(s)
	650/617
	650/617
	650/617
	650/617
	650/617

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Domino DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain Domino enterprise system databases (names, directory catalog, admin process, database catalog)
	As required
	Occurrence(s)
	262/262
	262/262
	262/262
	262/262
	262/262

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Domino DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create, maintain, suspend, and delete Lotus Notes user accounts and user mail databases
	As required
	Occurrence(s)
	25100
	25100
	25100
	25100
	25100

	Performance Standard
	Guidance and Regulations

	Actions accomplished within 2 days of request - 95%
	Domino DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create and maintain Public Distribution Lists (PDL)
	As required
	Occurrence(s)
	12000/

565
	12000/

565
	12000/

565
	12000/

565
	12000/

565

	Performance Standard
	Guidance and Regulations

	Created or updated within 2 days of request - 95%
	Domino DOG


C-5.7.4.   Domino System Connectivity

The Service Provider shall maintain and administer connectivity and cross-certificates to other Domino domains and implement connectivity and cross-certificates to new sites if needed.  The Service Provider shall develop Memoranda of Agreement (MOAs) between domains and process them for approval.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Evaluate and implement new connectivity and cross certificate requirements
	As required
	Occurrence(s)
	4
	4
	4
	4
	4

	Performance Standard
	Guidance and Regulations

	Implemented within 3 days after approval – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain and administer connectivity to existing sites
	As required
	Occurrence(s)
	52/262
	52/262
	52/262
	52/262
	52/262

	Performance Standard
	Guidance and Regulations

	Maintain operational availability - 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop MOAs
	As required
	Occurrence(s)
	2
	2
	2
	2
	2

	Performance Standard
	Guidance and Regulations

	A signed MOA shall be in place for each connector - 100%
	None


C-5.7.5.   Domino Backup and Restoration

The Service Provider shall perform backups daily of Lotus Notes data on all Domino servers.   The backup schedule is displayed in the DOG.  Notes data shall be backed up according to Agency retention guidelines.  The Service Provider shall verify that the data are recoverable.  

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Backup Domino data directory and information store
	Daily
	Occurrence(s)
	2300/

304
	2300/

304
	2300/

304
	2300/

304
	2300/

304

	Performance Standard
	Guidance and Regulations

	Successful backup completed within 1 day (data are recoverable) – 95%

For unsuccessful backup (data are not recoverable), backup re-accomplished successfully within 1 day after failure – 100% (excludes hardware problems)
	Domino DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Backup Lotus Notes mail and Domino databases
	Daily
	Occurrence(s)
	2900/

354
	2900/

354
	2900/

354
	2900/

354
	2900/

354

	Performance Standard
	Guidance and Regulations

	Successful backups completed within 1 day (data are recoverable) – 95%

For unsuccessful backups (data are not recoverable), backup re-accomplished successfully within 1 day after failure – 100% (excludes hardware problems)
	Domino DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Restore Domino data directory and information store
	As required
	Occurrence(s)
	50/1
	50/1
	50/1
	50/1
	50/1

	Performance Standard
	Guidance and Regulations

	Successful restores completed (data files restored with no more than 1 day of data loss) within 1 day – 95%
	Domino DOG


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Restore individual mail and Domino databases
	As required
	Occurrence(s)
	550/50
	550/50
	550/50
	550/50
	550/50

	Performance Standard
	Guidance and Regulations

	Successful restores completed (data files restored with no more than 1 day of data loss) within 1 day – 95%
	Domino DOG


C-5.8.   Database Management

The Service Provider shall manage and administer agency database management systems (DBMS) provided as part of the image for servers and desktops.  The functions include:  developing and administering database standards, policies, and procedures; providing DBMS application development guidance; testing, certifying, installing, and verifying database applications and Agency Open Systems Technical Information Bulletins (OSTIBs); acting as liaison between USDA computer centers and application developers; creating or relocating database instances; administering user access; installing, configuring, and maintaining DBMS software; loading of data into applications; monitoring, performance tuning, backup, and recovery of databases; supporting the ESRI ArcSDE software, client side DBMS software and database consolidations; and troubleshooting database technology problems.

These systems are described in TE-28 (List of Database Instances).  All Agency daily database operations procedures are described in the Agency Oracle DBA DOG.

The enterprise DBMS systems currently utilized by the Agency are Microsoft Access and ORACLE, which are commercial relational database management systems.  Applications are created and fielded locally or are COTS products.  The local platforms are included in TE-24.

C-5.8.1.   Enterprise Database Architecture

C-5.8.1.1.   Develop Database Architecture 

The Service Provider shall develop database standards, policies, specifications, and procedures that comprise the Agency Enterprise Database Architecture for database management and database application development.  The Enterprise Database Architecture includes, but is not limited to, the number of instances and instance locations; definition and design of instance content and replication environment; version and parameter configuration; profile/access standards; hardware/software platform specifications; and instance availability design and policy.  The Service Provider shall coordinate with business functions to ensure that the architecture supports and meets their DBMS needs.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop database standards, policies, specifications, and procedures for database management and database application development
	As required 
	Occurrence(s)
	150
	150
	150
	150
	150

	Performance Standard
	Guidance and Regulations

	Submit for approval within negotiated timeframes – 95%
	Vendor documentation, USDA policies and regulations, and Agency enterprise architecture, Oracle DOG


C-5.8.1.2.   DBMS Administration and Application Development Guidance

The Service Provider shall facilitate routine DBA/Developer information sharing (e.g., conference calls, video calls, Sametime collaborative sessions) to communicate architectural changes and to assess how existing database architecture and performance is serving existing needs.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide DBMS administration and application development guidance
	Monthly
	Occurrence(s)
	30
	30
	30
	30
	30

	Performance Standard
	Guidance and Regulations

	Conduct information sharing sessions with DBA developers monthly – 95%
	Vendor documentation, DOG, OSTIBs, and Agency enterprise architecture


C-5.8.1.3.   Liaison between USDA Computer Centers and Agency Application Developers 

The Service Provider shall provide guidance and act as liaison between the USDA national computer centers and the Agency application developers as it relates to enterprise database architecture and configuration issues.

	Output 
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide guidance and act as liaison between USDA national computer centers and Agency application developers
	As required
	Occurrence(s)
	6
	6
	6
	6
	6

	Performance Standard
	Guidance and Regulations

	Prepare guidance within 5 days of request date – 95%
	USDA policies and regulations, USDA Computer Center guidelines, Agency enterprise architecture


C-5.8.1.4.   Enterprise Application Testing & Certification

The Service Provider shall test and certify all enterprise database applications, including associated release notices and OSTIBs, to insure that the application meets applicable standards and integrates with other applications and the enterprise architecture.  The Service Provider shall provide advice, counsel, and feedback to enterprise application developers based on certification and testing.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Test and certify enterprise database applications 
	As required
	Occurrence(s)
	50/59
	65/65
	65/65
	65/65
	65/65

	Performance Standard
	Guidance and Regulations

	Test and certify enterprise applications within 44 days of request - 80%
	Oracle DBA DOG chapter, national application release standards, EA documentation, Architecture Reference and Guide for Application Developers


C-5.8.2.   Oracle Database Administration

C-5.8.2.1.   Routine DBA Operations

The Service Provider shall perform routine DBA operations on enterprise and local production and non-production database instances.  These tasks, many of which require close coordination with non-IRM data stewards include, but are not limited to:

· create, relocate and delete production and non-production instances;

· create and delete the database profiles

· grant and revoke roles in accordance with the directions from the local data steward;

· OSTIB releases;

· develop implementation plan, including communications with end-users regarding application implementation

· implement /install

· conduct beta tests on OSTIBs and applications then provide feedback on results;

· application support;

· install database application

· verify database application installation

· test database application

· validate release documentation

· release updated application across all levels

· import/export data

· load or assist local units in loading application data;

· provide Level 2 support for all DBMS tickets;

· provide enterprise-wide and Level 3 support;

· perform database administration that includes, but is not limited to: 

· monitor database performance and perform routine checks 

· tune database and space management

· develop and support utility Oracle packages

· create and maintain test environments

· ensure database configuration parameters are standardized across the enterprise;

· support for ArcSDE software includes, but is not limited to: 

· specific loading of GIS data

· ArcSDE version management

· maintain different roles for GIS use

Note:  Not all functions listed above have an associated workload.
	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create/relocate/delete instances
	As required 
	Occurrence(s)
	180/13
	100/12
	100/15
	100/16
	100/9

	Performance Standard
	Guidance and Regulations

	Action completed within negotiated timeframes – 80%
	Oracle DBA DOG chapter


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Create or delete database profiles 
	As required
	Occurrence(s)
	10900/ 612
	10100/ 682
	10400/ 758
	10600/ 783
	8700/ 808

	Performance Standard
	Guidance and Regulations

	Within 1 day of request – 95%
	Oracle DBA DOG chapter, Application reference guide, System Admin DOG, national and local approval policies


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Grant or revoke roles
	As required
	Occurrence(s)
	26000/ 826
	21300/ 816
	21700/ 817
	22100/ 817
	21200/ 797

	Performance Standard
	Guidance and Regulations

	Within 1 day of request – 95%
	Oracle DBA DOG chapter, Application reference guide, System Admin DOG, national and local approval policies


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Conduct beta tests of OSTIBs or applications and provide feedback
	As required
	Occurrence(s)
	340/47
	320/47
	340/67
	340/77
	300/87

	Performance Standard
	Guidance and Regulations

	Within 15 days after receipt of Draft OSTIB or application release notice – 95%
	Draft OSTIB document and application release notice


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Develop OSTIB implementation plan
	As required
	Occurrence(s)
	1400/64
	1300/64
	1300/74
	1300/84
	1050/94

	Performance Standard
	Guidance and Regulations

	Within 22 days of receipt of OSTIB release notice – 80%
	OSTIB release notice


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Implement/install OSTIB
	As required
	Occurrence(s)
	1750/ 78
	1750/ 78
	1800/ 89
	1800/ 99
	1450/ 109

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	OSTIB release notice


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide application support
	As required
	Occurrence(s)
	10500/ 650
	10100/ 674
	10100/ 729
	10300/ 779
	10000/ 829

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Application release notice


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform data load for database applications
	As required
	Occurrence(s)
	2250/ 379
	2030/ 343
	2060/ 353
	2100/ 353
	2000/ 353

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Application release notice


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide Level 2 support for all DBMS tickets
	As required
	Occurrence(s)
	5400/ 1182
	5500/ 1232
	5700/ 1289
	5800/ 1339
	5500/ 1389

	Performance Standard
	Guidance and Regulations

	Level 2 SLAs
	EUSC documentation, Agency component documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide enterprise-wide and Level 3 support
	As required
	Occurrence(s)
	800/ 400
	960/ 480
	1060/ 528
	1060/ 528
	1060/ 528

	Performance Standard
	Guidance and Regulations

	Enterprise-wide and Level 3 SLAs
	EUSC documentation, Agency component documentation


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Monitor database performance and perform routine checks on database
	As required
	Occurrence(s)
	20400/ 1574
	20100/ 1574
	20200/ 1574
	20200/ 1574
	17600/ 1574

	Performance Standard
	Guidance and Regulations

	Run recurring routine checks – 95%
	Oracle DBA DOG chapter, Agency DBA Checklist


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform database tuning and space management
	As required
	Occurrence(s)
	4400/ 886
	4000/ 891
	4200/ 892
	4200/ 893
	4000/ 894

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	Oracle DBA DOG chapter, Agency DBA Checklist


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Insure configuration parameters are standardized across the enterprise
	As required
	Occurrence(s)
	620/52
	560/52
	560/52
	560/52
	460/52

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframes – 95%
	DBMS Architecture Team


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide ArcSDE support
	As required
	Occurrence(s)
	3000/ 645
	3000/ 629
	3000/ 595
	3040/ 595
	2760/ 595

	Performance Standard
	Guidance and Regulations

	Within 5 days of request – 80%
	ArcSDE DOG chapter


C-5.8.2.2.   Backup and Restore Database

The Service Provider shall perform server database backup and restoration for local and standard applications with minimal impact to the users.  The Service Provider shall maintain archives and backups.  Oracle DBA DOG shows the current backup methodology.  The Service Provider shall verify the DBMS backup procedure to insure that backups are complete and accurate.  The Service Provider shall update the archiving and backup process and schedule as changes in databases and customer requirements occur.   The Service Provider shall provide data recovery.  The Service Provider shall test and validate the backup procedure to insure backup integrity. Disruptions to end-users in database access caused by back-up and restoration operations should be avoided during normal working hours and if possible should be limited to the period between 9 p.m. and 6 a.m. local time. 

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Backup database (including regular exports)
	Daily
	Occurrence(s)
	5140/46
	5000/46
	5000/46
	5000/46
	4520/46

	Performance Standard
	Guidance and Regulations

	Backup completed within 1 day (data are recoverable) – 95%

For unsuccessful backup (data are not recoverable), backup re-accomplished successfully within 1 day after failure – 100% (excludes hardware problems)
	System Management DOG chapters on backup and restore, Oracle DBA DOG chapter and DBA checklist


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Restore database 
	As required
	Occurrence(s)
	480/20
	480/20
	500/20
	500/20
	400/20

	Performance Standard
	Guidance and Regulations

	Successful restoration completed (data files restored with no more than 1 day of data loss) within 1 day – 95%
	Oracle DBA DOG chapter, System Management DOG and DBA checklist


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Test/validate backup to insure restoration process is complete
	Monthly
	Occurrence(s)
	5000/70
	4000/70
	4000/70
	4000/70
	4000/70

	Performance Standard
	Guidance and Regulations

	Successful verify presence of data and restorability every month – 95%
	Oracle DBA DOG chapter, System Management DOG and DBA checklist


C-5.8.2.3.   Support for Oracle Client Software

The Service Provider shall provide Level 2 software support for all supported versions of the Oracle Client software.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Provide support for Oracle Client software
	As required
	Occurrence(s)
	17700/ 507
	16200/ 509
	16200/ 514
	16600/ 519
	14000/ 524

	Performance Standard
	Guidance and Regulations

	Level 2 SLAs
	Oracle DBA DOG chapter, OSTIBs, Level 2 SLAs


C-5.8.2.4.   Support Database Consolidations

The Service Provider shall provide database consolidation support at all levels of the organization where cells are being merged or databases are being consolidated. The Service Provider shall consult with application stewards and developers as necessary to accomplish the consolidation.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform database consolidation
	As required
	Occurrence(s)
	300/0
	85/10
	85/9
	65/4
	50/4

	Performance Standard
	Guidance and Regulations

	Within negotiated timeframe  – 95%
	Oracle DBA DOG, Enterprise System Administration DOG


C-5.9.   NIFC Incident Communications Systems Support

The Service Provider shall support integrated incident communications resources including, but not limited to, communications systems, communications frequencies, equipment and a storage facility for the National Interagency Incident Communication Division (NIICD) National Inter-Agency Fire Center.  The National Inter-Agency Fire Center is a combined Federal response organization, which has the mission to respond to any All-Risk incident providing personnel, equipment and leadership support.  Types of supported incidents include, but are not limited to, wildland fires, natural disasters, catastrophic earthquakes, bio-terrorism, urban search and rescue, Secret Service, DEA-Joint Task Force, military, Coast Guard, USAID, and NRC.  Support for these All-Risk incidents is part of federal binding agreements and necessitates immediate and continuous response, sometimes on a 24x7 basis.  The Agency participates as a member of NIFC in an integrated manner by providing equipment and personnel in the warehousing, deployment, repair/replacement, and frequency management of communication systems.  The Service Provider shall support inter-agency national and international requests for the deployment of communications resources in support of any level of incident as determined by the Contracting Officer.

C-5.9.1.   Equipment Request Processing

The Service Provider shall initiate action on resource requests after validation by the Contracting Officer for support of incidents. Processing includes verifying the accuracy of the request, assembling the equipment and notifying the warehouse that the equipment is ready for shipment. TLE-31 (Incident Communication Cache Contents List) provides a list of the communications equipment that is included in processing equipment cache requests. 

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Process communications cache request 
	As required
	Occurrence(s)
	57000
	57000
	57000
	57000
	57000

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	National Incident Radio Support Cache User’s Guide 2003,National MOB Guide


C-5.9.2.   Augment the Requests

In the event that additional requirements are identified for a particular All-Risk incident, (equipment or frequencies), the Service Provider, as directed by the Communications Duty Officer (CDO), shall assemble additional augmented requests, place package information in the database, maintain the CDO/RDO (Rework Duty Officer) database, and assemble emergency requests.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Augment the requests
	As required
	Occurrence(s)
	2000
	2000
	2000
	2000
	2000

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	National Incident Radio Support Cache User’s Guide 2003, National MOB Guide


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain/update the equipment database
	As required
	Occurrence(s)
	38900
	38900
	38900
	38900
	38900

	Performance Standard
	Guidance and Regulations

	The CDO/RDO database is continually maintained and updated on the movement, status and operational ability of the communications cache, within 4 hours of changes to the cache – 80%

Database is updated before the end of shift – 100%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Maintain/update the frequency database
	As required
	Occurrence(s)
	1980
	1980
	1980
	1980
	1980

	Performance Standard
	Guidance and Regulations

	The CDO database is continually maintained and updated on the movement, and status of the assigned communications frequencies within 4 hours of changes  – 80%

Database is updated before the end of shift –100%
	None


C-5.9.3.   Track Resources

The Service Provider shall track the deployed communications resources by incident location, allocated frequency, date and status.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Track communications equipment and frequencies
	As required
	Occurrence(s)
	40900
	40900
	40900
	40900
	40900

	Performance Standard
	Guidance and Regulations

	Equipment tracked within 1 day by incident – 100%
	National Incident Radio Support Cache User’s Guide 2003

National MOB Guide


C-5.9.4.   Receive Equipment

The Service Provider shall receive equipment at the conclusion of an incident. The receiving of equipment includes the inventory of the deployed equipment, the cleaning, the testing, the repairing of the deployed equipment, replacement of parts as required, the restoration of communication equipment and the updating of the database.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Inventory returned equipment
	As required
	Occurrence(s)
	 38900
	38900
	38900
	38900
	38900

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	Deployed Equipment List


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Clean all returned equipment
	As required
	Occurrence(s)
	 38900
	38900
	38900
	38900
	38900

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Test all returned radios
	As required
	Occurrence(s)
	35500
	35500
	35500
	35500
	35500

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	OEM


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Repair damaged radios
	As required
	Occurrence(s)
	1060
	1060
	1060
	1060
	1060

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	OEM


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Restore the communications cache
	As required
	Occurrence(s)
	 38900
	38900
	38900
	38900
	38900

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Update the database
	As required
	Occurrence(s)
	38900
	38900
	38900
	38900
	38900

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	None


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Conduct preventative maintenance on radio cache
	Annually
	Occurrence(s)
	5550
	5550
	5550
	5550
	5550

	Performance Standard
	Guidance and Regulations

	TE-21 – 95%
	None


All-Risk Incident Support

Support described in this section is to be priced as a separate CLIN
C-5.9.5.   General

The Service Provider shall support All-Risk Incidents with minimum advanced notice.  These incidents include, but are not limited to, wildland fires, Homeland Security/FEMA support, terrorist activities, floods, special events, law enforcement events, and other natural and or man-made disasters for the protection of life and property, both in the United States and its territories and in foreign countries on request from the State Department and/or U.S. Agency for International Development.  The Service Provider shall provide these resources in accordance with all agreements, MOUs, and Cooperative agreements between the Agency and other International, Federal, State, and local agencies.  The Service Provider shall provide resources for support of telecommunications systems to include radio, voice and data.

The Service Provider shall provide on-site support to an Incident 24 hours per day, 7 days per week, up to 14 calendar days per assignment, excluding travel time to and from Incident.  The Service Provider must be ready to depart within two hours after receiving an incident assignment.  Service Provider personnel responding to an incident may be required to work extended hours, within applicable work/rest rules, as directed by Incident Commander, in the initial setup and support of communications/networks/data systems.  Following the initial period and while on-site at an incident, and within applicable work/rest rules, Service Provider personnel are subject to working up to a 16-hour operational period per day (IIBMH Chapter 10 March 2003).  Support to incidents shall not in any way relieve the Service Provider from fulfilling the other support requirements of this PWS.

The Service Provider shall be prepared to accept the Incident’s unusual conditions.  Service Provider personnel are expected to work in adverse conditions including, but not limited to, rain, snow, high elevations, high wind, extreme heat, and rough terrain.  The Service Provider shall be prepared to travel in difficult or hazardous conditions such as 4-wheel drive dirt roads, dirt trails, flying in helicopters, and walking in various types of terrain and elevations while carrying heavy loads unassisted up to 40 lbs.

The Service Provider will be provided the appropriate equipment in TLE-29 (List of Incident Support Equipment). The Service Provider shall not be provided personal equipment necessary for extended assignment including, but not limited to, safety boots in accordance with Health and Safety Manual, toiletries and under garments.  The weight of the packed personal gear must not exceed the designated guidelines contained in National MOB Guide.

The Service Provider shall provide personnel to fill these positions:  Regional Incident Communication Coordinator (RICC), Regional Communications Duty Officer (CDO), Communications Coordinator, Communication Unit Leader, Incident Communication Technician, Radio Technician, Computer Coordinator, Computer Data Entry and Computer Technical Specialist.  These positions shall be filled by qualified individuals in accordance with Forest Service Fire & Aviation Management Qualifications Handbook 5109-17.  Certifications are listed in C-4.2.2.3.  After contract award, the Service Provider shall provide a list of staff with Red Cards and their availability to the local dispatching center.

C-5.9.6.   Type 1 and 2 Support

The Service Provider shall provide support to Type 1 and 2 incidents.   TE-30 (Descriptions of Type 1 and Type 2 Incident Management Teams) explains the differences.  The Service Provider shall provide for continuous non-interruptible Radio/Voice/Data support for Type 1 and 2 Incidents.  The Service Provider shall insure that incident operations are not impacted by the lack of radio/voice/data support.  The Service Provider shall plan for incidents, review/update those plans, conduct on-site operations – ensuring viable radio/voice/data 24X7 support to an Incident, maintain the Incident equipment, account for the Incident equipment, and release and insure proper return of assets as required.   The Service Provider shall perform/establish IT operations in support of Type 1 and 2 incidents according to agency requirements.  IT Incident support includes, but is not limited to:

· attend meetings as required,

· provide input to Incident Communications Plan,

· identify local IT support contacts and capabilities, 

· obtain GIS maps/data if available, 

· obtain resource information for check-in, 

· coordinate with local unit for GIS, 

· web and other support when required, 

· install computer equipment for check-in, 

· determine distribution of laptop computers based on incident size and needs, 

· work with logistics to identify camp layout and power sources which will optimize network functionality, 

· install network and computer hardware, 

· update software if necessary, 

· provide internet access as required, 

· provide for the security of computer/network hardware, 

· provide for access/network security, 

· provide user training as needed, 

· run and distribute daily planning reports for section chiefs and unit leaders, 

· daily electronic distribution or posting of IAP and other reports, 

· creation and/or maintenance of team or other unit web site, 

· troubleshoot and resolve database applications problems, 

· develop or assist in the development of fire progression presentation for public and agency briefings, 

· develop custom database reports as needed, 

· backup database and incident documents, 

· obtain additional computer/network equipment to supplement team equipment if required, 

· provide electronic data to hosting unit as requested, 

· provide final electronic documentation (I-SUITE database and software, incident documents, and GIS data) to the local unit (see TE-13), 

· sanitize all rental computers that may have been used by the incident, 

· provide for cleaning of equipment after the Incident.  

The Service Provider shall demonstrate how it will perform and support Type 1 and 2 Incidents in accordance with the MOB Guide and Fireline Handbook.

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Support Type 1 incidents
	As required
	Incidents
	 54
	 54
	 54
	 54
	 54

	Performance Standard
	Guidance and Regulations

	TE-30 and www.nifc.gov/news for current information
	MOB Guide, Fireline Handbook, Interagency Incident Business Management Handbook, Radio User Guide, I-SUITE, FSH 5109


	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Support Type 2 incidents
	As required
	Incidents
	 62
	 62
	 62
	 62
	 62

	Performance Standard
	Guidance and Regulations

	TE-30 and www.nifc.gov/news for current information
	MOB Guide, Fireline Handbook, Interagency Incident Business Management Handbook, Radio User Guide, I-SUITE, FSH 5109


SECTION C-6, SUPPORTING CONTRACT INFORMATION APPENDICES
C-6.   Appendices
C-6.1.   Appendix 1 – Forest Service IT Initiatives
The Service Provider shall have a thorough understanding of Forest Service policies and plans in order to be able to support Agency initiatives and developments.  The Service Provider shall assist with the Agency’s transformation process by providing IT Infrastructure support to these initiatives.  Initiatives begun recently include, but are not limited to, 

· implementation of recently chartered Information Resources Management (IRM) program management and governance processes (Enterprise Architecture Board (EAB), Configuration Management Board (CMB), and Information Resources Board (IRB)), including System Development Life Cycle Management; 

· establishment of an Agency Enterprise Architecture (EA) knowledge base and EA practice compliant with the Federal Enterprise Architecture (FEA) reference models and Solutions Development Life Cycle (SDLC) published by OMB;

· planning for the convergence of current data, voice, and radio networks, including video capability, into a robust and highly available Enterprise-Capable Network, implementing numerous enhancements including DHCP, VPN and enterprise management of remote access; 

· strategic planning, proof-of-concept development, and scale-up implementation for the Presidential eGovernment Initiative, which includes supporting an ubiquitous, continually available Internet interface with the public to deliver information and services;

· creation, implementation, and support (training, problem resolution) of a Web services and middleware infrastructure to insure interoperability and security of the components of the Agency’s eDeployment strategy, including Web Presence, Portal Services, Web Content Management, and Document Management;

· implementation of Tivoli Storage Manager throughout the Agency’s Enterprise IT Infrastructure to better manage backup and restoration of critical data; 

· improvements in Information System Security Program Management;

· an initiative to provide end-users with a single sign-on utility allowing them to sign-on once when  booting their computer and have access to all other password-enabled applications they use, and an associated one-stop-shop password-reset facility;

· testing and implementation of Tomcat®, Open Market® and Websphere® systems

· planning and implementation support for future geospatial initiatives;

· strategy development and implementation planning for use of hand held wireless and telecommunications devices throughout the Agency;

· developing a strategy for and implementation of Alternate Application Servers;

· Agency-wide rollout of Integrated Acquisition System and the replacement of Hardware Management System;

· developing strategy and planning implementation for Agency-wide directory services and file system management systems to replace the current Distributed Computing Environment/Distributed File System (DCE/DFS);

· planning improvements to print services architecture and data access; 

· planning for server evolution and proper client and server sizing requirements, including integration of the Linux operating system into the Agency’s server environment;

· completion of a legislatively mandated program to narrow-band the existing Agency radio infrastructure;

· converting to digital standard for VHF and UHF land-mobile radios in accordance with standards developed by the Association of Public-Safety Communication Officials (APCO) Project 25; 

· implementation of the eGovernment Presidential Management Initiative Project SAFECOM;
· development and maintenance of  an Agency Technical Reference Model; and
· insuring that Agency data and metadata administration practices, policies, procedures, and technologies enable effective and efficient business processes.  

Forest Service IRM and IT programs and initiatives will continue to evolve or be initiated throughout the life of this contract.  While these initiatives cannot be definitively described at this time, the Service Provider shall be able to support the Agency’s requirements by adapting to and leading change in a fast-moving state-of-the art IT environment.
C-6.2.   Appendix 2 – Definitions and Acronyms
C-6.2.1.   Introduction

As used throughout this PWS, the following terms have the meaning set forth below.  

C-6.2.2.   Acronyms

	Term
	Definition

	AAA
	Authentication Authorization and Accounting

	AC
	Alternating Current

	AC/DC
	Alternating Current Direct Current

	ACL
	Access Control List

	ADSL
	Asymmetric Digital Subscriber Line

	ALP
	Acceptable Levels of Performance

	AM
	Amplitude Modulation 

	AMC
	Adds, Moves, Changes

	ANSI
	American National Standards Institute

	Async
	Asynchronous

	ATM
	Asynchronous Transfer Mode

	BIA
	Business Impact Assessment 

	BPA
	Blanket Purchase Agreement

	BRI
	Basic Rate Interface 

	BRP
	Business Recovery Plan

	CAN
	Campus Area Network

	CDO
	Communications Duty Officer

	CDR
	Call Data Reporting

	CFR
	Code of Federal Regulations

	CGI
	Common Gateway Interface

	CIA
	Confidentiality Integrity Availability

	CIRT
	Computer Incident Response Team

	CLEC
	Commercial Local Exchange Carrier

	CLIN
	Contract Line Item Number

	CM
	Configuration Management

	CMB
	Configuration Management Board

	CMM
	Capability Maturity Model

	COML
	Communications Unit Leader

	COMT
	Communications Technician

	COOP
	Continuity of Operations Plan

	COR
	Contracting Officer Representative

	COTS
	Commercial Off The Shelf

	CPIC
	Capital Planning and Investment Control

	CPU
	Central Processing Unit

	CRU
	Customer Replaceable Unit

	CS
	Cyber Security

	CSP
	Customer Satisfaction Plan

	CSS
	Cascading Style Sheets

	CSU/DSU
	Channel Service Unit /Digital Service Unit

	CTCSS
	Continuous Tone Coded Squelch System

	DAR
	Designated Agency Representative

	DB
	Database

	DBA
	Database Administrator

	DBMS
	Data Base Management System.

	DCE/DFS
	Distributed Computing Environment/Distributed File System

	DHCP
	Dynamic Host Configuration Protocol

	DM
	Distributed Monitoring  or  Department Manual

	DNS
	Domain Name Service

	DOG
	Daily Operation Guide

	DOI
	Department of the Interior

	DOJ
	Department of Justice

	DR
	Department Regulation

	DRP
	Disaster Recovery Plan

	DSL
	Digital Subscriber Line

	DTCSS
	Digital Tone Coded Squelch System

	EA
	Enterprise Architecture

	EAB
	Enterprise Architecture Board

	ECC
	Emergency Communication Center

	EIA
	Electronic Industries Alliance

	EUSC
	End-User Support Center

	FAQ
	Frequently Asked Questions

	FAR
	Federal Acquisition Regulation

	FCC
	Federal Communications Commission

	FDDI
	Fiber Distributed Data Interface

	FEMA
	Federal Emergency Management Agency

	FIR
	Forecast Inventory Report

	FISMA
	Federal Information Security Management Act of 2002

	FRP
	Federal Response Plan

	FS
	Forest Service

	FSH
	Forest Service Handbook

	FSM
	Forest Service Manual

	FTP
	File Transfer Protocol

	FTS
	Federal Telephone System

	FXO
	Foreign Exchange Office

	FXS
	Foreign Exchange Station

	GACC
	Geographical Area Coordination Center

	GFE
	Government Furnished Equipment

	GFF
	Government Furnished Facilities

	GFM
	Government Furnished Supplies and Material

	GFP
	Government Furnished Properties

	GFS
	Government Furnished Software

	GFSC
	Government Furnished Supporting Contracts

	GFV
	Government Furnished Vehicles

	GRITS
	General Radio and Information Tracking System

	GSA
	General Services Administration

	HF
	High Frequency

	HMS
	Hardware Management System

	HSPD
	High Speed Packet Data

	HTML
	Hyper-Text Markup Language

	HW
	Hardware

	I*T
	Information Transfer

	IA
	Information Assurance

	IAP
	Incident Action Plan

	IAW
	In Accordance With

	ICS
	Incident Command System

	ID
	Identification

	IDEF0
	A function modeling language which is comprehensive and expressive, capable of graphically representing a wide variety of business, manufacturing and other types of enterprise operations to any level of detail.

	IDEF3
	Captures all temporal information, including precedence and causality relationships associated with enterprise processes

	IDIQ
	Indefinite Delivery Indefinite Quantity

	IDS
	Intrusion Detection Services

	IEEE
	Institute of Electrical & Electronics Engineers

	IIBMH
	Interagency Incidence Business Management Handbook

	IMAP4
	Internet Messaging Access Protocol

	IP
	Internet Protocol

	IR
	Information Resource

	IRB
	Information Resources Board

	IRM
	Information Resources Management

	ISDN
	Integrated Services Digital Network

	ISSPM
	Information Systems Security Program Management

	IT
	Information Technology

	ITCP
	IT Contingency Plan

	JSP
	Java Server Pages

	KDB
	Knowledge Database

	LAN
	Local Area Network

	LDAP
	Lightweight Directory Access Protocol

	LEC
	Local Exchange Carrier

	LMR
	Land Mobile Radio

	MAC
	Multi-Agency Coordination

	MAN
	Metropolitan Area Network

	MIME
	Multipurpose Internet Mail Extensions

	MOA
	Memorandum of Agreement

	MOB
	Mobilization

	MOU
	Memorandum of Understanding; all sharing agreements

	MUX
	Multiplexer

	NAC
	Network Access Code System

	NC
	New Construction 

	NEPA
	National Environment Policy Act

	NF
	National Forest

	NFC
	National Finance Center (USDA)

	NFS
	National Forest System

	NIFC
	National Inter-Agency Fire Center

	NIICD
	National Inter-Agency Incident Communication Division

	NIST
	National Institute of Standard Technology

	NITC
	National Information Technology Center

	NRC
	Nuclear Regulatory Commission

	NTIA
	National Telecommunications & Information Administration

	OEM
	Original Equipment Manufacturer

	OMB
	Office of Management Budget

	OPX
	Off-Premise Exchange

	OS
	Operating System

	OSHA
	Occupational Safety and Health Administration

	OSPF
	Open Shortest Path First

	OSTIB
	Open Systems Technical Information Bulletin

	PBX
	Private Branch Exchange

	PC
	Personal Computer

	PDD
	Presidential Decision Directive

	PHP
	PHP Hypertext Preprocessor

	PICC
	Primary Inter-exchange Carrier Charge

	PKI
	Public Key Infrastructure

	PM
	Preventive Maintenance

	PMWG
	Portfolio Management Work Group

	POA&M
	Plan of Action and Milestones

	POC
	Point of Contact

	POP3
	Post Office Protocol

	PPP
	Peer-to-Peer Protocol

	PPPoE
	Peer-to-Peer Protocol over Ethernet

	PRI
	Prime Rate Interface

	PRS
	Performance Requirements Summary

	PSTN
	Public Switched Telephone Network

	PWS
	Performance Work Statement

	QA
	Quality Assurance

	QAE
	Quality Assurance Evaluators

	QC/CSP
	Quality Control/Customer Satisfaction Plan

	QoS
	Quality of Service

	RADIUS
	Remote Authentication Dial-in User Service

	RAS
	Remote Access Server

	RC
	Remote Control

	RCOIP
	Radio Control over Internet Protocol

	RDO
	Rework Duty Officer

	RE
	Renovation Expansion

	RF
	Radio Frequency

	RFA
	Radio Frequency Assignment

	RFS
	Request for Service

	RICC
	Regional Incident Communication Coordinator

	RM
	Remedial Maintenance

	RMON
	Remote Monitoring (IBM RMON product)

	RO
	Residual Organization

	RTA
	Regional Tivoli Administrator

	SDLC
	Systems Development Life-Cycle

	SES
	Senior Executive Service

	SLA
	Service Level Agreement

	SMB
	Server Message Block

	SME
	Subject Matter Expert

	SMTP
	Simple Mail Transfer Protocol

	SNMP
	Simple Network Management Protocol  

	SOP
	Standing Operating Procedure

	SOW
	Statement Of Work

	SSL
	Secure Sockets Layer

	TA
	Technical Approval

	TACACS
	Terminal Access Controller Access Control System

	TCO
	Telecommunications Coordination Officer 

	TCP/IP
	Transmission Control Protocol/Internet Protocol

	TDD
	Telecommunication Device for the Deaf

	TDM
	Time Division Multiplexing

	TE
	Technical Exhibit

	TEC
	Tivoli Enterprise Console

	TIA
	Telecommunications Industry Association

	TIB
	Technical Information Bulletin

	TLE
	Technical Library Exhibit

	TMA
	Tivoli Management Agent

	TNSMP
	Telecommunications Network Stabilization and Migration Plan

	TRM
	Technical Reference Model

	TSM
	Tivoli Storage Manager

	UHF
	Ultra High Frequency

	UNICOR
	Federal Prison Industries, Inc.

	UPS
	Uninterruptible Power Supply

	URL
	Universal Resource Locator

	USAID
	United States Agency for International Development

	USC
	United States Code

	USDA
	United States Department of Agriculture

	VHF
	Very High Frequency

	ViIP
	Video over Internet Protocol

	VoIP
	Voice over Internet Protocol

	VPN
	Virtual Private Network

	WAN
	Wide Area Network

	WCF
	Working Capital Fund

	WO
	Washington Office

	XML
	eXtensible Markup Language


C-6.2.3.   Technical Mission Function Terms

	Term
	Definition

	Adaptive Aids
	Software or hardware tools used to facilitate operation of or interaction with information systems by disabled individuals.

	Agency
	Applies only to the Forest Service organization

	AIX
	IBM Unix-based operating system

	All-Risk Incident Support
	Wildland fires, Homeland Security/FEMA support, terrorist activities, floods, special events, law enforcement events, and other natural and or man-made disasters for the protection of life and property, both in the United States and its territories and in foreign countries on request from the State Department and/or U.S. Agency for International Development

	Application Community
	National application developers, local developers, GIS community, and users of data and databases

	Application Interface
	The formats or structures that are used by software to communicate with an application.

	Architecture
	The infrastructure of corporate IT resources, their interrelationships, and the principles and guidelines governing their design and evolution over time

	ArcSDE Version Management
	The concept of versioning for geo-databases in the ArcSDE environment

	Bandwidth
	A measure of the carrying capacity of a telecommunications link. It determines the speed at which information can be transmitted (bits per second [bps]), how much information can share the link, and the practical range of the applications it can support.

	Baseline
	A specification or product that has been formally reviewed and agreed upon, that thereafter serves as the basis for further development and that can be changed only through formal change control procedures.

	Bit
	A unit of coding to represent digital information signifying the presence (on) or absence (off) of an electrical signal, which is the only thing a computer can store.

	Bridges
	Equipment used to connect networks to one another.  Bridges are used to link networks that use the same communications protocol.

	Browser
	Client software used to navigate a public or private network using World-Wide Web protocols.

	Byte
	A set of eight bits which represents one character 

	Cell
	Arbitrary, logical groupings of one or more nodes in a distributed network.  A cell is a configuration concept, a way for administrators to logically associate nodes with one another.  Administrators define the nodes that make up a cell according to whatever criteria make sense in their organizational environments

	Client/Server Model
	The computing environment in which a server is any process that offers a service; and a client is a process that issues a request for a service and waits for a response.

	Compatibility
	The capability of two hardware and/or software components to operate together.

	Concentrator
	Device that joins several communications channels together. It does not spread the signal back out at the receiving end.

	Connectivity
	The capability to send and receive information between two locations/devices/business services.

	Contingency Level
	Synonymous with National Inter-Agency Mobilization Guide Preparedness Level 

	Cooperative Processing
	The transparent distribution of the functions of an application among different computers that work together cooperatively on a network.

	Data
	The representation of numbers, text, graphics, images, and/or voice stored in a form that can be processed by a computer.

	Data Administrator
	Develops, publishes and enforces policies, standards, and procedures governing institutional data and metadata collection; develops and manages a comprehensive dictionary of computerized institutional data and metadata; directs data and metadata naming, documentation and usage processes in information system planning; provides specialized training for effective use of data and metadata resources; provides advice, guidance and support to management level administrator and to application developers on access and use of data and metadata; assists database mangers with the selection of their application development tools; advises and consults with systems administrators on data  and metadata issues; models institutional information flow; directs the conceptual database design effort and contributes to logical database design.

	Data Communications
	The transmission of computer generated information.

	Data Steward
	One who manages some portion of the agency’s data assets in order to improve their reusability, accessibility and quality

	Database
	A Collection of data that is organized as a set of formally-described structures (e.g., files, tables, objects), so that its contents can easily be accessed, managed, and updated

	Database Administrator
	Directs or performs all activities related to maintaining a successful database environment.  Responsibilities include designing, implementing, and maintaining the database system; establishing policies and procedures pertaining to the management, security, maintenance, and use of the database management system; and training employees in database management and use.  A DBA is expected to stay abreast of emerging technologies and new design approaches

	Database Configuration
	The process of setting up the physical and logical components of the database and its host systems

	Database Monitoring
	The process of checking the internal behavior of the database so that the database runs efficiently

	Desktop
	Includes both desktop and laptop computers when the term is used alone

	Distributed Systems
	Systems that link host and client computers over (a) network(s) in order to distribute the processing workload.

	eDeployment
	Strategy for implementation and delivery of the Agency’s eGovernment services

	eGovernment, eGov
	Presidential Management Initiative mandating business process re-engineering to optimize the use of the Internet/Intranet in citizen to government, government to government, government to business, and internal Agency transactions.

	Endpoint Health
	The state of a computing device on which the Tivoli Management Agent has been installed and configured. Poor health is indicated by an inability of the TMA to communicate with the framework or vice versa and may be caused by incorrect installation or configuration, corruption, back-level software, lack of network connectivity, or other errors.

	Energy Star
	Power efficiency standard to which all Government microcomputer systems must conform.

	Enterprise Architecture
	A strategic information asset base that defines the mission, goals and performance targets of an agency; the processes, information, and technologies necessary to perform the mission; and the transitional programs and projects for implementing new technologies in response to changing mission needs.

	Enterprise DBA Team
	Team of qualified individuals responsible for managing and administering enterprise database management systems (DBMS)

	Enterprise DBMS Architecture Team
	Team of qualified individuals responsible for establishing and maintaining the agency enterprise database architecture

	Enterprise IT Infrastructure
	The IT infrastructure that supports the entire Forest Service organization and its operations and work processes.

	Ethernet
	A local area network standard widely used in large organizations

	File Compatibility
	The ability of dissimilar systems to share data by using the same commands and formats to manipulate and store data sets

	Full Backup
	A complete copy of a file, database or disk that may be used to restore all or a portion of the data to its state as of the time of the full backup; a snapshot of an entire set of data as it existed at a particular moment

	Gateways
	Equipment used to connect networks to one another.  Devices capable of converting message formats and communication protocols in order to link dissimilar networks

	Host Computer
	A computer that provides services to a range of clients

	Hub
	Central connecting device for communication lines.

	Icon
	An on-screen symbol that represents a program file, data file, or other computer function. Icons are found in graphical user interfaces.

	Image Technology
	Category of applications that convert images such as documents, photographs, etc., into data that can be manipulated by computers.

	Incremental Backup
	The process of backing up all changes occurring since the last complete (full) or incremental backup of a file, database or disk.

	Infrastructure
	The basic facilities, equipment, installations, policies, guidance, and procedures needed for the functioning of a system.

	Integrated Software
	A type of software that combines several applications such as word processing, database, and spreadsheet. It allows users to exchange information back and forth between the different applications.

	Interoperability
	The ability of two or more systems or components to exchange and use information.

	IT Infrastructure
	The basic information technology (IT) facilities, equipment, installations, policies, guidance, and procedures needed for the functioning of an organization’s communication and information systems.

	Knowledge Database
	Electronic repository for information used to document processes and solutions to problems and facilitate user support

	Local Application
	An Agency-developed application utilized in the field, that is not sponsored by a headquarters unit.

	Local Area Network (LAN)
	A data network that provides a communications link within a limited geographic region such as an office or building.

	Metadata
	Data describing data structures; includes information such as physical data formats, data sources, currency of data, description of fitness for use, scale, accuracy, identification of data collector and/or data steward, names and definitions of data fields, and generally any information that a user of the data would need to know to understand the content of the data structures.

	Node
	A junction or connection point in a network (a terminal or computer.)

	Open Systems Environment
	The complete set of interfaces, services, and supporting formats for interoperability and/or portability of applications, data, or people as specified by information technology standards and profiles

	Payroll processing period
	The timeframe beginning on the 2nd Thursday of each 2-week pay period and ending on COB of 1st Wednesday of the following week

	Portability
	The ease with which a system or component can be transferred from one hardware or software environment to another

	Pre-suppression
	Preventive actions taken to avoid as many All-Risk incidents as possible.

	Preparedness Level
	State of fire-fighting or incident response capability or readiness as defined in National Inter-Agency Mobilization Guide and summarized below, with levels ranging from 1 (least severe) to 5 (most severe); these states may also be described using the term “Contingency Level.”

	Preparedness Level 1
	Few or no Class A, B, and C wildland fires. Minimal or no commitment of interagency resources to suppression activities. Current and short-range predictions for low to moderate fire danger. Local units implementing prescribed fire operations with sufficient contingency resources available. Agencies above draw down levels and requests for personnel and resources outside of local area not occurring.

	Preparedness Level 2
	Numerous Class A, B and C wildland fires. Local commitment of interagency resources for initial attack, fuels projects and wildland fire used for resource benefit. Current and short-term weather predictions for moderate fire danger. Local units implementing prescribed fire operations with sufficient contingency resources available. Agencies above draw down levels and requests for personnel and resources outside of local area are of minimal to low impact.

	Preparedness Level 3
	High potential for class D and larger fires to occur along with several Class A, B, and C fires. Mobilization of agency and interagency resources within the GACC, but minimal mobilization between or outside of GACCs. Current and short-term forecasted fire danger is moving from medium to high or very high. Local units implementing prescribed fire operations starting to compete for interagency resources.

Agencies still above draw-down levels for suppression resource, but starting to have difficulty maintaining sufficient resources to meet initial attack responsibilities, project fire support and fuels/prescribed fire requirements without prioritizing or using non-local support. Some critical resource needs are starting to be identified.

	Preparedness Level 4
	A MAC group may be activated.  Continuing initial attack activity and class D or larger fires are common in one or more GACCs. Resource ordering and mobilization of personnel is occurring between GACCs. Current and short-term weather forecasts are for high to very high fire danger. The long range forecast for the next week indicates continued high fire danger. Local units may implement new fuel/wildland fire use/prescribed fire projects, but operational and contingency resources must be provided by the local agency or arrangements.

Actual and long-range fire weather forecasts predict high to very high fire danger. Significant potential exists for moving into extreme fire danger.

Personnel and resources at minimum draw down levels, especially initial attack. Mobilization and resource orders are occurring for suppression assignments within and between GACCs.

	Preparedness Level 5
	A MAC group is activated. Agencies are below draw down levels. Class D or larger fires are common within a GACC. GACC cannot fill many outstanding resource orders and are sending these orders to NICC. Use of local government resources is common. Reassignment of resources between incidents is common.

Current and short-range weather forecasts predict very high to extreme fire danger. Long-range forecasts for the next week continue to be very high to extreme fire danger. Activation of National Guard or Military personnel and resources is being considered or has been done.

Orders for resources are causing unit to drop below agency draw down levels.

	Routers
	Equipment used to connect networks to one another.  Routers are used to connect networks that use the same communications protocol, and have the ability to select the best route

	Server
	Any computer used to provide application, file, print, or database services to the customer

	Sound Board
	A circuit board that enables a computer to produce signals that can operate a speaker and create sound

	Special Events
	Planned events requesting Forest Service IT support

	Standard Operating Procedures (SOP)
	Standard format and instruction for operation

	Standard System
	A process or system/application that is fielded to two or more sites/customers and is designed and constructed in conformance with the Agency’s IT Enterprise Architecture.

	Switch
	A digital communication device that allows intelligent management of traffic and enables many subscribers to reach all areas of the Campus or Local Area Network

	T1 Line
	A 1.544 megabits per second (Mbps) telecommunications circuit provided by a long distance communications carrier (AT&T, MCI, etc.) for voice and/or data transmissions.

	Technical Reference Model (TRM)
	A document that defines the technical standards for the Agency and provides standards, guidelines and procedures for complying with the TRM, including exception processing.  The TRM is key to providing effective governance decision support on the Agency technical architecture. 

	Telecommunications
	The electronic movement of information including voice and data.

	Touch Screen
	A touch sensitive computer display that allows users to input information by touching certain areas of the display monitor.

	Training Coordinator
	Position responsible for identifying IT training requirements and arranging, locating, or conducting such training.

	Trouble Ticket
	A document that carries notations to track a problem through to resolution.

	Type 1 Incident; also Type I 
	See MOB guide

	Type 2 Incident; also Type II
	See MOB guide

	Unique system
	A site-specific stand-alone process or system/application that does not interface with a standard system.

	Workstation
	Small (RS/6000 or pSeries) but powerful desktop computer running the Unix (AIX) operating system; may or may not be used as server; usually equipped with advanced graphical or geospatial application processing capabilities.


C-6.2.4.   Global Terms 

	Term
	Definition

	Base Period
	First period of full performance.  The Base Period is the performance period following the Phase-In Period as defined in OMB Circular A-76 (May 29, 2003 revision).  Represented as Period 1 in the Workload/Output Tables in this document.

	Contracting Officer Representative (COR)
	Designated Representative of the Contracting Officer, the authority of the COR is strictly limited to the specific duties set forth in his/her letter of appointment, per Section G.3

	Cooperators
	Non-Forest Service public and private organizations that conduct agency-related operations or otherwise cooperate with the agency or any of its units under formal or informal agreements

	Customer
	The end-user

	Day
	Refers to a working (business) day; a day on which normal agency business is conducted

	Maintenance Personnel
	Personnel who maintain and repair ADPE Hardware and Software, and Radio and Telephone equipment IAW with applicable manufacturers' specification.  Maintenance Personnel diagnose failures, perform required adjustments, replace faulty parts, and test repaired equipment for proper operation

	Multimedia
	The use of computers to present text, graphics, video, animation, and sound in an integrated way

	Negotiated Timeframes
	A timeframe agreed upon between the Contracting Officer or his/her designated representative and the Service Provider, within which a task will be accomplished

	Phase-In Period
	The period of performance as defined in OMB Circular A-76 (May 29, 2003 revision), prior to the first period of full performance (base period), during which the contractor performs steps necessary to assume responsibility for PWS requirements (e.g., staffing, inventories and training). Start of Phase-In Period may be affected by RIF notice requirements

	Split Workload
	In a Period 1, 2, 3, 4, or 5 workload box, a set of two numbers separated by a slash (i.e., nn/n); the first number represents work performed by Government FTEs, while the second number represents contracted FTE workload.  The numbers are to be added together to derive the total workload for a particular output.

	User
	Any person, organization, or functional unit that uses the Agency’s information technology infrastructure.


C-6.2.5.   Performance Requirements Summary

The Performance Requirements Summary (PRS) is listed in TE-32, which describes the most critical tasks and their minimum Acceptable Levels of Performance (ALP).
C-6.3.   Appendix 3 – Government-Furnished Property and Services
C-6.3.1.   General Information

The Government will furnish or make available to the Service Provider certain facilities, equipment, vehicles, supplies and materials, and services.  The Service Provider has the option of accepting or rejecting any or all non-mandatory Government Furnished Property (GFP).  GFP consists of Government Furnished Facilities (GFF), Government Furnished Equipment (GFE), Government Furnished Vehicles (GFV), Government Furnished Supplies and Material (GFM), Government Furnished Supporting Contracts (GFSC), and Government Furnished Software (GFS).  Items supplied by the Government may only be used for performance of work under this effort or as authorized by the Contracting Officer.

In the case of equipment failure, the SP shall provide recommendations on whether the most cost effective option is to repair, rebuild or replace the item

C-6.3.2.   Government Property

Government furnished property listed as mandatory must be utilized by the Service Provider in the performance of work under this contract.  Government furnished property listed as optional will be made available in an “as is” condition (See FAR 52.245-19) for inspection and may be accepted at the Service Provider’s discretion and convenience for use in the performance of work under this contract.  Both mandatory and optional Government furnished property will be provided at no cost to the Service Provider and will be subject to the conditions contained in FAR 52.245-11, Facilities.

The Government will provide necessary administrative supplies, copying machine, and onsite office space and furnishings to include desks, chairs, filing cabinets, trash receptacles, PCs, and applicable software.  PCs will include a Central Processing Unit (CPU), monitor, keyboard, mouse, and a shared or dedicated printer.  PCs will be comparable to those provided to Agency employees procured using the existing standard contract.

C-6.3.3.   Joint Inventory

During the transition period and at the end of the contract period, the Service Provider and the Contracting Officer shall conduct a joint inventory of GFP.  This inventory shall detail the material description and quantities of all GFP and determine the condition of GFP.  The Service Provider shall certify the findings of this inventory and subsequently report inventory discrepancies to the Government.  The Government will maintain a record of this inventory and a copy will be provided to the Service Provider.  GFP shall not be removed from the Installation unless approved by the Contracting Officer in writing.

C-6.3.4.   Annual Inventories 

The Service Provider shall perform an annual inventory of GFP and furnish the results to the Government.  

C-6.3.5.   Government Furnished Facilities (GFF)

The Government will furnish or make available to the Service Provider for mandatory use Government-owned facilities and areas within facilities. A listing of the current facilities that will be available to the Service Provider and their current use is included in TE-04 (Government Furnished Facilities). Record drawings of existing facilities are not 100% accurate in showing current as-built or actual status.  The Service Provider shall perform field studies of facilities prior to performing work associated with this effort.  Maintenance of real property (facilities and installed equipment) will be provided by the Government for the duration of this contract except as noted in Section C-5, Specific Tasks.  The Service Provider may also suggest alterations or improvements to their assigned facilities, but shall not make any alterations without the concurrence of the Contracting Officer. GFF shall be returned to the Government in the same condition as at initial inventory with fair wear and tear and improved alterations. 

C-6.3.6.   Government Furnished Equipment (GFE)

Use of GFE identified in TE-05 (Government Furnished Equipment), including the software listed in TE-06 (Government Furnished Software), is mandatory.  The Service Provider shall use the provided GFE solely in the performance of this contract, and not for any other purpose."  The Government will make this GFE available to the Service Provider in an “as is” condition.  GFE that becomes irreparably unserviceable during use will be replaced by the Government.  Upon completion of the effort, the Service Provider shall be responsible for returning all GFE to the Government in the same condition as received, less normal wear and tear, or provide like replacement equipment acceptable to the Government at no additional cost to the Government.

Any equipment used by standalone or automated processes that support (1) the information infrastructure (for example, desktop hardware and software, servers, network infrastructure) or (2) the management of these resources must physically reside within Agency- or Government-owned or ‑leased facilities, or in a Contracting Officer-approved facility (including residential).

C-6.3.6.1.   Acquisition and Turn-in Of Equipment

The Service Provider shall furnish documentation justifying equipment purchases for the Service Provider’s performance of the work in this PWS to the Contracting Officer for approval.  The Government reserves the right to purchase GFE for the Service Provider.

If replacement of Government equipment is necessary due to reasonable wear and tear or other damage incurred at no fault of the Service Provider or Service Provider employees, the Government will replace equipment at Government expense.  

The Service Provider is not authorized to dispose of Government equipment that has been removed from active service except as prescribed by the Contracting Officer.

C-6.3.6.2.   Equipment Operation, Maintenance, and Repair

Service Provider personnel shall exercise due care while using or operating Government equipment, and shall perform operator-level pre-operational and operational checks and maintenance in accordance with Original Equipment Manufacturer (OEM) instructions.  Examples of “Operator-Level” checks and maintenance include routine cleaning, replenishment of consumable supplies, test run and initiation procedures during equipment startup, resolution of error codes, and clearing of paper jams.

Some of the equipment used for the performance of this PWS requires controlled temperature, humidity, and power for reliable and safe operation.  Such equipment shall be operated using Agency-approved primary (and, if required, backup) power sources and surge protection devices.  When environmental equipment malfunctions are detected in the computer rooms, the Service Provider shall notify the Contracting Officer and other proper authorities.  The Service Provider shall implement shutdown procedures for affected equipment when environmental conditions fall below safe operating levels as defined in OEM instructions.

The Government will provide manufacturer technical and operator manuals required for proper and safe operation of the equipment used in performance of this PWS at the start of the contract.  New or updated materials sent to the Government by the OEM will be provided to the Service Provider.  The Service Provider shall return technical and operator manuals to the Government at the end of the contract period, and shall replace lost or damaged technical or operator manuals.

The Service Provider shall maintain records of equipment repairs to assist in analysis and construction of replacement plans and maintenance strategies.

C-6.3.7.   Government Furnished Vehicles (GFV)

Vehicles identified in TE-07 (Government Furnished Vehicles) are exclusively available for Service Provider use solely in performing work specified in this effort. The Service Provider may use other vehicles in the local motor pool in the conduct of official business, subject to availability and local procedures.  If GFVs are unavailable, the Service Provider will be expected to obtain necessary transportation on a reimbursable basis.   The Service Provider shall be responsible for the proper operation and use of all GFVs (see section C-4.6.4.12).   

C-6.3.8.   Fuel, Oil, and Lubricants

The Government will furnish operating fuel, oil, and lubricants for GFVs used in performance of services specified in this effort.  The Service Provider shall adhere to all scheduled maintenance for the vehicles.

C-6.3.9.   Government Furnished Supplies and Materials (GFM)

Government Furnished Supplies and Materials are optional and available for Service Provider use solely in performing work specified in this effort.  The Government will furnish a current inventory at the time of contract start.  The Government will furnish Government unique repair parts through the Government wholesale supply system.  For continuing needs, the Service Provider is authorized to utilize Government supply sources, through Agency-approved purchasing agents, for obtaining reimbursable supplies and materials required in the performance of this effort.  These sources include Federal Prison Industries, Inc. (UNICOR), the General Services Administration or other approved federal supply sources. 

C-6.3.10.    Government Furnished Contracts (GFC)

Contracts identified in TE-09 (Government Furnished Contracts) are mandatory and available for Service Provider use solely in performing work specified in this effort.

C-6.3.11.   Warranties  

C-6.3.11.1.   Warranty Records   

The Government will provide the Service Provider copies of records of Government property (other than Real Property) that are under warranty and used, managed, or supported under this contract. The Service Provider shall provide the Contracting Officer original purchase information for warranty records for Government property purchased by the contractor. 

C-6.3.11.2.   Warranty Notification and Repair

The Service Provider shall notify the Contracting Officer of equipment requiring warranty repair within two working days after equipment failure.  The Service Provider shall repair warranty items without recourse to the warranty if: 

The failure or defect results from Service Provider abuse or from improper or inadequate Service Provider maintenance, as determined by the Contracting Officer or designated representative; or

The Contracting Officer or designated representative directs such repair.

C-6.4.   Appendix 4 – Service Provider-Furnished Property and Services
C-6.4.1.   General Information 

The Service Provider shall furnish necessary supplies, parts, materials, tools, support equipment, labor and vehicles required to perform operations required by this effort, except those items or services specifically stated in Section C-6.3 as Government-furnished.

C-6.4.2.   Service Provider Furnished Vehicles and Equipment

Any Service Provider furnished vehicles shall have the company name prominently displayed on both sides of the vehicle, and present a neat, professional appearance. 

All Service Provider-furnished vehicles and equipment used in the performance of this effort shall meet all Local, State, and Federal safety and environmental requirements.  Service Provider-furnished vehicles and equipment found to be unsafe shall be removed from the Installation and replaced at the Service Provider’s expense.  The Service Provider shall not use any Government-owned tools, materials, or parts to maintain Service Provider-furnished vehicles and equipment without prior written approval of the Contracting Officer.  The Contracting Officer may inspect the Service Provider furnished vehicles and equipment at any time and direct the removal of any unsafe or objectionable vehicle and equipment from the Installation.

C-6.5.   Appendix 5 – Applicable Directives, Publications and Forms
Guidance and regulations identified in this document must be complied with for the duration of the contract.  The Agency has made most publications and directives cited in this PWS, including the Agency Records Management Handbook, available at www.fs.fed.us/im/directives.  Publications cited in this Section C are current, as of the date the PWS was prepared.  The Agency will consider commercial practices for documentation where the performance requirements are determined to be equal or greater than those currently specified.  The Agency will provide an initial supply of Agency forms to the Service Provider.  These are standard forms currently utilized in performance of work under this effort.  The Service Provider shall determine replenishment requirements and requisition through the Agency to maintain sufficient forms to meet normal operating requirements.

C-6.5.1.   Technical Library

From the solicitation opening to closing dates the Agency shall maintain a technical reference library for potential Service Providers.  The technical library shall contain information and data, which may be useful in providing additional insight into the Agency requirements and mission.  The library shall be maintained in the bid room at Rosslyn Plaza East, 1621 North Kent St, 7th Floor, Arlington, VA, 22209.

C-6.5.2.   Publication Changes

The Agency will provide the Service Provider changes to publications and forms.  Supplements or amendments to listed publications can be issued to the Service Provider from any organization level during the life of the contract.  The Service Provider shall immediately implement those changes to mandatory publications that result in a decrease or no change in contract costs, the Service Provider shall submit to the Contracting Officer a price proposal within 30 calendar days following receipt of the change by the Service Provider.  The Contracting Officer and the Service Provider shall negotiate the change into the contract under the provisions of the contract clause entitled "Changes".  Failure by the Service Provider to submit a price proposal within 45 calendar days following receipt of the change entitles the Agency to performance according to such change at no increase in contract price (unless the time requirement is waived by the Contracting Officer).

	PUBLICATIONS

	PUBLICATION
	TITLE
	DATE

	NFES 2092
	National Interagency Mobilization Guide
	March 2002

	29 CFR 1910.29, 1910.66, 1910.67, 1910.268
	Authorities Standards for Health and Safety Telecom 
	July 2002

	29 CFR 1926.104, 1926.107, 1926.500-1926.502, 1926.959; (ANSI) Z10.14-1991 AND Z133.1-1994 AND (ASTM) STANDARD B117-64 FSM 6716.03
	Authorities Fall Arrest Protection
	July 2002

	PMS # 461, NFES # 1077
	Incident Response Pocket Guide
	January 2002

	FSH 6709.11
	Health & Safety Code Handbook
	December 1999

	PMS 410-1 NFES0065
	Fireline Handbook
	January 1998

	OMB Circular # A-123
	Management and Accountability
	June 1995

	OMB Circular # A-130
	Management of Federal Information Resources
	November 2000

	FSM 6716.03
	Personal Protective Equipment (Policy)
	December 2002

	NTIA Manual
	National Telecommunications and Information Administration Manual of Regulations and Procedures for Federal Radio Frequency Management
	September 2001

	TIA/EIA 102-A 
	Land Mobile Communications Specifications
	November 1995

	ANSI/TIA-603-B-2002
	Land Mobile FM or PM Communications Equipment Measurement and Performance Standards 
	November 2002

	DR3300-001 (TNSMP), 
	Departmental Regulation, Telecommunications
	March 1999

	DM 3500-001
	USDA Computer Incident Response Procedures 
	October 2001

	DM 3500-002
	USDA Vulnerability Scan Procedures
	

	FSM 6600
	Systems Management
	March 1996

	FSM 6610
	Computer System Management
	December 1999

	FSM 6620
	Computer Software Management 
	June 1990

	FSM 6640 
	Telecommunications 
	July 2001

	FSH 6609.11
	Systems Management Handbook
	September 1991

	FSH 6609.12
	ADP Technical Approval Handbook
	July 1994

	FSH 6609.14
	Telecommunications Handbook
	May 1995

	Daily Operational Guide (DOG)
	Domino Systems Managers, Tivoli (System Management Group, Regional and Unit Administration, Tivoli Storage Manager), and System Management (Oracle, AIX, Database Administration, ArcSDE and Lotus Notes)
	Various

	NARA General Records Schedule 24
	Information Technology Operations and Management Records 
	April 2003

	NIST publications
	
	


C-6.6.   Appendix 6 – Presentation of Workload Data
Section C-5 of this PWS addresses specific tasks and workload outputs.  Workload outputs consist of Periods, Frequency, Measurements, and Performance Standards as defined in C-6.6.1.2.   Each period represents one year of contract performance, with Period 1 representing the Base Period.  The blocks underneath the period contain the number of times the output is performed per Frequency during the specific Period of Performance.

Workload shown for a Period 1, 2, 3, 4 and 5 box within the PWS is historical (Oct 02 thru Sep 03 data), extrapolated as necessary, and represented as an annualized figure in the “Period” box unless otherwise noted.

In all cases, workload was reviewed to insure the proper/acceptable level of service was applied (performance standard).  Where workload is mandated by regulatory guidance/policy, frequencies of occurrence were used as defined in these documents.  An example is, “Reports are due quarterly.”

The workload data shown in the outputs were based upon detailed data as shown in TEs 33-39, 41-45, and 47-51, and were normalized to indicate approximate workload and to highlight anticipated trends.

C-6.6.1.   Output Tables and Data Technical Exhibits (TEs 33-45)

Output tables in the PWS reflect workload to be performed.  Output tables reflect an Agency-wide aggregation of workload as detailed within TEs 33-39, 41-45, and 47-51.  These workload TEs, which contain detailed data collected from all locations throughout the Agency, correspond with specific sections within the PWS and display workload data down to site locations.  Those TEs that describe inventory assets contain data for each supported specific geographic location.

The following tables and narrative further explain the output table.

C-6.6.1.1.   Example Output Table

	Output
	Frequency
	Measurement
	Period 1
	Period 2
	Period 3
	Period 4
	Period 5

	Perform Level 2 desktop problem resolution
	Daily
	Occurrence(s)
	9,000
	9,000
	9,000
	6,000
	6,000

	Performance Standard
	Guidance and Regulations

	Problems shall be resolved within one day of receipt - 95%
	FS XXX-XX Guidance


Note that a change in mission resulting from downsizing or agency direction is reflected by an up or down adjustment in workload indicated in the out years, based on whether the output requirement is growing or shrinking.  In the example above assume downsizing in the last two years of the contract.

C-6.6.1.2.   Output Table Description

	BLOCK
	DESCRIPTION

	Frequency
	Indicates the natural frequency or tempo of that output’s performance (daily, monthly, quarterly, or semiannual task); or the workload is not subject to any regular frequency but is collected for the entire year in an annual or biannual figure

	Guidance/Regulations
	References supporting the requirement for the work to be performed.  In some cases, if the performance standard is determined by customer expectations or internal business practice, “none” will be specified in the Guidance/Regulation block.  References to specific policy documents, manuals, regulations or guidance is not necessarily all-inclusive or intended to be exclusive, and shall not be construed to prevent the Service Provider from conforming to new or different guidance/regulations as circumstances change.

	Measurement
	Reflects the unit of measure.  Examples are Square Feet, Transactions, Buildings, Occurrences and other natural breakouts of what's specifically being measured

	Output
	Name of the output as reflected in the PWS

	Performance Standard
	This is a metric, which if met, indicates that the output is being performed successfully. The Acceptable Level of Performance (ALP) in the Performance Requirements Summary is a percentage value of the number of performances of each output that must adhere to the performance standard set for that output. More than one standard for each output may be indicated in the PWS statement. If so, the workload for those outputs will:  (a) be indicated in the period(s) box for each of the outputs, or (b) be same workload as indicated in the period(s) box for the first output.  Full performance of the entire workload is always required.

	Period 1
	As used in this document refers to the Base Period of performance as defined in the OMB Circular A-76 issued May 29, 2003

	Periods 2, 3, 4 and 5
	Each period represents one year of contract performance.  The blocks underneath the period contain the number of times the output is performed per Frequency during the specific Period of Performance.  Workload shown for the Performance Periods may be represented in one of two ways:  if only a single number is shown for a Period, the entire workload is currently accomplished with Government FTEs, but if the workload is shown as two numbers (a “split workload”) separated by a slash (i.e., nn/n), the first number indicates the amount of work currently performed by Government FTEs while the second number indicates the amount of work currently performed by contracted FTEs.  A split workload is cumulative; e.g., 100/10 indicates that the Government FTE workload is 100, the contracted FTE workload is 10, and the total workload is 110 for that performance period.


C-6.6.2.   Acceptable Levels of Performance (ALPs)

The Service Provider is always expected to perform 100% of the work requirement.  ALPs represent the required success rate per unit of measure for each output that comprises the total workload.  ALP is a percentage value of the number of performances of each output that must be accomplished within a particular unit of measure to achieve the performance standard set for that output.  ALPs are determined based on agency directives; historical records of how well the Agency provided the service, or management decision.

Reference the above example output table.  As explained above, the table reads that the successful accomplishment of the output will be evaluated against the performance standard, “Problems shall be resolved within one day of receipt. – 95%”.  This statement means that, although 100% of the problems shall be resolved, 95% of the time those problems shall be resolved within one day of receipt.  In other words, in no more than 5% of such occurrences may the problem resolution be accomplished more than one day after the Service Provider’s receipt of the service request.

Adherence of outputs to their specified ALPs is evaluated on the basis of a reasonable period of time.  For some outputs, it is reasonable to evaluate adherence to ALPs on the basis of their frequency.  That is, if an output was accomplished 100 times weekly, and the ALP was 80%, it would be reasonable to expect the Service Provider to meet the performance standard on at least 80 of the 100 accomplishments of the output each week.

However, if the above example outputs were accomplished 3 times per month and also had an ALP of 80%, it would not be reasonable in this case to evaluate adherence to the ALP on the basis of frequency.  Since there are only 3 accomplishments per month, if the Service Provider does not meet the performance standard on 1 of the 3 accomplishments, the performance level is 67% for that month.  To meet the ALP of 80% for that month, the Service Provider would have to meet the performance standard on all 3 accomplishments.  Because the ALP must be reasonable enough to allow for unexpected problems, it will not be raised to 100% in most cases.  Therefore, as shown in example above, it is more reasonable in this case to evaluate adherence to the ALP on an annual basis.  With 9,000 accomplishments per year, the Service Provider must meet the performance standard on at least 7,200 of the 9,000 accomplishments in order to meet the ALP of 80%.  Using this basis allows for the possibility of unexpected problems that prevent accomplishment of the performance standard, but still insures that the ALP is met over a reasonable time period.  In a generic sense, every output can be read as:

During “Performance Period” the Service Provider shall perform “Output” “N” times per “Frequency.”  The successful accomplishment of this output will be evaluated against the performance standard, “narrative”.  This workload is performed in accordance with (Guidance and or Regulations).

In narrative terms, the above output would read as follows:

During Period 1 the Service Provider shall perform Level 2 desktop problem resolution 9,000 times during the performance period (1year).  The successful accomplishment of this output will be evaluated against the performance standard, “Problems shall be resolved within 1 business days of receipt”.  This workload is performed in accordance with FSH XXX-X (Number Designating Regulation).

In the output above, Periods 4 and 5 reflect a reduction in workload that could be due to loss of a mission, reorganization or other reasons.
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